
Case Study

At a Glance

Industry

Manufacturing

Location

Qingdao, Shandong Province, China

Challenge

�With tens of thousands of employees, each with 
numerous log-in details for different systems, 
Haier found it a considerable challenge to 
efficiently and cost-effectively manage access 
rights and ensure security.

Products and Services

NetIQ Access Manager
NetIQ Identity Manager

Critical Success Factors

•	 �Tightens security by enhancing control over 
access rights

•	 Accelerates the provisioning of new users

•	 Cuts maintenance and administration costs

•	 Saves employees time and effort with a 
single sign-on for all integrated systems

Haier Group
NetIQ simplifies the management of access rights, making 
identity management a tool for business enablement.

Overview 
Headquartered in Qingdao, China, Haier 
Group designs, manufactures and sells 
home appliances and consumer electronics. 
A forerunner in the industry, Haier has one 
of the largest market shares in domestic 
appliances worldwide.

Challenge
For businesses with large numbers of 
employees, where people are constantly 
joining, leaving and moving within the 
organization, it can often prove difficult to 
control who has access to which applications.

This was the challenge facing Haier Group, 
as Xinwen Liu, Project Manager, said: 
“Managing access is absolutely essential 
for security. When an employee leaves the 
company, we need to ensure we cancel their 
access rights to all our systems.”
Previously, access to applications was handled  

separately; for every system an employee 
needed to use, they had to be manually 
provisioned. Likewise, when someone left 
the company they would need to be deleted 
from each system individually.

Xinwen Liu said: “Not only was this manual 
approach excessively time-consuming, but 
also there was the risk that a past employee 
could retain access to our business systems.” 

Another consequence was that employees 
needed to remember a different set of log-
in details for each application. Logging in 
separately was a nuisance for users, and it 
was not uncommon for users to forget  
their passwords.

Solution
Haier evaluated a number of different 
vendors and solutions, and determined that 
NetIQ Identity Manager by OpenText and 
NetIQ Access Manager by OpenText offered 
the best price-performance ratio and were 
also the easiest to configure and maintain.

“Using Identity Manager and Access Manager,  
we are creating a framework for adaptive 
identity governance,” said Xinwen Liu.  
“This combination of solutions enables us  
to manage access rights for different types  
of users easily and transparently.”

“Thanks to the consolidation  
and automation provided by the 
solution, identity management 
has become a tool for business 
enablement rather than a chore.”

Xinwen Liu
Project Manager
Haier Group

https://www.microfocus.com/en-us/cyberres/identity-access-management/identity-manager
https://www.microfocus.com/en-us/cyberres/identity-access-management/access-manager


The automation delivered by Identity 
Manager empowers HR staff to take 
full control, and makes administration 
considerably faster. When an employee  
joins, leaves or moves within the business, 
HR can now easily grant or revoke the 
appropriate access rights. Additionally,  
the solution enables Haier to manage 
access for partners, ensuring they can see 
only the internal information necessary for 
the business arrangement. As soon as the 
engagement is complete, HR can easily 
cancel all of the partner’s access rights, 
strengthening security.

Finally, with Access Manager, Haier has been 
able to provide its employees with a single 
sign-on facility for all systems integrated 
into Identity Manager. “Users only need to 
remember one password for everything,” 
said Xinwen Liu. “Even better, they only 
need to log in once to the Access Manager 
web portal to access all their applications. 
Because it’s online, employees can use 
cloud-based applications even if they’re  
out of the office.”

Results
With its new adaptive identity governance 
solution in place, Haier has significantly 
streamlined identity management and is 
realizing substantial cost savings as a result 
of the reduced administration workload.

“We’ve been able to completely free our 
IT staff from the repetitive manual tasks of 
provisioning and deprovisioning users,” said  
Xinwen Liu. “Now they can use their time more  
effectively and add value to the company. 

“Thanks to the consolidation and automation  
provided by the solution, identity management  
has become a tool for business enablement 
rather than a chore. HR staff can track all of 
an employee’s access rights from a single 
platform and modify them at the push of a 
button—control and security have never  
been tighter.”

With identity management centralized in 
one solution, Haier is also making savings in 
maintenance costs, as departments no longer  
need to run their own management platforms.

The single sign-on feature of the solution has 
been well received by Haier’s employees. 
“Entering just one password saves users time 
and effort,” explains Xinwen Liu. “And it has 
cut the number of calls to the IT helpdesk, 
since it is far rarer for anyone to forget their 
login details.”

About NetIQ
NetIQ provides security solutions that help 
organizations with workforce and consumer 
identity and access management at enterprise- 
scale. By providing secure access, effective 

governance, scalable automation, and 
actionable insight, NetIQ customers can 
achieve greater confidence in their IT  
security posture across cloud, mobile,  
and data platforms.

Visit the NetIQ homepage at www.cyberres.
com/netiq to learn more. Watch video demos 
on our NetIQ Unplugged YouTube channel at 
www.youtube.com/c/NetIQUnplugged. 

NetIQ is part of Cybersecurity, an OpenText 
line of business.

“HR staff can track all of an employee’s access rights 
from a single platform and modify them at the push of a 
button—control and security have never been tighter.”
Xinwen Liu
Project Manager
Haier Group

OpenText Cybersecurity provides comprehensive security solutions for companies and partners of all sizes. From prevention, detection and response to recovery, investigation and compliance,  
our unified end-to-end platform helps customers build cyber resilience via a holistic security portfolio. Powered by actionable insights from our real-time and contextual threat intelligence,  
OpenText Cybersecurity customers benefit from high efficacy products, a compliant experience and simplified security to help manage business risk.

768-000007-004 | O | 11/23 | © 2023 Open Text

Connect with Us
www.opentext.com

https://www.cyberres.com/netiq
https://www.cyberres.com/netiq
https://www.youtube.com/c/NetIQUnplugged
https://www.opentext.com
https://www.linkedin.com/showcase/9022/
https://twitter.com/OpenTextSec



Accessibility Report



		Filename: 

		7680007-en.pdf






		Report created by: 

		Sar Dugan


		Organization: 

		





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 0


		Passed manually: 3


		Failed manually: 0


		Skipped: 1


		Passed: 28


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Passed manually		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Passed manually		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed manually		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Skipped		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top


