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CPU, OS and Application Agnostic

CPU Architectures 0OS/Software Platforms Protected Applications

(o

*Armv7,v8 * Linux Kernal 3.xand later * SafeRTOS
* Intel 64bit * QNX 6., 7.x * ThreadX
* PowerPC * VxWorks 6., 7.X * pcOS-lI

*5G containers « Infotainment Systems
* Solar inverter * Medical thermostats
+ ADAS * Onboard charger

* Infineon TriCore * FreeRTOS * eTkernel
* Infineon C166 * Vector * Bare metal
* Renesas RH850 * Elektrobit *eMCOS

* PikeOS

* Biometric Devices *PLC

* Building Access Controls ¢ Printers

*CCTV * Routers

* Gateways * Telematics Units
* Infotainment Systems *V2X

Secure legacy and new architectures
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TRETTY,
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OpenText™ Host Access Management and Security Server (HA-MSS) [&. RA TN TW3B
IBM z/OS. Unisys 2200 Linux. UNIX. & U Windows XR—XD7 FVr—>a>Ic7 o
YREBZA—HF—TNAADTDDT TV r—23>EFa)74BTT. CNHDER
BICBELEA—Y—ty > a il I N—YILT7 7t XHEEaEL. #heh
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HA-MSS (&, BEFD IAM P AT LAZFRALTENENOI—HY—%FBEL. XA TLAD
TICREZHFALE T, ZDDH. IRTDTIT4 ET D 1HDFRICEERINE T, HA-
MSS ZfERT 2. 77— aryEARPI—HY—T— 07O IIZEFEMAZ LR
CIAMBERBRAF—LZT7 ) =2 a VIR TE X T, £7ow HAMSS Tld, 21—H—
DEITTERIRIFCRITTCERVEEEIBETACHTEEY, LR HRIZI 2
L=>ayoo47ob0EFal T2 TEET, A—Y—HAHIYI/O%RETES
FEEEZHIBRL 72D, TLS12 £HIF 13 DEHRREZOY I LD, I—H—FT N1 XK
RENBZT TV —o a3 DBBT—2EIRAX VI LIEDTEZ N TEED,

Host Access Management and Security Server

Micro Focus Terminal
Emulation Cents .
Authentication Authorization o
< > < (o Ne)
OO0
Automated Sign-On IAM
for Manframe
e
Administrative
Server
Token-Based E
Access Control Audting —
& > & Y
< > < >
—_ 'Y g ——
Metering
d
Server Host
Security Proxy
Terminal ID
N ) \‘)"' NON
PKI Avtomated
Sign-On

B10.5%K/ LA =T I 5—>a>7 7RG\ L—LT7—2

BHUU—ID HA-MSS 1. CCICEH TN TWAHEADT7 I r—yavteFxal)FTat—
ERERATATICHETINTED. BEOLHAY—IATFLEREBYONS AN ZOT7FD
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AMEBER. LAY —T7 T —2 avICRRICIETEE 9,
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F—A—HF—DAPI TV RERELLBNS. FIVIr—>3 VAV TSRNSIF ¥
ZRATEIEHRL. BHOAPI ZBZICHAEDHDE TH LUVKEZERTET XY, IE
B7AY 1) 2— 3 > Td 3 NetlQ Secure APl Manager by OpenText I&. FAF. 54 751
JILEE., t¥ a2 T IIMA. REST. SOAP. loT. LAY —HRRLAPIREDH 5K
224170 API DB CEREBNICEATE£Y, NetlQ Secure APl Manager I 1&. ¥k
RMEDOBS TE L APl Gateway Bt o TED . HE5 P B X1 TD APl DIRFE. HIfH. B,
BTS00 T a0 ERMHELET, APIGateway ZEBIT R L. ST 0 v I %]
TMLAENS, ETHBETHAPHICRRICTIVERTEET,

A comprehensive solution for development with Secure APl Manager

L] API 8
Applications E AUTHENTICATIONS THROTTLING EVENTS 8 A 8 Services
< N -
T
Py,

A M [ ¥ Traffic Manager s
ccess Manager > £
API @

STATISTICS

Service 1

API Getaway Service 2

.©

Service 3

|

Analytics

Lifecycle Manager

APIStore | APIPublisher
i

API
Database
+ ! J
\ ' J
API DEFINITIONS

BN AP LI 7O0—ERDT7 I XGIHIL—LT—2

NetlQ Secure APl Manager |& NetlQ Access Manager EIRE T TH D NetlQ Access Manager
MR I 2 BRELEES S UERMSHKEZRARICERT 2 APIBES L UEFaUT o
HWREZIRHELE T, 7FT R, Web, ENAI. LAS—TFUT—2 a3 >DREICHER
SNBDLRLAYT IRV F vk L TLAPI PR A 7O —EXZRETETE T,
Fle. IRTOT7z7L—aVRBAE2MATR2CHTEERT, T HIC NetlQ
Advanced Authentication L #AEHLE R ZCICED. H—EXR—XODT7 TV 5r—23>
TURIR—RADLELRRI=ZFERTEET,

NetlQ Secure APl Manager &, XD 2 DD ETERMBEEIG TR INTULE T,

« APl Gateway |F. U—EXBREZNIBTDZ 041 LEREZRELET, EtXaUTa%
BILL. APIOFERZEESLVHIRT31EN. Ny IIYRY—EXLOETERLE
BuTHLET, CNERTTIEICIE. APIDERRROERS LUDIFBOT —42%
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« Lifecycle Manager Tld. APl DREX BIE%ZITVEX T, Lifecycle Manager &, 1L WLWH—
EXORBEZRNIEL. BEOY—EXDOEHFEHHL ZFITH. RDEELRDIF. API DB
BB TETZHAET T, £/, Lifecycle Manager [3ERE LU DITAICIAE R T —4
ZINELET,

NetlQ Secure APl Manager I&. 727t XAB LUVRIEREZILERL. Sv>a>rN—rF—

DH5PZ—XIHIET B EF 274 APIREZERLFT, APIOBFEY C REREOD

EEICHNBRT IV IHHE —TEBZITI A TEET, 20D, EXELUVEE

DEFa2VTr8tAECHERLT. KDEBNIcEF2 VT ZRRTEET,

Secure APl Manager Access Manager Advance Authentication

APl Management Federation Federation
API Store

Rate Limiting Access Policy Access Policy
Protocol Transition

Orchestration/External Plugins
APl Analvtics Single Sign-On Single Sign-On

Step-Up Step-Up
Security Authentication Authentication
Key Management
APl Scopes
Signature Validation Risk-Based Risk-Based
Throttling Access Access
Alertina (To Audit/SIEM)

Protected Services
Publisher

Design and Prototyping

Publishing and Versioning Microservices Enterprise

App Management API-Based Apps

Grouping and Policies

Import and Discovery SaaS Apps

Testing and Validation Legacy REST/
10T Devices SOAP Services

& 12. NetlQ D> R—2% > hDEHESE

NetlQ Secure APl Manager ZffAd 2. 7 U r—>a v —EXEZRUHETL—
EHEIRTEE T L—FET7 TV T—2a > CCICHIRTEAPICCICRET NI oS3
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IVRHY—EXDSDBEREF VY Y2 TEEHTEFET,
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API Manager ICIZHEAHAHDDITHEEDN VW DHBD. CHOELSRIFHREBEBErI v 3
VIN— =AY —DEAICIRRTEEXT,
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Voltage SecureData Sentry by OpenText I&. AV TL IR, TR, EvITF—29H7
SYbrITH—LDEIIEET—IDNEXINTH, TDT—XERETET XTI, Voltage
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9, F7-. JDBC (Java Database Connectivity) ¥ ODBC (Open Database Connectivity) API
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EStEF— b= CREEZMOERELHRETINEITHD £ Ao Voltage
SecureData Sentry DIREE— F Tld. BEBREZEOCHREDT—F 71— ILREHRTT 7
ANEEXF2AVTAR)—DHRRIZCTZIEHNTEET,

Voltage SecureData Sentry &, TRV I MUz 7H—EXBLVAVTFLIRT T
T=3> DT —2FEICKL LIRS TY, Voltage SecureData Sentry D7 — X {RET
2/ OY —|&. Salesforce. ServiceNow. OpenText ALM Octane. Microsoft Dynamics 365
BEDSaaS 7TV r—are BRA7 IV r—23 > (COTS) ICHRTZENTEE
9o Voltage SecureData Sentry I&. T—2 7O—ESOFEZFHALTXY N T—0 %R
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VTCHERAINET—R2OEXa) T DERTEEY,
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Application Profile User and Policy Govemance 3
Management Management f
7 ol N

s @ Anomaly Detection @
Protect ! Protection Protection

Engine Encryption Tokenisation Engine

) Wl Field Discovery Field Discovery |
Discover : ; |
: ‘| Control |
#8 App Discovery Sentry App Discovery |8 /

Stream Content Stream Content
s Inspector Inspector

il <HTTP -JSON *HTTP +JSON
H HTML «XML Engine SHTML *XML

Customer Zone

Cloud Zone

13. Voltage SecureData Sentry D7 —42% 70—

Voltage SecureData Sentry |&. 7V RARHIT —REZYAFX VI TR1HDICHFEHATETET,
RETO—DFZRHAMICEATUL S8, Voltage SecureData Sentry (. 77/ REFICT—4&
BB TIDTIIHRL, T—R%RE /| RAXV I TEEY, FezIE BADST T r—
2UICT IR RTRA—F—lF. BT —RTIEITETEFEFA, CN5OI—HF—DFS
742 h Voltage SecureData Sentry N LTIL—F 4> ITNB L. [EERDEZET1—IL
FZRHLTRETEET, 7T RERIIBSLINABAVKETREINE T

Voltage SecureData Sentry |&. (RENBERT—RICDOVWT, A—H - UE—rF—N—
DO HTTP ELXUHTTPS bS5 714 v I ZREBELEFT. CHIE 259 RT7TVr—23>
RHRELELEA VY TLZZADWeb 7TV =2 a VXK ESNE T — 2 Z{RET B 1
HO—MRHNBESF VA TTBEWeb T T IH—1—HF—D> X7 Lh \Web 7 F1)r—
SAVADOHTTPEREZEHBLET, COERIE ICAP 7OF > % EH L T Voltage
SecureData Sentry Engine IZEINE T,

Frldk. FOF>F o —>%FERAL T, Voltage SecureData Sentry Engine ICER##R%X 9
B2ZeHTEEXT, COBE. ABTOXFIN, RESNT7 TV IF—2 3V 0ERERS
Z%.ICAPEHR—rF23RFTOFVICEELE T, FH7OFIE. Voltage SecureData
Sentry Engine ICEXRZ8ix L £ 95,

Voltage SecureData Sentry Engine (& BERDAY A — AV TV ZERLT. ERORE
EBZIONESH. ELTEDELSICHRETEINZERELEFT. ERNOBELDT—4
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BHRIC. Web 7 FUTr—2 3 >ida—H—ICnEERL. 7OF 2N LTEESN. 9
D T=HIZ Voltage SecureData Sentry Engine ICIRREINE T, HBEDAYA — L NBITH
wIN, BEIITOERCIFERZ TONT A 2 ERLTHRETE XY, £oo BRI
EESLEINTET—ENEENTVRBELHDEFITH. CHIFESHKTETEYT, CnlEs
EBICHARZIA XAEET. BEREF2) T ZHRIHIFTEERY, Bt 7r—
IWRPEEIN T4 — IR ZBCREABREVER SN, RRNICTOTOF>ZNL
TIYRA—HY—IZEmEINET,

Voltage SecureData Sentry Voltage SecureData Sentry

COTS Apps &
Cloud/Saa$S Apps SecureData Ress SQL DBs

Nome: James Potter
HTTP/S

CCN 8860 ITAZ UYTZ 4321
REST, SOAP JOBC, ODBC

Name: Kwfdv Cqvzgk

CCN: 8860 3TAZ UYTZ R62P >0 —
Describe your experience: p— ‘ : =
“biy NKibxaWsjnC Oy93HR " 8478 08 200

9xD Gi yIRKaqy 7KNU1a." |

—_— Two Modes of Operation
S _— 1. Inspection: Create and deploy

. protection p jines
2. Protection: the
NoSQL DBs - live traffic for enforcement

Voltage SecureData Sentry consistent and transparent data protection, on premises and in the cloud.

B14. Ty TONAT VY RT7 T Ir—> 307 —21R%E

SQL T—ANR—ZANW 5B ENT=HEA T — X IF. Voltage SecureData Sentry ZfFH L TH
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