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NetWare Core Protocols Preface

NetWare Core Protocols (NCPs) are the set of routines and primitives that speak the fundamental
language of and drive NetWare and make up of the core protocol that NetWare speaks. Each routine
is also referred to individually as an NCP. This section describes NCPs in general, explains what the
fundamental NCP structures are, and details the way NCPs interface with and provide services to a
client.

Terms of Use: Supplement to Novell Developer Kit License Agreement (http://
developer.novell.com/ndk/license.htm)

The NetWare Core Protocols documentation (NCP Documentation) is subject to the Novell
Developer Kit License Agreement and this Supplement.

1.

You acknowledge and agree that only experienced NetWare developers should use the NCP
Documentation since it provides access to the underlying NetWare OS. You agree to exercise
great care in your use of the NCP Documentation since improper use can cause NetWare server
abends.

You may use the NCP Documentation only for providing technical support services to end
users of Novell products and to support Your development of Derivative Software that does
not: a) enable more than one end user per copy of the Derivative Software to access a NetWare
server; or, b) provide NetWare server functions.

You agree not to assert a claim against Novell, its licensees, or customers for infringement of a
patent resulting from Your use of the NCP Documentation.

The NCP Documentation was originally intended for internal use and was not documented in
Novell's publicly available software development kits. The NCP Documentation: a) only
applies to the versions of the corresponding Novell products specified in the NCP
Documentation itself; and, b) may and will be changed by Novell without warning to You in
later versions of the corresponding Novell products.
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NCP Numbers

In this section, you can access NCPs by number or figure out what an NCP return value means by
using one of the following:

 Chapter 1, “NCPs By Number,” on page 27
* Chapter 2, “Return Values,” on page 31
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NCPs By Number

Click one of the following numbers to access the NCP lists for each function number grouping or to
access that specific NCP by number.

01 02 03 04 05 06 07 08 09 10
11 12 13 14 17 xx 18 19 20 21 xx 22 xx
23 xx 24 25 26 27 28 29 30 31 32 xx
33 34 xx 35 xx 36 xx 37 59 62 63 64 65
66 67 68 69 70 71 72 73 74 75
76 77 79 84 85 86 xx 87 xx 89 xx 90 xx 92
97 99 100 101 102 103 104 xx 105 106 107
108 109 110 111 xx 114 xx 123 xx 131 xx

1.1 17 xx

Click one of the following numbers to access that specific NCP number.

00 01 02 03 06 09 10
1.2 21 xx

Click one of the following numbers to access that specific NCP number.

00 01 02 03 09 10 11 12
1.3 22 xx

Click one of the following numbers to access that specific NCP number.

00 01 02 03 04 05 06 10 11 12
13 14 15 16 17 18 19 20 21 22
23 24 25 26 27 28 29 30 31 32
33 34 35 36 37 38 39 40 41 42
43 44 45 46 47 48 49 50 51 52
1.4 23 xx

Click one of the following numbers to access that specific NCP number.

NCPs By Number
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00 01 02 03 05 07 12 13 14 15

16 17 18 19 20 21 22 23 24 26

27 28 29 30 31 32 33 34 50 51

52 53 54 55 56 57 58 59 60 61

62 63 64 65 66 67 68 69 70 71

72 73 74 75 76 100 101 102 103 104
105 106 107 108 109 110 111 112 113 114
115 116 117 118 119 120 121 122 123 124
125 126 127 128 129 130 131 132 133 134
135 136 137 138 150 151 152 153 200 201
202 203 204 205 207 208 209 210 211 212
213 214 215 216 217 219 220 221 222 223
224 225 226 227 229 230 231 232 233 234
235 236 237 238 239 240 241 242 243 244
253 254

1.5 32 xx

Click one of the following numbers to access that specific NCP number.

00 01 02 03 04

1.6 34 xx

Click one of the following numbers to access that specific NCP number.

00 01 02 03 04 05 06 07 08 09 10
1.7 35 xx

Click one of the following numbers to access that specific NCP number.

01 02 03 04 05 06 07 08 09 10
11 12 13 14 15 16 17 18 19

1.8 36 xx

Click one of the following numbers to access that specific NCP number.
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00 01 02 03 04 05 06

1.9 86 xx

Click one of the following numbers to access that specific NCP number.

01 02 03 04 05

1.10 87 xx

Click one of the following numbers to access that specific NCP number.

01 02 03 04 05 06 07 08 09 10
1" 12 16 17 18 19 20 21 22 23
24 25 26 27 28 29 30 31 32 33
34 35 36 37 38 39 40 41 42 43
44 64 65 66 67 68 69

1.11 89 xx

Click one of the following numbers to access that specific NCP number.

01 02 03 04 05 06
07 08 09 10 11 12
16 17 19 20 22 25
28 29 30 32 33 35
39 40 50 52 53 54
71

1.12 90 xx

Click one of the following numbers to access that specific NCP number.

00 10 11 12 128 129 130
131 132 133 134 135 136
1.13 104 xx

Click one of the following numbers to access that specific NCP number.

01 02 03 04 05 06 07 08
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1.14 111 xx

Click one of the following numbers to access that specific NCP number.

00 01 02 03 04

1.15 114 xx

Click one of the following numbers to access that specific NCP number.

01 02 05 06 12

1.16 123 xx

Click one of the following numbers to access that specific NCP number.

01 02 03 04 05 06 07 08 09 10
11 12 13 14 15 16 17 20 21 22
23 24 25 26 27 30 31 32 33 34
40 41 42 43 44 45 46 47 50 51
52 53 54 55 56 60 61 62 70 71
72

1.17 131 xx

Click one of the following numbers to access that specific NCP number.

01 02 03 04 05 06
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Return Values

The following list comes from the server's errors.h file (see also Section 2.1, “RPC Return Values,’

})

on page 35).

Decimal Hex Name

Value Value

115 0x73 ERR_REVOKE_HANDLE_RIGHTS_NOT_FOUND
116 0x74 ERR_REMOTE_NOT_ALLOWED

117 0x75 ERR_UNKNWON_SUCCESS_OR_FAILURE
118 0x76 ERR_BUFFER_NOT_LONG_ALIGNED

119 ox77 ERR_BUFFER_TOO_SMALL

120 0x78 ERR_VOLUME_FLAG_NOT_SET

121 0x79 ERR_NO_ITEMS_FOUND

122 0x7a ERR_CONNECTION_ALREADY_TEMPORARY
123 0x7b ERR_CONNECTION_ALREADY_LOGGED_IN
124 0x7c ERR_CONNECTION_NOT_AUTHENTICATED
125 0x7d ERR_CONNECTION_NOT_LOGGED_IN

126 0x7e ERR_NCP_BOUNDARY_CHECK_FAILED

127 Oox7f ERR_LOCK_WAITING

128 0x80 ERR_LOCK_FAIL

129 0x81 ERR_OUT_OF_HANDLES

130 0x82 ERR_NO_OPEN_PRIVILEGE

131 0x83 ERR_HARD_IO_ERROR

132 0x84 ERR_NO_CREATE_PRIVILEGE

133 0x85 ERR_NO_CREATE_DELETE_PRIVILEGE

134 0x86 ERR_R_O_CREATE_FILE

135 0x87 ERR_CREATE_FILE_INVALID_NAME

136 0x88 ERR_INVALID_FILE_HANDLE

137 0x89 ERR_NO_SEARCH_PRIVILEGE

138 0x8a ERR_NO_DELETE_PRIVILEGE

139 0x8b ERR_NO_RENAME_PRIVILEGE

140 0x8¢c ERR_NO_SET_PRIVILEGE

141 0x8d ERR_SOME_FILES_IN_USE
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Decimal Hex

Name
Value Value

142 0x8e  ERR_ALL FILES_IN_USE
143 0x8f  ERR_SOME_READ_ONLY

144  0x90  ERR_ALL_READ_ONLY

145  0x91  ERR_SOME_NAMES_EXIST

146 0x92  ERR_ALL _NAMES_EXIST

147  0x93  ERR_NO_READ_PRIVILEGE

148  0x94  ERR_NO_WRITE_PRIVILEGE

149  0x95  ERR_FILE_DETACHED

150  0x96  ERR_NO_ALLOC_SPACE

150  0x96  ERR_TARGET_NOT_A SUBDIRECTORY
151 0x97  ERR_NO_SPOOL_SPACE

152 0x98  ERR_INVALID_VOLUME

153  0x99  ERR_DIRECTORY_FULL

154  0x9a  ERR_RENAME_ACROSS_VOLUME
155  0x9b  ERR_BAD_DIR_HANDLE

156  0x9c  ERR_INVALID_PATH

156  0x9c  ERR_NO_SUCH_EXTENSION

157  0x9d  ERR_NO_DIR_HANDLES

158  0x9%¢  ERR_BAD_FILE_NAME

159  0x9f  ERR_DIRECTORY_ACTIVE

160  0xa0  ERR_DIRECTORY_NOT_EMPTY

161 Oxal  ERR_DIRECTORY IO ERROR

162  O0xa2  ERR_IO_LOCKED

163  0xa3  ERR_TRANSACTION RESTARTED
164  Oxa4  ERR_RENAME_DIR_INVALID

165  O0xa5 ERR_INVALID_OPENCREATE_MODE
166  0xa6  ERR_ALREADY_IN_USE

167  Oxa7  ERR_INVALID_RESOURCE_TAG

168  0xa8 ERR_ACCESS_DENIED

190  Oxbe  ERR_INVALID_DATA_STREAM

191 Oxbf ~ ERR_INVALID_NAME_SPACE

192 0xcO  ERR_NO_ACCOUNTING_PRIVILEGES
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Decimal Hex

Value Value Name

193 Oxc1 ERR_NO_ACCOUNT_BALANCE

194 0xc2 ERR_CREDIT_LIMIT_EXCEEDED

195 0xc3 ERR_TOO_MANY_HOLDS

196 Oxc4 ERR_ACCOUNTING_DISABLED

197 Oxch5 ERR_LOGIN_LOCKOUT

198 Oxc6 ERR_NO_CONSOLE_RIGHTS

208 0xdo ERR_Q_IO_FAILURE

209 0xd1 ERR_NO_QUEUE

210 0xd2 ERR_NO_Q_SERVER

21 0xd3 ERR_NO_Q_RIGHTS

212 Oxd4 ERR_Q_FULL

213 0xd5 ERR_NO_Q_JOB

214 0xd6 ERR_NO_Q_JOB_RIGHTS

214 0xd6 ERR_UNENCRYPTED_NOT_ALLOWED
215 0xd7 ERR_Q_IN_SERVICE

215 0xd7 ERR_DUPLICATE_PASSWORD

216 0xd8 ERR_Q_NOT_ACTIVE

216 0xd8 ERR_PASSWORD_TOO_SHORT

217 0xd9 ERR_Q_STN_NOT_SERVER

217 0xd9 ERR_MAXIMUM_LOGINS_EXCEEDED
218 Oxda ERR_Q_HALTED

218 Oxda ERR_BAD_LOGIN_TIME

219 Oxdb ERR_Q_MAX_SERVERS

219 Oxdb ERR_NODE_ADDRESS_VIOLATION
220 Oxdc ERR_LOG_ACCOUNT_EXPIRED

222 Oxde ERR_BAD_PASSWORD

223 Oxdf ERR_PASSWORD_EXPIRED

224 0xe0 ERR_NO_LOGIN_CONNECTIONS_AVAILABLE
232 Oxe8 ERR_WRITE_TO_GROUP_PROPERTY
233 Oxe9 ERR_MEMBER_ALREADY_EXISTS
234 Oxea ERR_NO_SUCH_MEMBER

235 Oxeb ERR_PROPERTY_NOT_GROUP

Return Values
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Decimal Hex

Value Value Name

236 Oxec ERR_NO_SUCH_VALUE_SET

237 Oxed ERR_PROPERTY_ALREADY_EXISTS
238 Oxee ERR_OBJECT_ALREADY_EXISTS

239 Oxef ERR_ILLEGAL_NAME

240 0xf0 ERR_ILLEGAL_WILDCARD

241 0xf1 ERR_BINDERY_SECURITY

242 0xf2 ERR_NO_OBJECT_READ_RIGHTS

243 0xf3 ERR_NO_OBJECT_RENAME_RIGHTS
244 0xf4 ERR_NO_OBJECT_DELETE_RIGHTS
245 0xf5 ERR_NO_OBJECT_CREATE_RIGHTS
246 0xf6 ERR_NO_PROPERTY_DELETE_RIGHTS
247 0xf7 ERR_NO_PROPERTY_CREATE_RIGHTS
248 0xf8 ERR_NO_PROPERTY_WRITE_RIGHTS
249 0xf9 ERR_NO_PROPERTY_READ_RIGHTS
250 Oxfa ERR_TEMP_REMAP

251 Oxfb ERR_UNKNOWN_REQUEST

251 Oxfb ERR_NO_SUCH_PROPERTY

252 Oxfc ERR_MESSAGE_QUEUE_FULL

252 Oxfc ERR_TARGET_ALREADY_HAS_MESSAGE
252 Oxfc ERR_NO_SUCH_OBJECT

253 Oxfd ERR_BAD_STATION_NUMBER

254 Oxfe ERR_BINDERY_LOCKED

254 Oxfe ERR_DIR_LOCKED

254 Oxfe ERR_SPOOL_DELETE

254 Oxfe ERR_TRUSTEE_NOT_FOUND

255 Oxff ERR_HARD_FAILURE

255 Oxff ERR_FILE_NAME

255 Oxff ERR_FILE_EXISTS

255 Oxff ERR_CLOSE_FCB

255 Oxff ERR_IO_BOUND

255 Oxff ERR_NO_SPOOL_FILE

255 Oxff ERR_BAD_SPOOL_PRINTER
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Decimal Hex

Name
Value Value

255  Oxff ERR_BAD_PARAMETER
255  Oxff ERR_NO_FILES_FOUND

255  Oxff ERR_NO_TRUSTEE_CHANGE_PRIVILEGE
255  Oxff ERR_TARGET NOT_LOGGED_IN

255  Oxff ERR_TARGET NOT_ACCEPTING_MESSAGES
255  Oxff ERR_MUST_FORCE_DOWN

255  Oxff ERR_CHECKSUM_REQUIRED

256  0x100 ERR_SERVICE_ALREADY_LOADED

257  0x101 ERR_SERVICE_NOT_LOADED

258  0x102 ERR_INCORRECT VERSION

259  0x103 ERR_NO_MEMORY_READ ACCESS

2.1 RPC Return Values

The following values are returned in a LONG.

Decimal Hex

Name
Value Value

513 0x201  ERR_MODULE_NOT_UNLOADED
514 0x202 ERR_MODULE_NOT_LOADED

515 0x203  ERR_UNABLE_TO_MOUNT VOLUME

516 0x204  ERR_UNABLE_TO_DISMOUNT VOLUME

517 0x205 ERR_UNABLE_TO_ADD_NAME_SPACE

518 0x206 ERR_UNABLE_TO_SET PARAMETER_VALUE
519 0x207 ERR_UNABLE_TO_EXECUTE_NCF_FILE

Return Values
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Accounting

Accounting NCPs enable you to create servers that can charge for their services. For example, a
database server can charge for the number of records viewed, the number of requests serviced, or the
amount of connect time. Likewise, a print server can charge for the number of pages printed.

To access Accounting NCPs, use the following:

* Chapter 3, “Concepts,” on page 39
» Chapter 4, “NCPs,” on page 41
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Concepts

This section contains ideas that are common to Accounting NCPs.

3.1 Accounting Example

The following example illustrates the use of accounting system NCPs. For this example, file server
FS1 is one of many file servers on an internetwork. FS1's bindery includes several objects, all with
various properties, which include the following:

Object Name Object Type Object ID Properties
FS1 FILE_SERVER 00030011h  ACCOUNT_SERVERS. ..
BILL USER 00060025h  ACCOUNT_BALANCE

ACCOUNT_HOLDS. . .
PSERVER PRINT_SERVER 5C2701F1h

PSERVER is a print server that advertises its services on the internetwork and appears in FS1's
bindery as a dynamic object.

FS1's supervisor declared PSERVER as an accounting server by adding PSERVER's object ID to the
128-byte value segment associated with FS1's ACCOUNT _SERVERS property. Now, whenever an
object in FS1's bindery uses PSERVER to print pages, PSERVER can charge the object (usually a
user) for the service.

When a user at workstation WS1 logs in to FS1 as BILL, BILL's ACCOUNT BALANCE property
has the following 128-byte value segment associated with it:

Offset Type Content

0 byte [4] Balance specifies the amount of money that BILL can use to purchase
services on the internetwork. The administrator must choose which
monetary unit to use. In this case, each unit equals one cent, so assume
BILL's account balance equals $50.00 (1388h).

4 byte [4] Credit Limit specifies a fraction of the balance. If the balance falls below the
credit limit, BILL can no longer purchase services on the internetwork.

8 byte [120] Reserved

BILL's ACCOUNT_HOLDS property has the following 128-byte value segment associated with it:

Offset Type Content

0 byte [4] HoldingServer1: Object ID specifies the object ID of an accounting server
that is about to perform some service for BILL.
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Offset Type Content

4 byte [4] HoldingServer1: Amount specifies the estimated charge for the service. FS1
actually subtracts this amount from BILL's account balance temporarily. No
more than 16 accounting servers can appear in ACCOUNT_HOLDS at one

time.
120 byte [4] HoldingServer16: Object ID
124 byte [4] HoldingServer16: Amount

If BILL makes a request to queue a 10-page file to print on the PSERVER print server, PSERVER
completes the following steps:

* calls Get Current Account Status 0x2222 23 150 (page 42) to return BILL's current account
status
* estimates that, at 7 cents per page, BILL's job will cost 70 cents

+ calls Submit Account Hold 0x2222 23 152 (page 46) to reserve 70 cents of BILL's account
balance

* queues the print job for printing
+ charges BILL 70 cents for the print job and cancels the 70-cent hold on BILL's account

+ calls Submit Account Note 0x2222 23 153 (page 48) to record a note about the purchase and
resulting charge in the NETSACCT.DAT file located in FS1's SYS:SYSTEM directory
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NCPs

This section describes each of the Accounting NCPs, their Request and Reply formats, and Return
Values.
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Get Current Account Status 0x2222 23 150

Allows a server to get an account status at the time of the request.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (150) byte

10 ClientType word (Hi-Lo)

12 ClientNameLen byte

13 ClientName byte[ClientNameLen]

Reply Format

Offset Content Type

Reply header

8 AccountBalance long (Hi-Lo)
12 CreditLimit long (Hi-Lo)
16 Reserved byte[120]
136 HolderID1 long (Hi-Lo)
140 HoldAmount1 long (Hi-Lo)
256 HolderID16 long (Hi-Lo)
260 HoldAmount16 long (Hi-Lo)

Return Values

Decimal Hex Description
0 0x00 Successful
150 0x96 Server Out of Memory
192 0xCO No Account Privileges

42 NDK: NetWare Core Protocols



Decimal Hex Description

193 0xC1 No Account Balance

196 0xC4 Account Disabled

232 OxES8 Write To Group

234 OxEA No Such Member

235 OxEB Property Not Set Property
236 OxEC No Such Set

252 OxFC No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

No audit record is generated by Get Current Account Status.

The reply fields are the same as those described for the ACCOUNT_BALANCE and
ACCOUNT _HOLDS properties in the Section 3.1, “Accounting Example,” on page 39.

SubFuncStrucLen=4+ ClientNamelLen

If the requesting server's object ID is not listed in the ACCOUNT_SERVERS property of the file
server's object, No Account Privileges (192) is returned.

If the requesting (user) object has not ACCOUNT_BALANCE property, No Account Balance (193)
is returned.
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Submit Account Charge 0x2222 23 151

Allows a server to submit a charge to an account.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)
9 SubFunctionCode (151) byte

10 ServiceType word (Hi-Lo)
12 ChargeAmount long (Hi-Lo)
16 HoldCancelAmount long (Hi-Lo)
20 ClientType word (Hi-Lo)
22 CommentType word (Hi-Lo)
24 ClientNameLen byte

25 ClientName byte[ClientNamelLen]
25+ClientNamelLen CommentlLen byte
26+ClientNamelLen Comment byte[CommentLen]
Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Out Of Disk Space

136 0x88 Invalid File Handle

148 0x94 No Write Privileges

150 0x96 Server Out Of Memory

162 0xA2 I/0 Lock Error

192 0xCO No Account Privileges

193 0xC1 No Account Balance

194 0xC2 Credit Limit Exceeded

196 0xC4 Account Disabled
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Decimal Hex Description

232 OxE8 Write To Group

234 OxEA No Such Member

235 OxEB Property Not Set Property
236 OxEC No Such Set

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

Submit Account Charge subtracts the charge from the object's account balance, and generates an
audit record when the ACCOUNT_SERVERS property of the file server object exists. The audit
record is generated even if a nonzero completion code is returned.

HoldCancelAmount is the same amount specified in the previous corresponding call to Submit
Account Hold. If Submit Account Hold was not called prior to providing the service,
HoldCancelAmount is zero, which has no effect on other outstanding holds by the server.

SubFuncStrucLen =17+ ClientNamelLen + CommentLen

If the requesting server is not listed in the ACCOUNT_SERVERS property of the file server's
object, No Account Privileges (192) is returned. If the object specified has not

ACCOUNT_ BALANCE property, No Account Balance (193) is returned. In either case, the account
will not be charged, even though an entry is recorded in the audit file.

If the object's balance falls below its lowest permissible limit, Credit Limit Exceeded (194) is
returned.
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Submit Account Hold 0x2222 23 152

Allows a server to hold an amount, pending a subsequent charge to the client's account.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (152) byte

10 Amount long (Hi-Lo)

14 ClientType word (Hi-Lo)

16 ClientNameLen byte

17 ClientName byte[ClientNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Out Of Disk Space
136 0x88 Invalid File Handle
148 0x94 No Write Privileges
150 0x96 Server Out Of Memory
162 0xA2 1/O Lock Error

192 0xCO No Account Privileges
193 0xC1 No Account Balance
194 0xC2 Credit Limit Exceeded
195 0xC3 Too Many Holds

196 0xC4 Account Disabled

232 OxE8 Write To Group

234 OxEA No Such Member

235 OxEB Property Not Set Property
236 OxEC No Such Set
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Decimal Hex Description

252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

The amount, along with the requesting server's object 1D, is recorded in the object's
ACCOUNT HOLDS property. If the requesting server has an outstanding hold, the new hold
amount is added to that server's outstanding hold amount.

You can back out a hold (in the event that the service is not provided) by calling Submit Account
Hold with the additive inverse of the original amount held. You can also choose to partially back out
a hold by submitting a smaller negative amount. To clear all holds, submit a hold with the amount
set to zero.

If a service is provided, the hold should be cleared by passing the original hold amount plus the
charge amount to Submit Account Charge.

SubFuncStrucLen=8 + ClientNamelLen

If the requesting server's object ID is not listed in the ACCOUNT_SERVERS property of the file
server's object, No Account Privileges (192) is returned.

If the specified object does not have an ACCOUNT _BALANCE property, No Account Balance
(193) is returned.

If the current balance minus all holds (including the requested hold) is less than the permissible
amount, Submit Account Hold fails and Credit Limit Exceeded (194) is returned.

If too many other servers (16) have outstanding holds on the user's account, Submit Account Hold
fails and Too Many Holds (195) is returned.
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Submit Account Note 0x2222 23 153

Allows a server to record a note about a client's account activities in the audit file.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (153) byte

10 ServiceType word (Hi-Lo)

12 ClientType word (Hi-Lo)

14 CommentType word (Hi-Lo)

16 ClientNameLen byte

17 ClientName byte[ClientNameLen]
17 + ClientNameLen CommentLen byte

18 + ClientNameLen Comment byte[CommentLen]

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Out Of Disk Space

150 0x96 Server Out Of Memory
192 0xCO No Account Privileges
193 0xC1 No Account Balance
196 0xC4 Account Disabled

232 OxE8 Write To Group

234 OxEA No Such Member

235 OxEB Property Not Set Property
236 OxEC No Such Set

240 0xFO lllegal Wildcard

252 OxFC No Such Object
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Decimal Hex Description

255 OxFF Hard Failure

Remarks

Submit Account Note can be used by the file server, for example, to record a login time.
SubFuncStrucLen=9+ ClientNameLen + CommentLen

If the requesting server is not listed in the ACCOUNT_SERVERS property of the file server's
object, No Account Privileges (192) is returned and no audit record is generated.
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AFP

AFP NCPs enable you to create, access, and delete Macintosh-format directories and files on a
NetWare file server. NetWare support for AFP begins with NetWare 286 v2.15.

To access AFP NCPs, use the following:

» Chapter 5, “Concepts,” on page 53
» Chapter 6, “NCPs,” on page 55

AFP
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Concepts

This section explains ideas that are common to AFP NCPs.

5.1 AFP File Names

AFP directory and file names (also called long names) are from 1-31 characters in length. A long
name is preceded by one byte, which specifies the length of the name. Long names can contain any
ASCII character between 1 and 255 (except a colon ’:’), but they cannot be terminated by a NULL
character (character zero).

The file server automatically generates DOS-style file names (short names) for all AFP directories
and any files that are created or accessed and stores both the long name and short name for each AFP
directory and file.

5.2 AFP to DOS Conversions

NetWare converts AFP names to DOS names by the following specific conventions.

If a long name that contains no periods is converted to a short name, the first eight valid DOS
characters of the long name are used:

Long Name Short Name

THIS IS A NAME THISISAN

If a long name contains a period within the first nine valid DOS characters, the first eight characters
before the period and the first three characters after the period (up to, but not including, another
period) are used as follows:

Long Name Short Name

THIS.IS.ANAME THIS.IS

This guideline permits both AFP and non-AFP workstations to access AFP directories and files. For
example, assume your application creates the following two files in a parent directory:

Long Name Short Name

THIS IS THE FIRST FILE THISISTH
THIS IS THE SECOND FILE ?7??

Since the two short names would be the same (THISISTH), the file server replaces the last character
of the second file's short name with an ascending decimal number that will guarantee its uniqueness
so that the short name of the second file would be THISIST1.

Another example follows:
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Long Name Short Name

THIS IS A1 TIME OFFER  THISISA1
THIS IS A 1 TIME DEAL THISISA2

Assume a Macintosh workstation copies THIS IS THE SECOND FILE (THISIST1) to a floppy disk
and then copies the file from the disk to a different, empty directory on the file server. Since THIS IS
THE SECOND FILE is the only file that would yield the short name THISISTH, the file server uses
THISISTH as the short name.

5.3 AFP Path Names

AFP paths use the NULL character (decimal zero) to distinguish between directory and file names
as follows:

volume:directoryl directory2 file
This same path is represented on a NetWare file server as:
volume:director/director/file

NetWare applications frequently target the short name of a directory or a file by combining a
NetWare directory handle and a short (NetWare style) directory or file path. Likewise, AFP
applications target the long name of a directory or a file by combining an AFP entry ID and a long
(AFP-style) directory or file path. You should not combine NetWare directory handles and long
names, or AFP entry IDs and short names.
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NCPs

This section describes each of the AFP NCPs, their Request and Reply formats, and Return Values.
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AFP 2.0 Create Directory 0x2222 35 13

Creates a directory with an AFP directory name.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (46 + PathLen) word (Hi-Lo)
9 SubFunctionCode (13) byte

10 VolumeNumber byte

11 BaseDirectorylD long (Hi-Lo)
15 Reserved byte

16 FinderInfo byte[32]

48 ProDOSInfo byte[6]

54 PathLen byte

55 PathModString byte[PathLen]

Reply Format

Offset Content Type
Reply header
8 NewDirectorylD long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

132 0x84 No Create Privileges
136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
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Decimal Hex Description

152 0x98 Disk Map Error

153 0x99 Directory Full Error

156 0x9C Invalid Path

158 Ox9E Bad File Name

161 0xA1 Directory 1/O Error

162 0xA2 I/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

FinderInfo is a 32-byte structure that is defined in Apple documentation.

ProDOSInfo is a 6-byte structure that is defined in Apple documentation.

See Also

AFP Delete 0x2222 35 03 (page 79), AFP Create Directory 0x2222 35 01 (page 75)
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AFP 2.0 Create File 0x2222 35 14

Creates a file with an AFP file name.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte
7 SubFuncStrucLen (46 + PathLen) word (Hi-Lo)
9 SubFunctionCode (14) byte
10 VolumeNumber byte
11 BaseDirectorylD long (Hi-Lo)
15 DeleteExistingFileFlag (0 = no, 1  byte
= yes)
16 FinderInfo byte[32]
48 ProDOSInfo byte[6]
54 PathLen byte
55 PathModString byte[PathLen]

Reply Format

Offset Content Type
Reply header
8 NewDirectorylD long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

128 0x80 Lock Fail

129 0x81 Out Of Handles

131 0x83 Hard 1/O Error

132 0x84 No Create Privileges
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Decimal Hex Description

135 0x87 Create File Name Error
136 0x88 Invalid File Handle

138 0x8A No Delete Privileges
141 0x8D Some Files In Use

142 O0x8E All Files In Use

143 Ox8F Some Read Only

144 0x90 All Read Only

147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

158 Ox9E Bad File Name

161 0xA1 Directory 1/O Error

162 0xA2 I/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

AFP 2.0 Create File does not open the resulting file. The file is created as a normal read/write file,
and its system and hidden bits are cleared.

PathModString is in AFP long-name format.
FinderInfo is a 32-byte structure that is defined in Apple documentation.

ProDOSInfo is a 6-byte structure that is defined in Apple documentation.

See Also

AFP Delete 0x2222 35 03 (page 79), AFP Create File 0x2222 35 02 (page 77)
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AFP 2.0 Get File Or Directory Information 0x2222 35 15

Returns the specified information for a file or directory.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (9 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (15) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 RequestBitMap word (Hi-Lo)

17 PathStringLen byte

18 PathModString byte[PathStringLen]

Reply Format

Offset Content Type

Reply header

8 AFPEntrylD long (Hi-Lo)

12 ParentIlD long (Hi-Lo)

16 Attributes word (Hi-Lo)

18 DataForkLen long (Hi-Lo)

22 ResourceForkLen long (Hi-Lo)

26 TotalOffspring word (Hi-Lo)

28 CreationDate word (Hi-Lo)

30 AccessDate word (Hi-Lo)

32 ModifyDate word (Hi-Lo)

34 ModifyTime word (Hi-Lo)

36 BackupDate word (Hi-Lo)

38 BackupTime word (Hi-Lo)
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Offset Content Type

40 Finderinfo byte[32]

72 LongName byte[32]

104 OwnerlD long (Hi-Lo)
108 ShortName byte[12]

112 AccessPrivileges word (Hi-Lo)
114 ProDOSInfo byte[6]
Parameters

AFPEntryID

(Reply) Specifies the Apple equivalent to a 1-byte NetWare directory handle. A NetWare
directory handle points to a file server volume or directory; an AFP entry ID points to a file
server volume, directory, or file.

ParentID

(Reply) Specifies the AFP entry ID for the parent directory of the target file or directory.

Attributes

(Reply) Specifies the attributes of the directory or file as follows:

0x0001 Search Mode
0x0002 Search Mode
0x0004 Search Mode
0x0008 Undefined
0x0010 Transaction
0x0020 Index
0x0040 Read Audit
0x0080 Write Audit
0x0100 Read Only
0x0200 Hidden
0x0400 System
0x0800 Execute Only
0x1000 Subdirectory
0x2000 Archive
0x4000 Undefined
0x8000 Shareable File

DataForkLen

(Reply) Specifies the data size of the target AFP file. If PathModString specifies an AFP
directory, DataForkLen is zero.

ResourceForkLen

(Reply) Specifies the resource fork size of the target AFP file. If PathModString specifies
an AFP directory, ResourceForkLen is zero.
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TotalOffspring
(Reply) Specifies the number of files and subdirectories contained within the specified
directory. If the AFP directory or file path specifies an AFP file, TotalOffspring is zero.
CreationDate

(Reply) Specifies the creation date (in AFP format) of the target directory or file.

AccessDate
(Reply) Specifies when (in AFP format) the target AFP file was last accessed. If
PathModString specifies an AFP directory, AccessDate is zero.

ModifyDate and ModifyTime
(Reply) Specifies the last modified date and time (in AFP format) of the target AFP file. If
PathModString specifies an AFP directory, these parameters are zero.

BackupDate and BackupTime
(Reply) Specifies the last backup date and time (in AFP format) of the specified directory or
file.

FinderInfo
(Reply) Specifies the 32-byte finder information structure associated with each AFP directory
or file.

LongName
(Reply) Specifies the AFP directory or file name of the specified directory or file (1-31
characters).

OwnerID
(Reply) Specifies the 4-byte binder object ID of the entity that created or last modified the file.

ShortName

(Reply) Specifies the NetWare directory or file name of the specified directory or file (in DOS
8.3 format).

AccessPrivileges

(Reply) Specifies a 1-word bit mask of the calling station's privileges for accessing the
specified file or directory as follows:

0x0100 Read Privileges (files only)
0x0200 Write Privileges (files only)
0x0400 Open Privileges (files only)
0x0800 Create Privileges (files only)
0x1000 Delete Privileges (files only)

0x2000 Parental Privileges (directories only for creating, deleting, and renaming
subdirectories)

0x4000 Search Privileges (directories only)
0x8000 Modify File Status Flags Privileges (files and directories)

ProDOSInfo
(Reply) Specifies a 6-byte structure that is defined in Apple documentation.
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Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory /O Error
162 0xA2 1/O Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

The AFPEntryID of the root is always 1L. The Parent ID of the root is always OL.

The returned information is determined by the bits that are set in RequestBitMap as follows:

0x0001 AFP Entry ID

0x0002 Data Fork Length
0x0004 Resource Fork Length
0x0008 Number of Offspring
0x0010 Owner Object ID

0x0020 Short Name

0x0040 Access Privileges

0x0100 Attributes

0x0200 AFP Parent Entry ID

0x0400 Creation Date
0x0800 Access Date

0x1000 Modify Date/Time
0x2000 Backup Date/Time
0x4000 Finder Information

0x8000 Long Name

If the returned object is a file, the bits in AccessPrivileges specify which rights the caller has
in relation to the file and the rights that the caller has in the file's parent directory (which are
appropriately modified if the file itself has certain rights restrictions). For example, if the file rights
are set to read only, the write and delete bits will be cleared.

NCPs

63



If the returned object is a directory, the bits in AccessPrivileges specify which rights the
caller has in that subdirectory.

See Also

AFP 2.0 Set File Information 0x2222 35 16 (page 70), AFP Get File Information 0x2222 35 05
(page 88), AFP Set File Information 0x2222 35 09 (page 103)
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AFP 2.0 Scan File Information 0x2222 35 17

Returns information about an AFP entry (directory or file).

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (17 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (17) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 MaclLastSeenID long (Hi-Lo)

19 DesiredResponseCount word (Hi-Lo)

21 SearchBitMap word (Hi-Lo)

23 RequestBitMap word (Hi-Lo)

25 PathStringLen byte

26 PathModString byte[PathStringLen]

Reply Format

Offset Content Type

Reply header

8 ActualResponseCount word (Hi-Lo)
(repeats this number of
times)

10 EntrylD long (Hi-Lo)

14 ParentID long (Hi-Lo)

18 Attributes word (Hi-Lo)

20 DataForkLen long (Hi-Lo)

24 ResourceForkLen long (Hi-Lo)

28 TotalOffspring word (Hi-Lo)

30 CreationDate word (Hi-Lo)
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Offset Content Type

32 AccessDate word (Hi-Lo)
34 ModifyDate word (Hi-Lo)
36 ModifyTime word (Hi-Lo)
38 BackupDate word (Hi-Lo)
40 BackupTime word (Hi-Lo)
42 FinderInfo byte[32]

74 LongName byte[32]

106 OwnerlD long (Hi-Lo)
110 ShortName byte[12]

122 AccessPrivileges word (Hi-Lo)
124 ProDOSInfo byte[6]
Parameters

AFPEntryID

(Reply) Specifies the Apple equivalent to a 1-byte NetWare directory handle. A NetWare
directory handle points to a file server volume or directory; an AFP entry ID points to a file
server volume, directory, or file.

ParentID
(Reply) Specifies the AFP entry ID for the parent directory of the target file or directory.

Attributes
(Reply) Specifies the attributes of the directory or file as follows:

0x0001 Search Mode
0x0002 Search Mode
0x0004 Search Mode
0x0008 Undefined
0x0010 Transaction
0x0020 Index
0x0040 Read Audit
0x0080 Write Audit
0x0100 Read Only
0x0200 Hidden
0x0400 System
0x0800 Execute Only
0x1000 Subdirectory
0x2000 Archive
0x4000 Undefined
0x8000 Shareable File
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DataForkLen
(Reply) Specifies the data size of the target AFP file. If PathModString specifies an AFP
directory, DataForkLen is zero.
ResourceForkLen
(Reply) Specifies the resource fork size of the target AFP file. If PathModString specifies
an AFP directory, ResourceForkLen is zero.
TotalOffspring
(Reply) Specifies the number of files and subdirectories contained within the specified
directory. If the AFP directory or file path specifies an AFP file, TotalOffspring is zero.
CreationDate

(Reply) Specifies the creation date (in AFP format) of the target directory or file.

AccessDate
(Reply) Specifies when (in AFP format) the target AFP file was last accessed. If
PathModString specifies an AFP directory, AccessDate is zero.

ModifyDate and ModifyTime
(Reply) Specifies the last modified date and time (in AFP format) of the target AFP file. If
PathModString specifies an AFP directory, these parameters are zero.

BackupDate and BackupTime
(Reply) Specifies the last backup date and time (in AFP format) of the specified directory or
file.

FinderInfo
(Reply) Specifies the 32-byte finder information structure associated with each AFP directory
or file.

LongName
(Reply) Specifies the AFP directory or file name of the specified directory or file (1-31
characters).

OwnerID

(Reply) Specifies the 4-byte binder object ID of the entity that created or last modified the file.

ShortName
(Reply) Specifies the NetWare directory or file name of the specified directory or file (in DOS
8.3 format).

AccessPrivileges
(Reply) Specifies a 1-word bit mask of the calling station's privileges for accessing the

specified file or directory as follows:

0x0100 Read Privileges (files only)
0x0200 Write Privileges (files only)
0x0400 Open Privileges (files only)
0x0800 Create Privileges (files only)
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0x1000 Delete Privileges (files only)

0x2000 Parental Privileges (directories only for creating, deleting, and renaming
subdirectories)

0x4000 Search Privileges (directories only)
0x8000 Modify File Status Flags Privileges (files and directories)

ProDOSInfo
(Reply) Specifies a 6-byte structure that is defined in Apple documentation.

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory I/O Error
162 0xA2 I/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

AFP 2.0 Scan File Information supports iterative directory scanning. You can specify up to four
responses per request in DesiredResponseCount.

To scan all files and subdirectories of a directory, set MacLastSeenID to -1L on the first request;
on each subsequent request, set MacLastSeenID to the EntryID of the previous request.

If PathModString specifies a directory, all entries within the directory that fit the
SearchBitMap and RequestBitMap criteria will be returned.

SearchBitMap can have the following values:

0x0100 Search For Hidden Files/Directories
0x0200 Search For System Files/Directories
0x0400 Search For Subdirectories

0x0800 Search For Files

RequestBitMap can have the following values:
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0x0001 Entry ID

0x0002 Data Fork Length
0x0004 Resource Fork Length
0x0008 Number of Offspring
0x0010 Owner ID

0x0020 Short Name

0x0040 Access Rights
0x0100 Attributes

0x0200 Parent Directory ID
0x0400 Creation Date
0x0800 Access Date

0x1000 Modify Date/Time
0x2000 Backup Date/Time
0x4000 Finder Information
0x8000 Long Name

If the returned object is a file, the bits in AccessPrivileges specify which rights the caller has
in relation to the file and the rights that the caller has in the file's parent directory (which are
appropriately modified if the file itself has certain rights restrictions). For example, if the file rights
are set to read only, the write and delete bits will be cleared.

If the returned object is a directory, the bits in AccessPrivileges specify which rights the
caller has in that subdirectory.

See Also

AFP 2.0 Set File Information 0x2222 35 16 (page 70), AFP Scan File Information 0x2222 35 10
(page 98)

NCPs

69



AFP 2.0 Set File Information 0x2222 35 16

Sets information pertaining to the specified AFP file or directory.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (61 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (16) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 RequestBitMap word (Hi-Lo)

17 Attributes word (Hi-Lo)

19 CreationDate word (Hi-Lo)

21 AccessDate word (Hi-Lo)

23 ModifyDate word (Hi-Lo)

25 ModifyTime word (Hi-Lo)

27 BackupDate word (Hi-Lo)

29 BackupTime word (Hi-Lo)

31 FinderInfo byte[32]

63 ProDOSInfo byte[6]

69 PathStringLen byte

70 PathModString byte[PathStringLen]

Parameters

Attributes

(Request) Specifies the attributes of the directory or file as follows:

0x0001 Search Mode
0x0002 Search Mode
0x0004 Search Mode
0x0008 Undefined
0x0010 Transaction
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0x0020 Index
0x0040 Read Audit
0x0080 Write Audit
0x0100 Read Only
0x0200 Hidden
0x0400 System
0x0800 Execute Only
0x1000 Subdirectory
0x2000 Archive
0x4000 Undefined
0x8000 Shareable File

CreationDate

(Request) Specifies the creation date (in AFP format) of the target directory or file.

AccessDate

(Request) Specifies when (in AFP format) the target AFP file was last accessed (ignored for
directories).

ModifyDate and ModifyTime

(Request) Specifies the last modified date and time (in AFP format) of the target AFP file
(ignored for directories).

BackupDate and BackupTime

(Request) Specifies the last backup date and time (in AFP format) of the specified directory or
file.

FinderInfo

(Request) Specifies the 32-byte finder information structure associated with the specified AFP
directory or file.

ProDOSInfo
(Request) Specifies a 6-byte structure that is defined in Apple documentation.

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Out Of Disk Space
131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
148 0x94 No Write Privileges
149 0x95 File Detached
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Decimal Hex Description

150 0x96 Server Out of Memory
152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory 1/O Error

162 0xA2 1/0O Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

RequestBitMap can have the following values:

0x0100 Attributes

0x0400 Creation Date
0x0800 Access Date
0x1000 Modify Date/Time
0x2000 Backup Date/Time
0x4000 Finder Information

See Also

AFP Get File Information 0x2222 35 05 (page 88), AFP 2.0 Scan File Information 0x2222 35 17
(page 65)
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AFP Alloc Temporary Directory Handle 0x2222 35 11

Maps a NetWare directory handle to an AFP directory.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte
7 SubFuncStrucLen (7 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (11) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 PathStringLen byte

16 PathModString byte[PathStringLen]

Reply Format

Offset Content Type
Reply header

8 NetWareDirectoryHandle byte
9 NetWareAccessRights byte

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
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Decimal Hex Description

156 0x9C Invalid Path

157 0x9D No Directory Handles
161 0xA1 Directory /O Error

162 0xA2 I/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

NetWareAccessRights is a 1-byte mask that returns the effective rights that the calling station
has in the target directory as follows:

0x01 Read
0x02 Write
0x04 Open
0x08 Create
0x10 Delete
0x20 Parental
0x40 Search
0x80 Modify
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AFP Create Directory 0x2222 35 01

Creates a directory with an AFP directory name.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (40 + PathLen) word (Hi-Lo)
9 SubFunctionCode (1) byte

10 VolumeNumber byte

11 BaseDirectorylD long (Hi-Lo)
15 Reserved byte

16 FinderInfo byte[32]

48 PathLen byte

49 PathModString byte[PathLen]

Reply Format

Offset Content Type
Reply header
8 NewDirectorylD long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

132 0x84 No Create Privileges
136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error
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Decimal Hex Description

153 0x99 Directory Full Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

158 Ox9E Bad File Name

161 0xA1 Directory 1/O Error

162 0xA2 I/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

FinderInfo is a 32-byte structure that is defined in Apple documentation.

See Also

AFP Delete 0x2222 35 03 (page 79), AFP 2.0 Create Directory 0x2222 35 13 (page 56)
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AFP Create File 0x2222 35 02

Creates a file with an AFP file name.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte
7 SubFuncStrucLen (40 + PathLen) word (Hi-Lo)
9 SubFunctionCode (2) byte
10 VolumeNumber byte
11 BaseDirectorylD long (Hi-Lo)
15 DeleteExistingFileFlag (0 = no, 1  byte
= yes)
16 FinderInfo byte[32]
48 PathLen byte
49 PathModString byte[PathLen]

Reply Format

Offset Content Type
Reply header
8 NewDirectorylD long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

128 0x80 Lock Fail

129 0x81 Out Of Handles

131 0x83 Hard 1/O Error

132 0x84 No Create Privileges
135 0x87 Create File Name Error
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Decimal Hex Description

136 0x88 Invalid File Handle
138 0x8A No Delete Privileges
141 0x8D Some Files In Use
142 O0x8E All Files In Use

143 O0x8F Some Read Only

144 0x90 All Read Only

147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
155 0x9B Bad Directory Handle
156 0x9C Invalid Path

158 Ox9E Bad File Name

161 0xA1 Directory 1/O Error
162 0xA2 I/0O Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

AFP Create File does not open the resulting file. The file is created as a normal read/write file, and
its system and hidden bits are cleared.

PathModString is in AFP long-name format.

See Also

AFP Delete 0x2222 35 03 (page 79), AFP 2.0 Create File 0x2222 35 14 (page 58)
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AFP Delete 0x2222 35 03

Deleted a file or directory.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset

Content Type

Request header

6
7
9
10
11
15
16

FunctionCode (35) byte
SubFuncStrucLen (7 + PathLen)  word (Hi-Lo)

SubFunctionCode (3) byte
VolumeNumber byte
BaseDirectorylD long (Hi-Lo)
PathLen byte
PathModString byte[PathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
138 0x8A No Delete Privileges
141 0x8D Some Files In Use
142 Ox8E All Files In Use

143 Ox8F Some Read Only
144 0x90 All Read Only

147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

158 Ox9E Bad File Name

159 Ox9F Directory Active
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Decimal Hex Description

160 0xA0 Directory Not Empty
161 0xA1 Directory /O Error

162 0xA2 1/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

Directories that are to be deleted must be empty. Files that are to be deleted must be closed by all
users.

PathModString can be NULL.

By itself, BaseDirectoryID can specify the file or directory to be deleted.

See Also

AFP Create File 0x2222 35 02 (page 77), AFP 2.0 Create File 0x2222 35 14 (page 58), AFP 2.0
Create Directory 0x2222 35 13 (page 56), AFP Create Directory 0x2222 35 01 (page 75), AFP Get
Macintosh Info On Deleted File 0x2222 35 19 (page 93)
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AFP Get DOS Name From Entry ID 0x2222 35 18

Returns the DOS directory path that corresponds to a 32-bit Macintosh file or directory entry ID.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (6) word (Hi-Lo)
9 SubFunctionCode (18) byte

10 VolumeNumber byte

11 MacDirectoryEntrylD long (Hi-Lo)
Reply Format

Offset Content Type

Reply header

8 PathStringLen byte

9 DOSPathString byte[PathStringLen]

Return Values

Decimal Hex Description

0 0x00 Successful

137 0x89 No Search Privileges
150 0x96 Server Out of Memory
191 0xBF Invalid Name Space
Remarks

MacDirectoryEntryID is the unique 32-bit AFP identifier for the file or directory.
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See Also

AFP Get Entry ID From Path Name 0x2222 35 12 (page 86), AFP Get Entry ID From Name 0x2222
35 04 (page 83)
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AFP Get Entry ID From Name 0x2222 35 04

Returns the 32-bit AFP ID number for the specified directory or file (long name).

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (7 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (4) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 PathStringLen byte

16 PathModString byte[PathStringLen]

Reply Format

Offset Content Type
Reply header
8 TargetEntrylD long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
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Decimal Hex

Description

1/0 Lock Error
Bad Station Number

Failure, No Files Found

162 0OxA2
253 OxFD
255 OxFF
Remarks

The ID of the root directory is 1L.

See Also

AFP Get DOS Name From Entry ID 0x2222 35 18 (page 81)
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AFP Get Entry ID From NetWare Handle 0x2222 35 06

Returns an AFP Entry ID from the specified NetWare file handle.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (7) word (Hi-Lo)

9 SubFunctionCode (6) byte

10 NetWareFileHandle byte[6]

Reply Format

Offset Content Type

Reply header

8 VolumelD byte

9 TargetEntrylD long (Hi-Lo)

13 ForkIndicator (0 = data, 1 = byte
resource)

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle

147 0x93 No Read Privileges

150 0x96 Server Out of Memory

162 0xA2 1/0 Lock Error
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AFP Get Entry ID From Path Name 0x2222 35 12

Converts a NetWare style path specification into a unique 32-bit Macintosh file or directory entry

ID.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (3 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (12) byte

10 NetWareDirectoryHandle byte

11 PathStringLen byte

12 NetWarePathString byte[PathStringLen]

Reply Format

Offset Content Type

Reply header

8 TargetEntrylD long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard I/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path
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Decimal Hex Description

161 0xA1 Directory 1/O Error

162 0xA2 1/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

NetWareDirectoryHandle and NetWarePathString are given in NetWare format (short

name).

TargetEntryID is the unique 32-bit AFP identifier for the file or directory.

See Also

AFP Get DOS Name From Entry ID 0x2222 35 18 (page 81)
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AFP Get File Information 0x2222 35 05

Returns the specified information for a file.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (9 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (5) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 RequestBitMap word (Hi-Lo)

17 PathStringLen byte

18 PathModString byte[PathStringLen]

Reply Format

Offset Content Type

Reply header

8 AFPEntrylD long (Hi-Lo)

12 ParentIlD long (Hi-Lo)

16 Attributes word (Hi-Lo)

18 DataForkLen long (Hi-Lo)

22 ResourceForkLen long (Hi-Lo)

26 TotalOffspring word (Hi-Lo)

28 CreationDate word (Hi-Lo)

30 AccessDate word (Hi-Lo)

32 ModifyDate word (Hi-Lo)

34 ModifyTime word (Hi-Lo)

36 BackupDate word (Hi-Lo)

38 BackupTime word (Hi-Lo)
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Offset Content Type

40 Finderinfo byte[32]

72 LongName byte[32]

104 OwnerlD long (Hi-Lo)
108 ShortName byte[12]

112 AccessPrivileges word (Hi-Lo)
Parameters

AFPEntryID

(Reply) Specifies the Apple equivalent to a 1-byte NetWare directory handle. A NetWare
directory handle points to a file server volume or directory; an AFP entry ID points to a file
server volume, directory, or file.

ParentID

(Reply) Specifies the AFP entry ID for the parent directory of the target file.

Attributes

(Reply) Specifies the attributes of the directory or file as follows:

0x0001 Search Mode
0x0002 Search Mode
0x0004 Search Mode
0x0008 Undefined
0x0010 Transaction
0x0020 Index
0x0040 Read Audit
0x0080 Write Audit
0x0100 Read Only
0x0200 Hidden
0x0400 System
0x0800 Execute Only
0x1000 Subdirectory
0x2000 Archive
0x4000 Undefined
0x8000 Shareable File

DataForkLen

(Reply) Specifies the data size of the target AFP file. If PathModString specifies an AFP
directory, DataForkLen is zero.

ResourceForkLen

(Reply) Specifies the resource fork size of the target AFP file. If PathModString specifies
an AFP directory, ResourceForkLen is zero.

TotalOffspring
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(Reply) Specifies the number of files and subdirectories contained within the specified
directory. If the AFP directory or file path specifies an AFP file, TotalOffspring is zero.
CreationDate

(Reply) Specifies the creation date (in AFP format) of the target directory or file.

AccessDate
(Reply) Specifies when (in AFP format) the target AFP file was last accessed. If
PathModString specifies an AFP directory, AccessDate is zero.

ModifyDate and ModifyTime
(Reply) Specifies the last modified date and time (in AFP format) of the target AFP file. If
PathModString specifies an AFP directory, these parameters are zero.

BackupDate and BackupTime
(Reply) Specifies the last backup date and time (in AFP format) of the specified directory or
file.

FinderInfo
(Reply) Specifies the 32-byte finder information structure associated with each AFP directory
or file.

LongName
(Reply) Specifies the AFP directory or file name of the specified directory or file (1-31
characters).

OwnerID
(Reply) Specifies the 4-byte binder object ID of the entity that created or last modified the file.

ShortName

(Reply) Specifies the NetWare directory or file name of the specified directory or file (in DOS
8.3 format).

AccessPrivileges

(Reply) Specifies a 1-word bit mask of the calling station's privileges for accessing the
specified file or directory as follows:

0x0100 Read Privileges (files only)
0x0200 Write Privileges (files only)
0x0400 Open Privileges (files only)
0x0800 Create Privileges (files only)
0x1000 Delete Privileges (files only)

0x2000 Parental Privileges (directories only for creating, deleting, and renaming
subdirectories)

0x4000 Search Privileges (directories only)
0x8000 Modify File Status Flags Privileges (files and directories)
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Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/0O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory I/O Error
162 0xA2 I/O Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

The AFPEntryID of the root is always 1L. The Parent ID of the root is always OL.

The returned information is determined by the bits that are set in RequestBitMap as follows:

0x0001 AFP Entry ID

0x0002 Data Fork Length
0x0004 Resource Fork Length
0x0008 Number of Offspring

0x0010 Owner Object ID

0x0020 Short Name

0x0040 Access Privileges

0x0100 Attributes

0x0200 AFP Parent Entry ID

0x0400 Creation Date
0x0800 Access Date

0x1000 Modify Date/Time
0x2000 Backup Date/Time
0x4000 Finder Information

0x8000 Long Name

If the returned object is a file, the bits in AccessPrivileges specify which rights the caller has
in relation to the file and the rights that the caller has in the file's parent directory (which are
appropriately modified if the file itself has certain rights restrictions). For example, if the file rights
are set to read only, the write and delete bits will be cleared.
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See Also

AFP 2.0 Set File Information 0x2222 35 16 (page 70), AFP Set File Information 0x2222 35 09
(page 103)
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AFP Get Macintosh Info On Deleted File 0x2222 35 19

Returns the Finder and ProDOS structures for a deleted Macintosh directory entry.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte
7 SubFuncStrucLen (6) word (Hi-Lo)
9 SubFunctionCode (19) byte
10 VolumeNumber byte
11 DOSDirectoryNumber long (Hi-Lo)

Reply Format

Offset Content Type

Reply header

8 Finderinfo byte[32]

40 ProDOSInfo byte[6]

46 ResourceForkSize long (Hi-Lo)

50 FileNameLen byte

51 FileName byte[FileNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

156 0x9C Invalid Path

191 OxBF Invalid Name Space
See Also

AFP Delete 0x2222 35 03 (page 79)
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AFP Open File Fork 0x2222 35 08

Opens an AFP file fork (either a data fork or a resource fork).

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (9 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (8) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 Forkindicator (0 = data, 1 = byte
resource)

16 AccessMode byte

17 PathStringLen byte

18 PathModString byte[PathStringLen]

Reply Format

Offset Content Type

Reply header

8 EntrylD long (Hi-Lo)
12 ForkLen long (Hi-Lo)
16 NetWareAccessHandle byte[6]

Return Values

Decimal Hex Description

0 0x00 Successful

128 0x80 Lock Fail

129 0x81 Out Of Handles
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Decimal Hex Description

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
148 0x94 No Write Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
156 0x9C Invalid Path

161 O0xA1 Directory /O Error
162 0xA2 I/0O Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

If a nonexistent file fork is specified, AFP Open File Fork automatically creates and opens a file

fork.

AccessMode can have the following values:

0x01 Read Access

0x02 Write Access

0x04 Deny Read Access

0x08 Deny Write Access

0x10 Compatibility Mode Bit (should always be set)
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AFP Rename 0x2222 35 07

Moves or renames an AFP file or directory.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen word (Hi-Lo)
9 SubFunctionCode (7) byte

10 VolumeNumber byte

11 MacSourceBaselD long (Hi-Lo)
15 MacDestinationBaselD long (Hi-Lo)
19 SourcePathLen byte

20 SourcePathString byte[SourcePathLen]
20 + SourcePathLen DestinationPathLen byte

21 + SourcePathLen DestinationPathString byte[DestinationPathLen]
Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

132 0x84 No Create Privileges
136 0x88 Invalid File Handle
139 0x8B No Rename Privileges
142 O0x8E All Files In Use

144 0x90 All Read Only

146 0x92 All Names Exist

147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
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Decimal Hex Description

156 0x9C Invalid Path

158 Ox9E Bad File Name

161 0xA1 Directory 1/O Error

162 0xA2 1/O Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

SourcePathString must be set to the old directory or file name, and
DestinationPathString must be set to the new name.

If the file or directory is being renamed but not moved, DestinationBaseID should be set to
the file's current parent directory; and DestinationPathString should be set to the new name

of the file or directory.

If the file or directory is being moved but not renamed, DestinationBaseID should be set to
the ID of the target directory; and DestinationPathLen should be set to zero.

If the file or directory is being moved and renamed, the last item in DestinationPathString
is used as the new name of the file or directory.

SubFuncStructLen =12 + SourcePathLen + DestinationPathLen
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AFP Scan File Information 0x2222 35 10

Returns information about an AFP entry (directory or file).

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header
6 FunctionCode (35) byte
7 SubFuncStrucLen (17 + word (Hi-Lo)
PathStringLen)
9 SubFunctionCode (10) byte
10 VolumeNumber byte
11 MacBaseDirectorylD long (Hi-Lo)
15 MacLastSeenID long (Hi-Lo)
19 DesiredResponseCount word (Hi-Lo)
21 SearchBitMap word (Hi-Lo)
23 RequestBitMap word (Hi-Lo)
25 PathStringLen byte
26 PathModString byte[PathStringLen]
Reply Format
Offset Content Type
Reply header
8 ActualResponseCount word (Hi-Lo)
(repeats this number of times)
10 EntrylD long (Hi-Lo)
14 ParentID long (Hi-Lo)
18 Attributes word (Hi-Lo)
20 DataForkLen long (Hi-Lo)
24 ResourceForkLen long (Hi-Lo)
28 TotalOffspring word (Hi-Lo)
30 CreationDate word (Hi-Lo)
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Offset Content Type

32 AccessDate word (Hi-Lo)
34 ModifyDate word (Hi-Lo)
36 ModifyTime word (Hi-Lo)
38 BackupDate word (Hi-Lo)
40 BackupTime word (Hi-Lo)
42 Finderinfo byte[32]

74 LongName byte[32]

106 OwnerlD long (Hi-Lo)
110 ShortName byte[12]

122 AccessPrivileges word (Hi-Lo)
Parameters

EntryID

(Reply) Specifies the Apple equivalent to a 1-byte NetWare directory handle. A NetWare
directory handle points to a file server volume or directory; an AFP entry ID points to a file
server volume, directory, or file.

ParentID

(Reply) Specifies the AFP entry ID for the parent directory of the target file.

Attributes

(Reply) Specifies the attributes of the directory or file as follows:

0x0001 Search Mode
0x0002 Search Mode
0x0004 Search Mode
0x0008 Undefined
0x0010 Transaction
0x0020 Index
0x0040 Read Audit
0x0080 Write Audit
0x0100 Read Only
0x0200 Hidden
0x0400 System
0x0800 Execute Only
0x1000 Subdirectory
0x2000 Archive
0x4000 Undefined
0x8000 Shareable File

DataForkLen
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(Reply) Specifies the data size of the target AFP file. If PathModString specifies an AFP
directory, DataForkLen is zero.
ResourceForkLen
(Reply) Specifies the resource fork size of the target AFP file. If PathModString specifies
an AFP directory, ResourceForkLen is zero.
TotalOffspring
(Reply) Specifies the number of files and subdirectories contained within the specified
directory. If the AFP directory or file path specifies an AFP file, TotalOffspring is zero.
CreationDate

(Reply) Specifies the creation date (in AFP format) of the target directory or file.

AccessDate
(Reply) Specifies when (in AFP format) the target AFP file was last accessed. If
PathModString specifies an AFP directory, AccessDate is zero.

ModifyDate and ModifyTime
(Reply) Specifies the last modified date and time (in AFP format) of the target AFP file. If
PathModString specifies an AFP directory, these parameters are zero.

BackupDate and BackupTime
(Reply) Specifies the last backup date and time (in AFP format) of the specified directory or
file.

FinderInfo
(Reply) Specifies the 32-byte finder information structure associated with each AFP directory
or file.

LongName
(Reply) Specifies the AFP directory or file name of the specified directory or file (1-31
characters).

OwnerID
(Reply) Specifies the 4-byte binder object ID of the entity that created or last modified the file.

ShortName
(Reply) Specifies the NetWare directory or file name of the specified directory or file (in DOS
8.3 format).

AccessPrivileges
(Reply) Specifies a 1-word bit mask of the calling station's privileges for accessing the

specified file or directory as follows:

0x0100 Read Privileges (files only)
0x0200 Write Privileges (files only)
0x0400 Open Privileges (files only)
0x0800 Create Privileges (files only)
0x1000 Delete Privileges (files only)
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0x2000 Parental Privileges (directories only for creating, deleting, and renaming

subdirectories)
0x4000 Search Privileges (directories only)

0x8000 Modify File Status Flags Privileges (files and directories)

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
150 0x96 Server Out of Memory
152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory /O Error
162 0xA2 I/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

AFP Scan File Information supports iterative directory scanning; up to four responses per request

can be specified in DesiredResponseCount.

To scan all files and subdirectories of a directory, set MacLastSeenID to -1L on the first request.
For each subsequent request, set MacLastSeenID to the EntryID of the previous request.

If PathModString specifies a directory, all entries within the directory that fit the search criteria
specified in SearchBitMap and RequestBitMap will be returned.

SearchBitMap can have the following values:

0x0100 Hidden Files/Directories
0x0200 System Files/Directories
0x0400 Subdirectories

0x0800 Files

RequestBitMap can have the following values:

0x0001 Entry ID

0x0002 Data Fork Length
0x0004 Resource Fork Length
0x0008 Number of Offspring
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0x0010 Owner ID

0x0020 Short Name
0x0040 Access Privileges
0x0100 Attributes

0x0200 Parent Directory ID
0x0400 Creation Date
0x0800 Access Date
0x1000 Modify Date/Time
0x2000 Backup Date/Time
0x4000 Finder Information
0x8000 Long Name

If the returned object is a file, the bits in AccessPrivileges specify which rights the caller has
in relation to the file and the rights that the caller has in the file's parent directory (which are
appropriately modified if the file itself has certain rights restrictions). For example, if the file rights
are set to read only, the write and delete bits will be cleared.

If the returned object is a directory, the bits in AccessPrivileges specify which rights the
caller has in that directory.

See Also

AFP 2.0 Scan File Information 0x2222 35 17 (page 65), AFP Set File Information 0x2222 35 09
(page 103)
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AFP Set File Information 0x2222 35 09

Sets information pertaining to the specified AFP file or directory.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (35) byte

7 SubFuncStrucLen (55 + word (Hi-Lo)
PathStringLen)

9 SubFunctionCode (09) byte

10 VolumeNumber byte

11 MacBaseDirectorylD long (Hi-Lo)

15 RequestBitMap word (Hi-Lo)

17 Attributes word (Hi-Lo)

19 CreationDate word (Hi-Lo)

21 AccessDate word (Hi-Lo)

23 ModifyDate word (Hi-Lo)

25 ModifyTime word (Hi-Lo)

27 BackupDate word (Hi-Lo)

29 BackupTime word (Hi-Lo)

31 FinderInfo byte[32]

63 PathStringLen byte

64 PathModString byte[PathStringLen]

Parameters

Attributes

(Request) Specifies the attributes of the directory or file as follows:

0x0001 Search Mode
0x0002 Search Mode
0x0004 Search Mode
0x0008 Undefined
0x0010 Transaction
0x0020 Index
0x0040 Read Audit
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0x0080 Write Audit
0x0100 Read Only
0x0200 Hidden
0x0400 System
0x0800 Execute Only
0x1000 Subdirectory
0x2000 Archive
0x4000 Undefined
0x8000 Shareable File

CreationDate

(Request) Specifies the creation date (in AFP format) of the target directory or file.

AccessDate
(Request) Specifies when (in AFP format) the target AFP file was last accessed (ignored for
directories).

ModifyDate and ModifyTime

(Request) Specifies the last modified date and time (in AFP format) of the target AFP file
(ignored for directories).

BackupDate and BackupTime

(Request) Specifies the last backup date and time (in AFP format) of the specified directory or
file.

FinderInfo

(Request) Specifies the 32-byte finder information structure associated with the specified AFP
directory or file.

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Out Of Disk Space
131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
148 0x94 No Write Privileges
149 0x95 File Detached

150 0x96 Server Out of Memory
152 0x98 Disk Map Error
156 0x9C Invalid Path

104 NDK: NetWare Core Protocols



Decimal Hex

Description

161 0xA1 Directory I/O Error

162 0xA2 1/0 Lock Error

253 OxFD Bad Station Number
255 OxFF Failure, File Exists Error
Remarks

RequestBitMap can have the following values:

0x0100 Attributes
0x0400 Creation Date
0x0800 Access Date

0x1000 Modify Date/Time
0x2000 Backup Date/Time
0x4000 Finder Information

See Also

AFP Scan File Information 0x2222 35 10 (page 98), AFP 2.0 Set File Information 0x2222 35 16

(page 70)
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Bindery

Each NetWare file server includes a small database called a bindery. The bindery is used by the file
server to maintain information about various resources on the local network and to help administer
network security. Novell's implementation of the bindery uses hidden files that are located in the

SYS:SYSTEM directory. The number of hidden files varies with the particular version of NetWare.

To access Bindery NCPs, use the following:

» Chapter 7, “Concepts,” on page 109
* Chapter 8, “NCPs,” on page 117
» Chapter 9, “Structures,” on page 175
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Concepts

This section explains ideas that are common to Bindery NCPs.

7.1 Bindery Objects

The NetWare operating system maintains a list (in the bindery files) of all objects allowed to access
the file server. NetWare also records information about each object. A bindery object can be a user, a
user group, a file server, a print server, or any other named entity that might gain access to a file
server. Each bindery object record consists of the following information:

Offset  Content Type

0 ObjectID: Uniquely identifies the object within a particular file server's bindery dword
(4 bytes).

4 Section 7.2, “ObjectType,” on page 109: Specifies whether the object is a word

user, a user group, a file server, etc.

6 Section 7.3, “ObjectName,” on page 110: Specifies the name of an objectin a byte[48]
NULL-terminated string (1-47 characters).

54 ObjectFlag: Specifies whether the object is static (00h) or dynamic (01h). A byte
static object exists in a bindery until an application explicitly deletes it with the
Delete Bindery Object request. A dynamic object disappears from a file
server's bindery when the file server is rebooted. (If an object is a service-
advertising server, the object disappears from a bindery when the server stops
advertising.)

55 <SDKLink>ObjectSecurity: Specifies who can access the bindery. The low- byte
order bit determines who can read (scan for and find) the object. The high-
order bit determines who can write to (add properties to or delete properties
from) an object.

56 PropertiesFlag: Specifies whether one or more properties are associated with byte
the object (00h = no properties, FFh = one or more properties).

7.2 ObjectType

Object types up to and including 8000h are reserved by Novell. If you want to define a well-known
object, contact Novell. You can define object types above 8000h for your own development and
application.

ObjectType can be one of the following values:

FFFFh (-1) WILD
0000h UNKNOWN
0001h USER

0002h USER_GROUP
0003h PRINT QUEUE
0004h FILE_SERVER
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0005h JOB_SERVER

0006h GATEWAY

0007h PRINT_SERVER

0008h ARCHIVE_QUEUE

0009h ARCHIVE_SERVER

000Ah JOB_QUEUE

000Bh ADMINISTRATION

0021h NAS _SNA GATEWAY

0024h REMOTE_BRIDGE SERVER
0047h ADVERTISING PRINT SERVER
0000h-8000h Reserved

7.3 ObjectName

Only printable characters can be used; ObjectName cannot include spaces or the following
characters:

/ slash

\ backslash

: colon

; semicolon

, comma

* asterisk

? question mark

7.4 ObjectSecurity

ObjectSecurity is defined as follows:

Value Bits Definition

0 0000 Anyone: Access is allowed to all clients, even if the client has not logged in to the
server with Login Object (0x2222 23 20).

1 0001 Logged (in): Any client can access this object if the client has successfully logged
in to the file server using Login Object (0x2222 23 20).

2 0010 Object: A client can access this object only if the client has identified itself to the
file server using the Login Object request that contained this object's name, type,
and password.

3 0011 Supervisor: A client can access this object only if the client has identified itself to
the server with the Login Object request that contained the name and password
of the object supervisor or an equivalent object.

4 0100 File Server: Only the file server is allowed access to this object.

An object with ObjectSecurity setto 31h indicates that any user logged in to the file server can
read or find the object. However, only the supervisor (or equivalent object) can write or add a
property to the object. This object is also referred to as a "logged read, supervisor write" object.
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7.5 Properties and Values

Each bindery object might have one or more properties associated with it. For example, the object
DAN (ObjectType 0001h) might have the GROUPS IM_IN, ACCOUNT BALANCE, and
PASSWORD properties associated with it. Properties only identify categories of information
associated with the object.

NOTE: GROUPS_IM_IN is not the name of a user group to which the object belongs; it is only the
name of one category of information associated with that object. Similarly, ACCOUNT_BALANCE
is not an actual numerical balance; and PASSWORD is not an actual password.

A property might have one or more values associated with it. A value associated with the
GROUPS_IM_IN property must be the Object ID of a user group to which DAN belongs. The value
of the ACCOUNT_ BALANCE property must be user DAN's current balance. The value of the
PASSWORD property must be DAN's login password.

Properties fall into one of the following categories:

* Item properties

» Set properties

Item properties have values consisting of a 128-byte ASCII string. ACCOUNT BALANCE and
PASSWORD are item properties. The value associated with ACCOUNT BALANCE is a monetary
balance contained in the first few bytes of the 128-byte string (zeros fill the remaining bytes).

For NetWare 2.1 and above, PASSWORD contains an encrypted value. For NetWare 2.0 and
previous versions, PASSWORD contains a 1-byte to 128-byte password (zeros fill the remaining
bytes).

Set properties have values consisting of Object ID lists that are contained in one or more 128-byte
segments, with each segment containing between 1-32 Object IDs. Each Object ID is a dword (4
bytes). GROUPS IM_IN is a set property; its 128-byte segment contains the Object IDs of 1-32
user groups to which DAN belongs.

Each property record consists of the following information:

Offset Content Type

0 <SDKLink>PropertyName: Specifies the name of the property (1-15 byte[15]
characters).

16 <SDKLink>PropertyFlags: Specifies whether the property is static or byte
dynamic and whether it is an item property or set property.

17 <SDKLink>PropertySecurity: Specifies who can access the property. byte

18 ValuesFlag: Specifies whether the property has an associated value. byte

7.6 PropertyName

Only printable characters can be used; PropertyName cannot include spaces or the following
characters:

/ slash
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\ backslash

: colon

; semicolon

, comma

* asterisk

? question mark

7.7 PropertyFlags

Bit 0 is the static/dynamic flag, which is defined as follows:

7 6 5 4 3 2 1 0 Definition
0 Static property
1 Dynamic property

A static property exists until it is deleted with the Delete Bindery Object 0x2222 23 51 (page 133)
request. A dynamic property is flushed from the file server's bindery when the file server is
rebooted.

Bit 1 is the item/set flag, which is defined as follows:

7 6 5 4 3 2 1 0 Definition
0 Iltem property
1 Set property

The bindery process interprets the value of an item property as a 128-byte string and interprets the
value of a set property as a series of Object ID numbers, each of which is 4 bytes long.

For example, the following bit combination indicates a static, set property:

7.8 PropertySecurity

The low-order bit determines who can read (scan for and find) the property; the high-order bit
determines who can write (add values) to the property as follows:

Value Bits Definition

0 0000 Anyone: Access is allowed to all clients, even if the client has not logged in to the
server with Login Object (0x2222 23 20).

1 0001 Logged (in): Any client can access this object if the client has successfully logged in
to the file server using Login Object (0x2222 23 20).
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Value Bits Definition

2 0010 Object: Aclient can access this object only if the client has identified itself to the file
server using the Login Object request that contained this object's name, type, and
password.

3 0011 Supervisor: A client can access this object only if the client has identified itself to

the server with the Login Object request that contained the name and password of
the object supervisor or an equivalent object.

4 0100 File Server: Only the file server is allowed access to this object.

For example, 31h indicates that any user logged in to the file server can find and read the property,
but only the supervisor can add values to or change the property. This property is referred to as a
"logged read, supervisor write" property.

7.9 Property List

The following list contains well-known properties and the property type and object type that can be

associated with each property:

Property Name Type

Associated Objects

ACCOUNT_SERVERS  Set
ACCOUNT_BALANCE Item
GROUP_MEMBERS Set

GROUPS_IM_IN Set
IDENTIFICATION ltem
LOGIN_CONTROL ltem
MANAGERS Set
NET_ADDRESS ltem
OPERATOR Set
PASSWORD ltem

SECURITY_EQUALS  Set

Any object of type FILE_SERVER
Any object that can log in and be charged

Objects (users) that are members of some named group (a
property that is usually attached to an object of type
USER_GROUP)

Objects (groups) with a set GROUP_MEMBERS property where
this object's ID appears (a property that is usually attached to an
object of type USER)

Any object (a property that is informational and is usually attached
to object of type USER or USER_GROUP)

Any object that can log in

The SUPERVISOR object

An object of type FILE_SERVER or any other "advertised" object
Any object

Any object that can log in

Any object that can log in

A property or object is visible only if you have read privileges to the item. Otherwise, the item will
not be revealed when you scan the bindery.
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7.10 Workgroup Managers

NetWare 2.1 and above supports the workgroup manager concept. Many large organizations need
workgroup managers because several groups share a single file server, but each group wants
autonomous control over its own users and data.

For example, a writing department and an editing department may want to use the same file server,
but each may also want to have control over its own users and data. The function of a workgroup
manager is similar to that of the network supervisor with certain limitations. The workgroup
manager can create and delete users and groups and administer data resources, but only for part of
the user database (bindery) and only for part of the logical file system.

A new set property, called MANAGERS, can be added to the SUPERVISOR object. Any object that
is security equivalent to an object listed in the MANAGERS property is considered a workgroup
manager. The MANAGERS property is "read supervisor" and "write supervisor." If the
MANAGERS property does not exist, no objects are considered workgroup managers.

Workgroup managers, like the network supervisor, are allowed to create objects in the bindery. All
newly-created objects have a set property called OBJ SUPERVISORS. This property is "read
object" and "write supervisor" and is initialized to contain a single element: the Object ID of the
workgroup manager who created the object. If an object does not have the OBJ_SUPERVISORS
property, the object is assumed to have been created by the network supervisor.

The meaning of supervisor access changes in relation to bindery object access. You are now
considered the supervisor of a target object if you are security equivalent to an object that appears in
the target object's OBJ _SUPERVISORS property. An object's supervisor can do anything to the
object that the system supervisor can do, including reading and modifying supervisor-level
properties, deleting the object, etc.

Workgroup managers have certain rights and abilities beyond those of normal users. They can create
new objects in the bindery. They can also control the login restriction properties (such as login
times, password length restrictions, and account balances) of the users they create. They cannot,
however, control these parameters on their own account (unless they are included in the
OBJ_SUPERVISORS property of their own user object).

Workgroup managers do not have extra rights in the directory tree. They must be granted rights in
the standard way by an entity (usually the supervisor) who has sufficient rights to grant access rights
to appropriate portions of the directory tree. Like other users, workgroup managers can grant rights
only to other users (including users they have created) in directories where they have parental rights.

A user is considered a workgroup manager if the user is security equivalent to any object listed in
the MANAGERS property of the supervisor. A user is considered to have supervisor rights over a
specific object if the user is security equivalent to anything listed in the object's
OBJ_SUPERVISORS property. Therefore, a user could become a supervisor of a specific object
without being a workgroup manager.

The workgroup manager concept is two-tiered: the network supervisor creates workgroup managers,
and workgroup managers create and manage users. Workgroup managers cannot create other
workgroup managers; the relationship is not hierarchical. The bindery treats workgroup managers as
peers. More complex relationships can be created by controlling the places in the directory tree
where workgroup managers are given rights, which effectively creates hierarchical relationships in
the data they control.
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Workgroup managers supplement, but do not replace, the network supervisor. The network
supervisor maintains absolute control over the network. The network supervisor and all objects that
are security equivalent to the supervisor can still call the same functions they could before NetWare
implemented workgroup managers.

A workgroup manager cannot add an object to a group that is "write supervisor" unless the manager
is the supervisor of both the group and the object. This restriction ensures that a workgroup manager
cannot create a new user and then make the user security equivalent to the system supervisor.
Workgroup managers can do the following:

Clear another station if the caller is an object supervisor of the object logged in to the target
station.

Create new queues and destroy queues they have created.

Add users (objects) to a queue only if they are object supervisors of both the queue and the
target user.

Request certain statistical information (such as the number of directories owned, the number of
files owned, and the number of disk blocks used) about any supervised object.

Change the supervisor-controlled field in files owned by supervised objects. These fields
include the file attributes flags, the extended attributes (including read audit and write audit
bits), the 64-byte extended directory information area, and the file owner (if the new target
owner is also supervised by the caller).

Change the owner of a directory if they supervise both the old directory owner and the
proposed new directory owner.
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NCPs

This section describes each of the Bindery NCPs, their Request and Reply formats, and Return
Values.
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Add Bindery Object To Set 0x2222 23 65

Allows a client to add a member (object) to a group property of some object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Decimal Hex Description

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (65) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen OldPasswordLen byte

14 + ObjectNameLen OldPassword byte[OldPasswordLen]
14+0ObjectNameLen + NewPasswordLen byte

OldPasswordLen

15 + ObjectNameLen NewPassword byte[NewPasswordLen]

+ OldPasswordLen

Return Values

Deminal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
197 0xC5  Login Lockout

215 0xD7  Duplicate Password
232 OxE8  Write To Group

236 OXEC  No Such Set

240 0xFO lllegal Wildcard

241 OxF1 Bindery Security
248 OxF8 No Property Write
251 OxFB  No Such Property
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Deminal Hex Description

252 OxFC  No Such Object
254 OxFE  Directory Locked
255 OxFF Hard Failure
Remarks

ObjectType cannot be WILD (-1), and ObjectName cannot contain wildcard characters.

NetWare 2.1 and above. The file server requires the PASSWORD property to be "file server read,
file server write" (0x44). Therefore, the file server must create the property. If this request is made
by a caller that is the supervisor of the object, Change Bindery Object Password directs the file
server to create the PASSWORD property. When the PASSWORD property is initially created, the
caller can pass a NULL string to O1dPassword. Objects of any type (such as print servers, job
servers, etc.) can have a PASSWORD property.

NetWare 2.0a and below. The PASSWORD property is "supervisor read, supervisor write" (0x33).
However, clients can still call Change Bindery Object Password, even if they are not logged in as the
object whose PASSWORD property is being changed because the client would need to know the
ObjectName and the object's current password ( O1dPassword) to log in as that object. Change
Bindery Object Password will fail if the object does not already have a PASSWORD property. The
supervisor creates the PASSWORD property at the time the object (user) is created.

Any client can call Change Bindery Object Password.

SubFuncStructLen =6+ ObJjectNameLen + OldPasswordLen + NewPasswordLen

See Also

Change User Password (old) 0x2222 23 01 (page 126), Verify Bindery Object Password 0x2222 23
63 (page 170)
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Change Bindery Object Password 0x2222 23 64

Allows clients (users) to change an object's (usually their own object's) password.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (64) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen PropertyNamelLen byte

14 + ObjectNameLen PropertyName byte[PropertyNameLen]
14 + ObjectNamelLen + MemberType word (Hi-Lo)
PropertyNamelLen

16 + ObjectNamelLen + MemberNameLen byte
PropertyNamelLen

17 + ObjectNameLen + MemberName byte[MemberNameLen]
PropertyNamelLen

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory

232 OxE8 Write To Group

233 OxE9 Member Exists

234 OXEA  No Such Member

235 OxEB Property Not Set Property

236 OXEC  No Such Set

240 0xFO lllegal Wildcard

248 OxF8 No Property Write
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Decimal Hex Description

251 OxFB No Such Property
252 OxFC  No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

ObjectType, ObjectName, and PropertyName cannot contain wildcard characters. The
name and type of the member object to be added cannot contain wildcard characters either.

ObjectName, PropertyName, and Membe rName must exist in the bindery before calling Add
Bindery Object To Set.

The property must be of type set. If the set property has "write supervisor" security, you must be an
object supervisor of both the object and the new member of the set.

If the client has write privileges to the specified property, that client can call Add Bindery Object To
Set.

SubFuncStructLen =8+ ObjectNamelLen + PropertyNameLen + MemberNameLen

See Also

Delete Bindery Object From Set 0x2222 23 66 (page 135), Is Bindery Object In Set 0x2222 23 67
(page 150), Scan Bindery Object 0x2222 23 55 (page 162)
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Change Bindery Object Security 0x2222 23 56

Allows an object supervisor to change the security level mask of an object in the bindery.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (5 + ObjectNameLen)  word (Hi-Lo)

9 SubFunctionCode (56) byte

10 NewSecurity byte

11 ObjectType word (Hi-Lo)

13 ObjectNamelLen byte

14 ObjectName byte[ObjectNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
240 O0xFO lllegal Wildcard

241 OxF1 Bindery Security

245 OxF5 No Object Create

252 OxFC No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

ObjectType cannot be WILD (-1), and ObjectName cannot contain wildcard characters.

Security levels above level 3 (supervisor) cannot be changed by calling Change Bindery Object
Security.

Only object supervisors can call Change Bindery Object Security.
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See Also

Get Bindery Access Level 0x2222 23 70 (page 139), Get Bindery Object Access Level 0x2222 23
72 (page 141)
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Change Property Security 0x2222 23 59

Allows a client to change the security level mask on a property.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (59) byte

10 ObjectType word (Hi-Lo)

12 ObjectNameLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen  NewPropertySecurity byte

14 + ObjectNameLen  PropertyNameLen byte

15 + ObjectNameLen  PropertyName byte[PropertyNamelLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
240 0xFO lllegal Wildcard
241 OxF1 Bindery Security
242 OxF2 No Object Read
246 OxF6 No Property Delete
251 OxFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
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Remarks

ObjectType cannot be WILD (-1), and ObjectName and PropertyName cannot contain
wildcard characters.

All clients who have property creation privileges for the specified object and property read and write
privileges for the specified property can call Change Property Security.

A client cannot change a property's security to any level above the security level the client has for
that property.

SubFuncStrucLen =6+ ObjectNameLen + PropertyNamelLen

See Also

Get Bindery Access Level 0x2222 23 70 (page 139), Get Bindery Object Access Level 0x2222 23
72 (page 141)
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Change User Password (old) 0x2222 23 01

Changes a user's password but does not change the password of any other object type.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (1)  byte

10 UserNamelLen byte

11 UserName byte[UserNameLen]
11 + UserNamelLen OldPropertyLen byte

12 + UserNamelLen OldPassword byte[OldPasswordLen]
12 + UserNameLen + OldPasswordLen = NewPasswordLen byte

13 + UserNameLen + OldPasswordLen NewPassword byte[NewPasswordLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
214 0xD6  Unencrypted Passwords Not Allowed
240 0xFO lllegal Wildcard

241 O0xF1 Bindery Security

245 0xF5 No Object Create

252 O0xFC  No Such Object

254 OxFE  Directory Locked

255 OxFF Hard Failure
Remarks

Change User Password (old) is a request from the earliest version of NetWare. It works the same as
Change Bindery Object Password (0x2222 23 64), except that it assumes an object of type USER.
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SubFuncStrucLen =4 + UserNameLen + OldPasswordLen + NewPasswordLen

See Also

Change Bindery Object Password 0x2222 23 64 (page 120)
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Close Bindery 0x2222 23 68

Closes the bindery.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (1) word (Hi-Lo)
9 SubFunctionCode (68) byte

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Hard Failure
Remarks

When Close Bindery completes, the file server keeps the bindery files open but locked to prevent
clients from accessing the bindery directly.

Occasionally, bindery files must be closed so that network functions can take place. When the
network is backed up, for example, it is important to back up current bindery files as well. Because
files must be closed before they can be backed up, Close Bindery allows archive backup programs to
temporarily take control of the bindery so that bindery files can be closed, then copied or restored.

When the bindery is closed, only the network supervisor or an object that is security equivalent to
the supervisor can read from or write to the bindery.

Closing the bindery disables most network functions. Therefore, the time that the bindery is closed
should be kept to a minimum.

The bindery will automatically be reopened if the station that closed it disconnects or if the station
calls End Of Job 0x2222 24 for task zero.

Close Bindery will fail if the client is not logged in as the network supervisor or if the bindery is not
open.

See Also

Open Bindery 0x2222 23 69 (page 157)
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Create Bindery Object 0x2222 23 50

Creates a bindery object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (6 + ObjectNameLen) word (Hi-Lo)

9 SubFunctionCode (50) byte

10 StatusFlags byte

11 SecurityLevel byte

12 ObjectType word (Hi-Lo)

14 ObjectNameLen byte

15 ObjectName byte[ObjectNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
231 OxE7 No Disk Track
238 OxEE Object Exists
239 OxEF lllegal Name

241 OxF1 Bindery Security
245 OxF5 No Object Create
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

Bit 0 of StatusFlags should be set if the object being created is dynamic; bit 0 should be cleared
if the object being created is static.
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SecurityLevel should have the low (search) and high (property create) bits appropriately set. A
client cannot set security levels to "file server" access.

ObjectName can be up to 47 characters long.

Only supervisors of the specified object can call Create Bindery Object. Clients in the
WORKGROUP_MANAGERS property of an object are also considered supervisors of the object.

See Also

Delete Bindery Object 0x2222 23 51 (page 133)
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Create Property 0x2222 23 57

Creates a bindery object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)
9 SubFunctionCode (57) byte

10 ObjectType word (Hi-Lo)
12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen PropertyFlags byte

14 + ObjectNamelLen  PropertySecurity byte

15 + ObjectNameLen PropertyNamelLen byte

16 + ObjectNamelLen  PropertyName byte[PropertyName]
Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory

237 OxED  Property Exists

239 OxEF lllegal Name

240 0xFO lllegal Wildcard

241 OxF1 Bindery Security

242 O0xF2 No Object Read

246 OxF6 No Property Delete

247 OxF7 No Property Create

251 OxFB No Such Property

252 OxFC  No Such Object

254 OxFE Directory Locked
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Decimal Hex Description

255 OxFF Hard Failure

Remarks

ObjectType cannot be WILD (-1), and ObjectName and PropertyName cannot contain
wildcard characters.

Bit 0 of PropertyFlags should be set if the property is dynamic; bit 1 of PropertyFlags
should be set if the property is a set property.

The PropertySecurity mask attached to the target object regulates which clients can call
Create Property.

SubFuncStrucLen =7+ ObjectNamelLen + PropertyNameLen

See Also

Change Property Security 0x2222 23 59 (page 124), Delete Property 0x2222 23 58 (page 137), Scan
Property 0x2222 23 60 (page 168)

132 NDK: NetWare Core Protocols



Delete Bindery Object 0x2222 23 51

Removes one object and all its associated properties from the bindery.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (4 + ObjectNameLen)  word (Hi-Lo)

9 SubFunctionCode (51) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
240 O0xFO Illegal Wildcard
242 0xF2 No Object Read
244 0xF4 No Object Delete
246 0xF6 No Property Delete
251 OxFB No Such Property
252 0xFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

The object must be fully specified by both its type and name. ObjectType cannot be WILD (-1),
and ObjectName cannot contain wildcard characters.

Only a client that is an object supervisor of the specified object can call Delete Bindery Object.
Clients are not allowed to remove objects that have "file server" security levels.
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See Also

Create Bindery Object 0x2222 23 50 (page 129)
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Delete Bindery Object From Set 0x2222 23 66

Removes a member from a set property of the specified object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (66)  byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen PropertyNameLen byte

14 + ObjectNamelLen PropertyName byte[PropertyNamelLen]

14 + ObjectNameLen + PropertyNamelLen MemberType

16 + ObjectNameLen + PropertyNameLen MemberNamelLen

17 + ObjectNameLen + PropertyNameLen MemberName

word (Hi-Lo)
byte
byte[MemberNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
235 OxEB  Property Not Set Property
240 0xFO lllegal Wildcard

248 OxF8 No Property Write

251 O0xFB  No Such Property

252 OxFC  No Such Object

254 OxFE  Directory Locked

255 OxFF  Hard Failure
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Remarks

The object, property, and member are specified by name. ObjectType cannot be WILD (-1), and
ObjectName and PropertyName cannot contain wildcard characters.

Clients must have write privileges to the specified property to call Delete Bindery Object From Set.
If the property security is "write supervisor," the client must supervise both the object being deleted
and the object containing the affected set property.

SubFuncStrucLen =8 + ObjectNamelLen + PropertyNameLen + MemberNameLen

See Also

Add Bindery Object To Set 0x2222 23 65 (page 118)

136 NDK: NetWare Core Protocols



Delete Property 0x2222 23 58

Removes one or more properties from the specified object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (58) byte

10 ObjectType word (Hi-Lo)

12 ObjectNameLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen  PropertyNameLen byte

14 + ObjectNameLen  PropertyName byte[PropertyNamelLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
240 0xFO lllegal Wildcard
241 OxF1 Bindery Security
246 OxF6 No Property Delete
251 OxFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

ObjectType cannot be WILD (-1), and ObjectName cannot contain wildcard characters.

PropertyName can contain wildcard characters. If PropertyName contains wildcard
characters, all properties that match the name string will be removed from the object.
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The object's and property's security level masks determine whether a property can be removed.
Properties with security levels above that of the requesting client will not be visible to the client and,
therefore, cannot be read, written to, or deleted by the client.

SubFuncStrucLen =35+ ObjectNameLen + PropertyNameLen

See Also

Create Property 0x2222 23 57 (page 131)
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Get Bindery Access Level 0x2222 23 70

Returns the client's current security level mask in the bindery.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content

Type

Request header

6 FunctionCode (23)

7 SubFuncStrucLen (1)
9 SubFunctionCode (70)

byte
word (Hi-Lo)

byte

Reply Format

Offset Content

Type

Reply header
8 SecurityAccessLevel

9 LoggedObjectID

byte
long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory

Remarks

To determine your general bindery rights, look at the two bits of the returned
SecurityAccessLevel mask.

You also have access privileges (read and write) to the object when logging in. These privileges will
not be reflected in the general SecurityAccessLevel mask, so the trustee ID number of the
object that is used to log in is also returned as the LoggedClientID. The client has supervisor
access privileges (0x44) to any object that contains the LoggedClientID in its OPERATORS

property.

Any client can call Get Bindery Access Level.
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See Also

Get Bindery Object Access Level 0x2222 23 72 (page 141)
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Get Bindery Object Access Level 0x2222 23 72

Returns the client's bindery access level to the specified object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFunctionCode (72) byte
10 ObjectiD long (Hi-Lo)

Reply Format

Offset Content Type
Reply header
8 ObjectAccesslLevel byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
Remarks

Get Bindery Object Access Level becomes valid with the introduction of workgroup members.
Section 7.10, “Workgroup Managers,” on page 114 are given certain privileges to bindery objects by
the network supervisor or by other objects that have supervisor privileges to bindery objects.

See Also

Get Bindery Access Level 0x2222 23 70 (page 139)
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Get Bindery Object ID 0x2222 23 53

Allows a client to map an object name to its corresponding unique object ID number.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (4 + ObjectNameLen)  word (Hi-Lo)

9 SubFunctionCode (53) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]

Reply Format

Offset Content Type

Reply header

8 ObjectiD long (Hi-Lo)
12 ObjectType word (Hi-Lo)
14 ObjectName byte[48]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
240 0xFO lllegal Wildcard

252 OxFC No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
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Remarks

ObjectID numbers are valid only on the server from which they are extracted since each server
maintains its own bindery.

ObjectType cannot be WILD (-1), and ObjectName cannot contain wildcard characters.

If the specified object is in the bindery and if the client has read security privileges to the object, that
client can call Get Bindery Object ID.

See Also

Get Bindery Object Name 0x2222 23 54 (page 144)
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Get Bindery Object Name 0x2222 23 54

Allows a client to map an object ID number to an object name and object type.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFunctionCode (54) byte
10 ObjectID long (Hi-Lo)

Reply Format

Offset Content Type

Reply header

8 ObjectID long (Hi-Lo)
12 ObjectType word (Hi-Lo)
14 ObjectName byte[48]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
241 OxF1 Bindery Security

252 OxFC No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

If an object in the bindery corresponds to the specified ObjectID number and if the client has read
privileges to that object, that client can call Get Bindery Object Name.
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See Also

Get Bindery Object ID 0x2222 23 53 (page 142)
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Get Group Number (old) 0x2222 23 07

Allows a client to map a object name of type GROUP to its corresponding unique object ID number.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFunctionCode (54) byte
10 ObjectiD long (Hi-Lo)

Reply Format

Offset Content Type

Reply header

8 ObjectID long (Hi-Lo)
12 ObjectType word (Hi-Lo)
14 ObjectName byte[48]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
241 OxF1 Bindery Security

252 OxFC  No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

If an object in the bindery corresponds to the specified ObjectID number and if the client has read
privileges to that object, that client can call Get Bindery Object Name.
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See Also

Get Bindery Object ID 0x2222 23 53 (page 142)
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Get User Number (old) 0x2222 23 03

Returns the user object ID for the specified user.

NetWare Server: 2.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (2 + UserNameLen)  word (Hi-Lo)

9 SubFunctionCode (3) byte

10 UserNamelLen byte

11 UserName byte[UserNameLen]

Reply Format

Offset Content Type
Reply header
8 UserObjectID long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
240 0xFO llegal Wildcard

252 OxFC No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

UserName must be an object of type USER. The UserObjectID that is returned will be stamped
on any directories and file that the object (user) creates. You can use the UserObjectID from Add
Trustee To Directory (0x2222 22 13) to give the object access rights to directories.
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Get User Number (old) is obsolete and maintained for compatibility only with the earliest version of
NetWare. Call Get Bindery Object Number (0x2222 23 53) instead.
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Is Bindery Object In Set 0x2222 23 67

Allows a client to check whether an object appears as a member in a set property.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (67) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen PropertyNameLen byte

14 + ObjectNameLen PropertyName byte[PropertyNamelLen]
14 + ObjectNameLen + PropertyNameLen = MemberType word (Hi-Lo)

16 + ObjectNameLen + PropertyNameLen = MemberNameLen byte

17 + ObjectNameLen + PropertyNameLen = MemberName byte[MemberNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
234 OXEA  No Such Member

235 OxEB  Property Not Set Property
236 OXEC  No Such Set

240 0xFO lllegal Wildcard

251 0xFB  No Such Property
252 O0xFC  No Such Object

254 OxFE  Directory Locked

255 OxFF Hard Failure
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Remarks

The member being examined, the property, and the object that owns the property must all be
specified by name and type. ObjectType cannot be WILD (-1), and ObjectName and
PropertyName cannot contain wildcard characters.

If ObjectNameLen is greater than 47 or if the PropertyNameLen is greater than 15, Is
Bindery Object In Set will fail.

Any client with read security privileges for the set property can call Is Bindery Object In Set.

SubFuncStrucLen =8+ ObjectNamelen + PropertyNameLen + MemberNamelLen

See Also

Add Bindery Object To Set 0x2222 23 65 (page 118)
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Is Calling Station a Manager 0x2222 23 73

Checks to see if the calling station has manager privileges in the bindery.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFunctionCode (73)  byte

Return Values

Decimal Hex Description

0 0x00  Calling Station is a manager
255 OxFF  Calling Station is not a manager
Remarks

A station is a manager if it is a supervisor or if it appears in the MANAGERS property of the
supervisor object.

See Also

Scan Property 0x2222 23 60 (page 168), Read Property Value 0x2222 23 61 (page 158)

152 NDK: NetWare Core Protocols



Keyed Change Password 0x2222 23 75

Changes the password for a bindery object that requires keyed login.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (75) byte

10 Key byte[8]

18 ObjectType word (Hi-Lo)

20 ObjectNamelLen byte

21 ObjectName byte[ObjectNameLen]
22 + ObjectNameLen NewPasswordLen byte

23 + ObjectNamelLen NewPassword byte[NewPasswordLen]
Return Values

Decimal Hex Description

0 0x00 Successful

197 0xC5  Account Locked

254 OxFE Bindery Locked

255 OxFF Password Verification Failed

See Also

Keyed Verify Password 0x2222 23 74 (page 154)
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Keyed Verify Password 0x2222 23 74

Verifies a password for a bindery object that requires keyed login.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (12 + ObjectNameLen) word (Hi-Lo)

9 SubFunctionCode (74) byte

10 Key byte[8]

18 ObjectType word (Hi-Lo)

20 ObjectNamelLen byte

21 ObjectName byte[ObjectNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

197 0xC5  Account Locked

254 OxFE Bindery Locked

255 OxFF Password Verification Failed
See Also

Keyed Change Password 0x2222 23 75 (page 153)
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List Relations Of an Object 0x2222 23 76

Returns a list of up to 32 bindery object IDs (relations) that are in a set property of the specified

bindery object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (76) byte

10 LastSeen long (Hi-Lo)

14 ObjectType word (Hi-Lo)
16 NamelLen byte

17 ObjectName byte[NameLen]

17 + NamelLen PropertyLen

18 + NameLen PropertyName

byte
byte[PropertyLen]

Reply Format

Offset Content Type

Reply header

8 Count word (Hi-Lo)

10 Relations long[Count] (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

240 OxFO  lllegal Wildcard

242 OxF2 No Object Read Rights
254 OxFE  Directory Locked

255 OxFF Hard Failure
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Remarks

LastSeen should be initialized to -1. If the returned Count value is 32, a subsequent request
should be made to determine if there are more relations. On subsequent requests, LastSeen should

be set to the last bindery ID in the Relations array.

SubFuncStrucLen =9 + NameLen + PropertyLen
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Open Bindery 0x2222 23 69

Reopens the bindery files that have been closed with Close Bindery (0x2222 23 68).

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (1) word (Hi-Lo)
9 SubFunctionCode (69) byte

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
Remarks

Occasionally, bindery files must be closed so that network functions can take place. When the
network is backed up, for example, it is important to back up current bindery files as well. Because
files must be closed before they can be backed up, Close Bindery allows archive backup programs to
temporarily take control of the bindery so that bindery files can be closed, then copied or restored.

Once the backup is complete, the bindery can be reopened by calling Open Bindery.

When the bindery is closed, only the network supervisor or an object that is security equivalent to
the supervisor can read from or write to the bindery.

The bindery will automatically be reopened if the station that closed it disconnects or if the station
calls End Of Job 0x2222 24 for task zero.

If the client is not logged in as the network supervisor or if the bindery is already open, Open
Bindery will fail.

See Also

Close Bindery 0x2222 23 68 (page 128)
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Read Property Value 0x2222 23 61

Allows a client to retrieve the value associated with the specified property.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)
9 SubFunctionCode (61)  byte

10 ObjectType word (Hi-Lo)
12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen SegmentNumber byte

14 + ObjectNameLen PropertyNameLen byte

15 + ObjectNameLen PropertyName byte[PropertyNamelLen]
Reply Format

Offset Content Type

Reply header

8 PropertyValue byte[128]

136 MoreFlag byte

137 PropertyFlags byte

Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle

147 0x93 No Read Privileges

150 0x96 Server Out of Memory

236 OxEC No Such Set
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Decimal Hex Description

240 0xFO Illegal Wildcard
241 OxF1 Bindery Security
249 0xF9 No Property Read
251 OxFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

Property values are stored in a single 128-byte segment. SegmentNumber must be set to 1 to read
the first segment of a value; it must be incremented by one for each subsequent call. Read Property
Value returns the 128-byte segment corresponding to SegmentNumber.

If the requested SegmentNumber is not the last segment in the value, MoreFlag is OxFF. If
SegmentNumber is the last segment, MoreF1lag is zero.

PropertyFlags contains the property's status flag. This byte can be tested to determine whether
the property is a set property or an item property and whether the property is static or dynamic.

ObjectType cannot be WILD (-1), and ObjectName and PropertyName cannot contain
wildcard characters.

Any client with read privileges to the specified property can call Read Property Value.

SubFuncStrucLen =6+ ObjectNameLen + PropertyNameLen

See Also

Is Calling Station a Manager 0x2222 23 73 (page 152), Scan Property 0x2222 23 60 (page 168)
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Rename Object 0x2222 23 52

Renames a bindery object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (52) byte

10 ObjectType word (Hi-Lo)

12 OldObjectNamelLen byte

13 OldObjectName byte[OldObjectNameLen]
13 + OldObjectNameLen  NewObjNameLen byte

14 + OldObjectNameLen = NewObjectName byte[NewObjNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
238 OxEE Object Exists

240 O0xFO lllegal Wildcard

243 OxF3 No Object Rename
252 OxFC No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

Wildcard characters are not allowed in either the old or new name specifications.
ObjectType cannot be WILD (-1) and must agree with the object type recorded in the bindery.

Only an object supervisor can call Rename Object.
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SubFuncStrucLen =35+ 01ldObjectNameLen + NewObjNamelen
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Scan Bindery Object 0x2222 23 55

Allows a client to scan the server's bindery to determine what objects exist.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (8 + SearchNameLen) word (Hi-Lo)

9 SubFunctionCode (55) byte

10 LastObjectSeen long (Hi-Lo)

14 SearchObjectType word (Hi-Lo)

16 SearchNamelen byte

17 SearchObjectName byte[SearchNameLen]

Reply Format

Offset Content Type

Reply header

8 ObjectID long (Hi-Lo)
12 ObjectType word (Hi-Lo)
14 ObjectName byte[48]

62 ObjectFlags byte

63 ObjectSecurity byte

64 ObjectHasProperties byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
239 OxEF lllegal Name

252 O0xFC No Such Object
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Decimal Hex Description

254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

SearchObjectType can be WILD (-1) or it can be set to find only a specific type of object.
ObjectSearchName can contain wildcard characters.

LastObjectSeen should initially be set to -1L (long -1). If you want to iteratively search through
the server's bindery, set LastObjectSeen to the ObjectID returned by the server with the
previous request.

ObjectHasProperties will always be set because all objects have a bindery level property that
is used internally.

If the object exists in the bindery and if the client has search privileges to the object, any client can
call Scan Bindery Object.

SubFuncStrucLen =6+ ObjectNameLen + PropertyNameLen

See Also

Is Bindery Object In Set 0x2222 23 67 (page 150), Delete Bindery Object From Set 0x2222 23 66
(page 135), Add Bindery Object To Set 0x2222 23 65 (page 118), Scan Bindery Object Trustee
Paths 0x2222 23 71 (page 166), Create Bindery Object 0x2222 23 50 (page 129), Delete Bindery
Object 0x2222 23 51 (page 133)
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Scan Bindery Object (List) 0x2222 23 32

Allows a client to scan the server's bindery to determine what objects exist.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (14 + ObjectNamelLen) word (Hi-Lo)

9 SubFunctionCode (32) byte

10 NextObjectID long (Hi-Lo)

14 ObjectType long (Hi-Lo)

18 InfoFlags long (Lo-Hi)

22 ObjectNameLen byte

23 + ObjectNameLen ObjectName byte[ObjectNameLen]

Reply Format

Offset Content Type

Reply header

8 ObjectinfoRtnCount long (Lo-Hi)
12 NextObjectID long (Hi-Lo)

16+ ObjectInfoStruc (page 176) Structure

Parameters

InfoFlags
(Request) Specifies which object information is to be returned:
0x10000000 RtnObjectSecurity
0x20000000 RtnObjectFlags
0x40000000 RtnObjectType
0x80000000 RtnObjectName
ObjectNameLlen
(Request) Specifies the length of ObjectName.
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ObjectName

(Request) Specifies the name of the object to search for (can contain wildcard characters).

ObjectInfoRtnCount
(Reply) Specifies the number of ObjectInfoStrucs that are returned.

NextObjectID

(Reply) Specifies the next ID value to request if more objects exist than could be returned in the
reply buffer. If NextObjectID equals -1, there are no more objects available.

ObjectInfoStruc
(Reply) Points to the ObjectInfoStruct, which contains the object information.

ObjectInfoRtnCount

(Reply) Specifies the number of returned structures.

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
239 OxEF lllegal Name

252 OxFC No Such Object

254 OxFE Directory Locked

255 OxFF Hard Failure
Remarks

Scan Bindery Object (List) returns a list of all objects that match the search criteria.

Set NextObjectID initially to-1L (long -1). For subsequent requests, set NextObjectID to the
NextObjectID value returned by the server with the previous request to iteratively search
through the server's bindery.

ObjectType can be WILD (-1) or can be set to find only a specific type of object.
If the object exists in the bindery and if the client has search privileges to the object, that client can
call Scan Bindery Object (List).

See Also

Is Bindery Object In Set 0x2222 23 67 (page 150), Delete Bindery Object From Set 0x2222 23 66
(page 135), Add Bindery Object To Set 0x2222 23 65 (page 118), Scan Bindery Object Trustee
Paths 0x2222 23 71 (page 166), Create Bindery Object 0x2222 23 50 (page 129), Delete Bindery
Object 0x2222 23 51 (page 133), Scan Bindery Object 0x2222 23 55 (page 162)
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Scan Bindery Object Trustee Paths 0x2222 23 71

Returns a path on the specified volume where the given object ID is a trustee.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (8) word (Hi-Lo)
9 SubFunctionCode (71)  byte

10 VolumeNumber byte

11 LastSequenceNumber  word (Hi-Lo)
13 ObjectID long (Hi-Lo)
Reply Format

Offset Content Type

Reply header

8 NextSequenceNumber word (Hi-Lo)
10 ObjectID long (Hi-Lo)
14 TrusteeAccessMask byte

15 DirectoryPathLen byte

16 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

147 0x93 No Read Privileges
150 0x96 Server Out of Memory
161 0xA1 Directory /O Error
240 0xFO lllegal Wildcard

241 OxF1 Bindery Security
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Decimal Hex Description

242 0xF2 No Object Read
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

The path that is returned is also known as the trustee path. Scan Bindery Object Trustee Paths can be
called iteratively to determine all the paths on a specified volume where ObjectID appears in a
directory's trustee list.

You should set VolumeNumber to the desired volume number. To map a volume name to its mount
number, or to determine which volumes are mounted on a server, call Get Volume Number (0x2222
22 5) and Get Volume Name (0x2222 22 6).

Set SequenceNumber initially to -1L (long -1). For subsequent requests, SequenceNumber
should be set to the value returned in Next SequenceNumber of the previous request.

ObjectID must contain the number of the object (user) whose trustee directory paths you are
requesting.

The file server returns DirectoryPath in the following format:
volume:directory/subdirectory/subdirectory/.

Directory paths are not returned in any special order. The server will return a
DirectoryPathLen of zero if all directory paths where the object is listed as a trustee have been
returned.

A client who is supervisor (or equivalent) can call Scan Bindery Object Trustee Paths to investigate
the trustee directory rights of any object in the bindery.

Any client can call Scan Bindery Object Trustee Paths to determine its own trustee paths, or the
trustee paths of any object (up to 32) to which the client is security equivalent.

See Also

Scan Bindery Object 0x2222 23 55 (page 162)
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Scan Property 0x2222 23 60

Allows a client to scan the properties that are attached to a bindery object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (60) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNameLen  Lastinstance long (Hi-Lo)

17 + ObjectNameLen PropertyNamelLen byte

18 + ObjectNameLen SearchPropertyName byte[PropertyNamelLen]

Reply Format

Offset Content Type

Reply header

8 PropertyName byte[16]

24 PropertyFlags byte

25 PropertySecurity byte

26 Searchlnstance long (Hi-Lo)
30 ValueAvailable byte

31 MoreProperties byte

Return Values

Decimal Hex Description
0 0x00 Successful
150 0x96 Server Out of Memory
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Decimal Hex Description

240 O0xFO lllegal Wildcard
251 OxFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

ObjectType cannot be WILD (-1); ObjectName and PropertyName cannot contain wildcard
characters.

Set LastInstance initially to -1L (long -1). For subsequent requests to scan an object's
properties, set LastInstance to the SearchInstance returned by the previous request.

If the property does not have an associated value, ValueAvailable is zero. If the property has a
value, ValueAvailable is -1 (0xFF).

If the property is the last property associated with the object, MoreProperties is zero. If there
are other properties associated with the object, MoreProperties is -1 (OxFF).

A client who has read privileges for both the target object (ObjectName) and the target property
(SearchPropertyName) can call Scan Property.

SubFuncStrucLen =9+ ObjectNameLen + PropertyNameLen

See Also

Create Property 0x2222 23 57 (page 131), Is Calling Station a Manager 0x2222 23 73 (page 152),
Read Property Value 0x2222 23 61 (page 158)
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Verify Bindery Object Password 0x2222 23 63

Allows other servers or interested clients to verify the identity of an object (user) or to check the

validity of a password.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (63) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]

13 + ObjectNameLen  PasswordLen

14 + ObjectNameLen  Password

byte

byte[PasswordLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
197 0xC5 Login Lockout
232 OxE8 Write To Group
236 OxEC No Such Set

240 0xFO lllegal Wildcard
241 OxF1 Bindery Security
251 0xFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
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Remarks

Passwords are defined as strings of up to 127 bytes. The password terminates at the first NULL byte
that is encountered in the password string.

ObjectType cannot be WILD (-1), and ObjectName cannot contain wildcard characters.

If an object has no password property, the server does not allow clients to identify themselves as that
object in a Login Object request If an object has an attached PASSWORD property but the
PASSWORD property is NULL, the server considers the PASSWORD as a match for a NULL string
and allows clients to log in using that ObjectName.

Any client can call Verify Bindery Object Password.

SubFuncStrucLen =5+ ObjectNamelLen + PasswordLen

See Also

Change Bindery Object Password 0x2222 23 64 (page 120)
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Write Property Value 0x2222 23 62

Allows a client to write a value to an item property.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (62) byte

10 ObjectType word (Hi-Lo)

12 ObjectNamelLen byte

13 ObjectName byte[ObjectNameLen]
13 + ObjectNamelLen SegmentNumber byte

14 + ObjectNamelLen MoreFlag byte

15 + ObjectNamelLen PropertyNamelLen byte

16 + ObjectNameLen PropertyName byte[PropertyNameLen]
16 + ObjectNameLen + PropertyNameLen PropertyValue byte[128]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out of Memory
232 OxE8 Write To Group
236 OxEC No Such Set

240 0xFO lllegal Wildcard
248 OxF8 No Property Write
251 OxFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
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Remarks

Values of set properties are manipulated by calling Add Bindery Object To Set (0x2222 2 65) and
Delete Bindery Object From Set (0x2222 23 66).

Property values must be within a single 128-byte segment.

Write Property Value writes out the 128-byte value segment to the specified SegmentNumber.
The first segment of a value is segment 1. Before segment n can be written, segments 1 to #-1 must
be written. Once a property value has been established, segments of it can be read or written in
random order.

The More flag informs the bindery whether the written segment is the last segment of the value. If
More is zero and the current value has segments beyond the segment being written, the bindery will
truncate PropertyValue and discard the extra segments.

Any client that has write privileges to the target property (PropertyName) can call Write Property
Value.

SubFuncStrucLen =135+ ObjectNamelLen + PropertyNameLen

See Also

Read Property Value 0x2222 23 61 (page 158)
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Structures

This section describes the Bindery structures and their fields.
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ObjectinfoStruc

Returns the specified object information.

Syntax

struct ObjectInfoStruc

{
LONG ObjectIDInfo;
LONG ObjectType;
BYTE ObjectSecurity;
BYTE ObjectName[];
}i

Fields
ObjectIDInfo
(Hi-Lo) Is always returned, regardless of the value passed to InfoFlags.

ObjectType
(Hi-Lo) Is returned if InfoFlags specifies this information.

ObjectSecurity

Is returned if InfoFlags specifies this information.

ObjectName
(ASCIIZ) Is returned if InfoFlags specifies this information.
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Connection

Connection NCPs allow a client and a server to create, maintain, and destroy a service connection.
Some Connection NCPs allow a client and server to interact reliably when using an unreliable
(connectionless) datagram service to communicate. Connection maintenance is necessary in an
unreliable messaging environment. When reliable message-switching network interfaces are used,
most of connection maintenance is unnecessary.

To access Connection NCPs, use the following:

» Chapter 10, “Concepts,” on page 179
* Chapter 11, “NCPs,” on page 181
* Chapter 12, “Structures,” on page 223
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Concepts

This section explains ideas that are common to Connection NCPs.

10.1 Unreliable Messaging

In an unreliable message interface environment, the file server checks its current list of service
connections when it receives a Create Service Connection request. If the server already has a
connection with the client issuing the request, that connection is reinitialized to a startup state and
reused.

When any other service request arrives, the server first determines whether the request sequence
number matches the sequence number of the preceding service response message. (The server
always keeps a copy of the service response that it most recently sent to each client it is servicing.) If
the sequence numbers do not match, the service request is processed to generate a new service
response message, and the old service response is replaced. This newly created response message is
then sent to the client.

With an unreliable message interface, the client must retry a given service request until it either
receives the corresponding service response or until the file server or the connecting network has
failed. The client must retry if a service message is lost enroute from the client to the server, or the
service response is lost enroute from the server to the client.

10.2 Timeout Period

The client must determine what a "reasonable" amount of time is for waiting between retries; this
timeout period must allow time for a round-trip message exchange and request processing. One way
to determine the timeout period is for the client to maintain a weighted average of the times required
by previous requests.

Because the time required to service a message may vary, depending on the request type and the
server's workload, it is possible for a server to receive a duplicate of the request it is currently
servicing. This event signals to the server that the client's timeout has expired.

In such cases, the server might reply to the client with a special Request Being Processed message
that informs the client that its request has been received by the server and is being acted upon. When
a client receives the Request Being Processed message, it must reset its timeout and retry counters
and resume waiting for its actual service response message.

If the service response does not arrive before the client's timeout expires, the client must repeat the
service request to safeguard against the possibility of a lost server response. If the server is still
servicing the request, it will respond with another Request Being Processed message. In this manner,
the server can cause a client to wait indefinitely until the client's request has been processed, and the
client receives continuing assurances that the communications link is functioning and the server is
alive.
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NCPs

This section describes each of the Connection NCPs, their Request and Reply formats, and Return
Values.
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Change Connection State 0x2222 23 29

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (2) word (Hi-Lo)
9 SubFunction (29) byte
10 RequestCode byte

Return Values

Decimal Hex Description

0 0x00 Successful

122 Ox7A Connection Already Temporary
123 0x7B Connection Already Logged In
124 0x7C Connection Not Authenticated
224 OxEO No Login Connections Available
251 OxFB Unknown Request

253 OxFD Bad Station Number
Remarks

RequestCode can have the following values:

0 Change logged in to temporary authenticated
1 Change temporary authenticated to logged in
Other Invalid (ERR_UNKNOWN_REQUEST)
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Clear Connection Number 0x2222 23 254

Logs out the specified station.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (2)  word (Hi-Lo)
9 SubFunction (254) byte

10 ConnectionNumber long (Lo-Hi)
Return Values

Decimal Hex Description

0 0x00 Successful

198 0xC6  No Console Rights

253 OxFD  Bad Station Number
Remarks

Clear Connection Number is similar to Clear Connection Number (old) (0x2222 23 210), but the

new request allows station numbers greater than 256.

Any resources of file that the station is using when it is logged out are released and the station's
service connection is broken when Clear Connection Number completes. The station must
reestablish a service connection and log in before it can resume work of the file server.

If the calling station lacks supervisor privileges, No Console Rights (0xC6) is returned and the target

station is not affected.
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Create Service Connection 0x1111

Creates a connection between the server and a client.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
0 RequestType (0x1111) word (Hi-Lo)
2 SequenceNumber (0) byte
3 ConnectionNumber (0xFF) byte
4 TaskNumber (ignored) byte
5 Reserved (ignored) byte
6 RequestCode (ignored) byte

Reply Format

Offset Content Type
0 ReplyType (0x3333) word (Hi-Lo)
2 SequenceNumber (0) byte
3 ConnectionNumber byte
(NewConnectionNumber)
4 TaskNumber (0) byte
5 Reserved (0) byte
6 CompletionCode byte
7 ConnectionStatus (StatusFlags) byte

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
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Remarks

Create Service Connection will succeed if the server is still logically up and has service connections
available.

If the server already has a connection allocated to the specified client, that connection is reinitialized
and reused. The client must set the ConnectionNumber of all subsequent request messages to
the connection number ( NewConnectionNumber) returned by the server in the response
message. Also, the SequenceNumber of the next service request must be set to 1, and the
SequenceNumber of each succeeding request must be set to 1 plus the SequenceNumber of
the previous successful request message.

Bits 2 and 4 of ConnectionStatus must be checked by the client each time that the client receives a
service response. Bit 2 is set if the server has no further connections available. Bit 4 is set if the
server is down.

The server can receive a Create Service Connection request in three circumstances:
1. A station makes an initial request to create a service connection.

The server does not have a connection allocated to the station. The server services the request
by creating a connection and returning a response that contains the new connection number.

2. A station has not yet received a response to the previous request to create a connection.

The server may be in the process of servicing the request, or the server may have already
completed servicing the request and returned the response. The station, however, has probably
timed out waiting for the response and repeated the request to create a service connection.
Since the server knows it has already created the connection, it sends back a response with the
same information as the previous response. The server could ignore a duplicate request to
create a service connection, but the original response may have been lost, so it is important that
a station receive a response to all Create Service Connection requests.

3. A station has not destroyed a previously created service connection.

The station that has already created a service connection did not destroy the connection
conventionally by calling Destroy Service Connection. This situation occurs, for example,
when a station is being rebooted or powered off. If a station is rebooted and subsequently sends
a Create Service Connection request, the server reuses the previous connection number (if the
server has not already relinquished the connection).

The server detects whether a station is still using a connection by implementing a watchdog process.
The watchdog process is awakened periodically by the server process to check the activity of the
current connections. If there are connections that show no activity during the period, the watchdog
process attempts to query those stations in a peer-to-peer fashion. With NetWare's watchdog
implementation, an IPX packet that requests a simple response is sent to each of the apparent
inactive stations. If a station is still using the connection, the station responds appropriately and the
connection remains valid. If a negative response or no response is received by the server, the server
reinitializes the connection number and makes it available again to any station.

A connection number is simply an index to a table maintained by the server. The table contains,
among other items, the unique node address of each station for which a connection is allocated and
the socket on which the station is listening for service response packets. Other special-purpose
sockets are opened by a station when it creates a service connection. These special-purpose sockets,
which include the socket on which a station listens for watchdog packets, are numbered sequentially
on the socket dedicated for service response packets. The number of the socket dedicated to listening
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for watchdog packets is one plus the number of the socket listening for service responses. The
packet structure of the watchdog packet follows:

Offset Contents Type
0 Header IPXPacketHeader
30 PacketSlot byte
31 SignatureChar  byte

The server sets up the Header so that the packet will be sent to the station in question.
PacketSlot is set to the connection number, and SignatureChar is set to a question mark. If
the station that receives the packet must keep the connection contained in PacketS1lot, the station
sets up a similar response packet to return to the server. The station sets SignatureCharto Y (for
Yes), sets PacketSlot to the connection number, and sets up the Header so that the response
packet will be sent to the server. When the watchdog process receives this packet, it will not
relinquish the corresponding connection.

See Also

Destroy Service Connection 0x5555 00 (page 187)
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Destroy Service Connection 0x5555 00

Causes a server to destroy the specified connection (ConnectionNumber) between the server
and the client issuing the request.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
0 RequestType (0x5555) word (Hi-Lo)
2 SequenceNumber (LastSequence + 1) byte
3 ConnectionNumber (ServiceConnection) byte
4 TaskNumber (ignored) byte
5 Reserved (ignored) byte
6 RequestCode (ignored) byte

Reply Format

Offset Content Type
0 ReplyType (0x3333) word (Hi-Lo)
2 SequenceNumber byte

(RequestSequenceNumber)

3 ConnectionNumber (ServiceConnection)  byte
4 TaskNumber (ClientTaskNumber) byte
5 Reserved (0) byte
6 CompletionCode (See below) byte
7 ConnectionStatus (StatusFlags) byte

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
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Remarks

If Destroy Service Connection is successful, the connection slot is reinitialized or made available to
clients who subsequently request a service connection. If the call fails (because the server has no
such connection, or because the specified connection is being used by a client other than the client
issuing the request), the server does not reinitialize the connection, but it still sends a service
response to the requesting client.

The server is required to send a service response because this service request could be a
retransmission of a former request already received and acted upon by the server. If the server's
former response was lost in its route to the previous client, the server could have already granted the
connection to a new client by the time the old client retries the request.

See Also

Create Service Connection Ox1111 (page 184)
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End Of Job 0x2222 24

Allows a client to inform the server that one of its tasks has finished execution.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (24) byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The server will close any active files, unlock any locked byte ranges, and perform the required
clean-up for any file server resources that the indicated task has been using. The server does not
assume any hierarchical relationships between a client's tasks. If such a relationship exists, the client
must ensure that this request is made for each affected task in the appropriate order.

If the task number is set to zero, all the client's tasks have ceased execution and a general "end of

job" clean-up should be performed.
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Generate GUIDs 0x2222 23 33

Returns a list of GUIDs from the server.

NetWare Server: 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFuncCode (33) byte
10 ReturninfoCount long (Lo-Hi)

Reply Format

Offset Content Type

Reply header

8 ReturninfoCount long (Lo-Hi)

12 GUID byte[ReturninfoCount][16] (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The GUID is 16 bytes long, and a maximum of 33 can be returned.
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Get Big Packet NCP Max Packet Size 0x2222 97

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (97) byte
7 PropsedMaxSize word (Hi-Lo)
9 SecurityFlag byte

Reply Format

Offset Content Type

Reply header

8 AcceptedMaxSize word (Hi-Lo)
10 EchoSocket word (Hi-Lo)
12 SecurityFlag byte
Parameters

SecurityFlag

(Request) Specifies the appropriate bits:

0000001b ChecksummingRequested
00000010b SignatureRequested
0000100b CompletSignaturesRequested
00001000b EncryptionRequested
10000000b LargelnternetPacketDisable

AcceptedMaxSize
(Reply) Specifies the smallest of the following variables:
ProposedMaxSize
Server's global MaxPhysicalPacketSize

Receiving board's MLIDMaxPacketSize
Size of two cache buffers

EchoSocket
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(Reply) Is used to hold ECHO packets.

Return Values

Decimal Hex Description

0 0x00 Successful

nonzero NCP 97 not supported
Remarks

In the reply packet, SecurityFlag will be zero if the request packet's SecurityFlag bits are
consistent with the server's SignatureLevelRequired parameter.

If the request packet's SecurityFlag bits are not consistent with the server's
SignaturelevelRequired parameter, the reply packet's SecurityFlag bits will be set to
indicate which bits the requester should set the next time it calls Get Big Packet NCP Max Packet
Size.

For example, if the server requires signatures, but the requester issues NCP 97 with
SecurityFlag setto 00000000b (zero), the reply packet will contain a security flag set to
00000010b (two, which indicates that the server requires signatures). The request should OR the
SecurityFlag of the reply packet with the SecurityFlag in the request packet and make the
NCP 97 request again.

IMPORTANT: After successfully negotiating the security flags, the requester should store the
result of its negotiation in a global variable that indicates whether the NCP session is subject to MD4
signature verification.

The server can be set to one of the following three checksum states:

No Checksums-Checksums are not enabled
Allow Checksums-Client can choose to checksum
Require Checksums-Server will talk only to clients requesting checksums
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Get Connection List From Object 0x2222 23 31

Returns a list of connections using the ObjectID.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (9) word (Hi-Lo)
9 SubFuncCode (31) byte

10 ObjectID long (Hi-Lo)
14 SearchConnNumber long (Lo-Hi)
Reply Format

Offset Content Type

Reply header

8 ConnListLen word (Lo-Hi)

10 ConnlList long[] (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
See Also

Get Object Connection List 0x2222 23 27 (page 198), Get Object Connection List (old) 0x2222 23

21 (page 199)
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Get Internet Address 0x2222 23 26

Allows the use of the high connection byte in the Request/Reply packet header.

NetWare Server: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFuncCode (26) byte
10 TargetConnection long (Lo-Hi)

Reply Format

Offset Content Type
Reply header

8 NetworkAddressStruct struct
20 ConnectionType byte
Parameters
NetworkAddressStruct

(Reply) Specifies the network address of the target connection number.

ConnectionType

(Reply) Specifies the type of connection the target has:

0 Not in use
2 NCP
11 UDP (for IP)

Return Values

Decimal Hex Description

0 0x00 Successful
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Get Internet Address (old) 0x2222 23 19

Returns the physical network address of the client workstation when given the workstation's logical

connection number.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (2) word (Hi-Lo)
9 SubFuncCode (19) byte
10 TargetConnection byte

Reply Format

Offset Content Type
Reply header
8 NetworkAddressStruct struct

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
Remarks

Get Internet Address (old) can be called to determine the address of any client that has a connection
on the network. Typically, this request is made before setting up a direct network dialogue between

two clients.

The format of NetworkAddress is network dependent.

Get Internet Address (old) is replaced by Get Internet Address (0x2222 23 26).
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See Also

Get Object Connection List (old) 0x2222 23 21 (page 199), Get Internet Address 0x2222 23 26
(page 194)
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Get Login Key 0x2222 23 23

Returns an 8-byte password key for the calling station.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (1) word (Hi-Lo)
9 SubFuncCode (23) byte
10 TargetConnection byte
Reply Format

Offset Content Type

Reply header

8 Key byte[8]
Return Values

Decimal Hex Description

0 0x00  Successful

150 0x96  No Allocation Space
See Also

Keyed Object Login 0x2222 23 24 (page 209)
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Get Object Connection List 0x2222 23 27

Allows the use of the high connection byte in the request/reply packet header.

NetWare Server: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (8 + ObjectNameLen) word (Hi-Lo)

9 SubFunction (27) byte

10 SearchConnNumber long (Lo-Hi)

14 ObjectType word (Hi-Lo)

16 ObjectNamelLen byte

17 ObjectName byte[ObjectNameLen]

Reply Format

Offset Content Type

Reply header

8 ConnListLen byte

9 ConnNumberList  long[ConnListLen] (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00  Successful
Remarks

SearchConnNumber should be set to zero initially. Subsequent requests use the highest
connection number returned in ConnNumberList.

See Also

Get Object Connection List (old) 0x2222 23 21 (page 199)
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Get Object Connection List (old) 0x2222 23 21

Returns a list of the connection numbers on the server for clients logged in with the specified
ObjectName and ObjectType.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (4 + ObjectNameLen) word (Hi-Lo)

9 SubFunction (21) byte

10 ObjectType word (Hi-Lo)

12 ObjectNameLen byte

13 ObjectName byte[ObjectNameLen]

Reply Format

Offset Content Type

Reply header

8 ListLen byte

9 ConnectionNumberList long[ListLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Space
240 OxFO lllegal Wildcard

252 OxFC No Such Object

254 OxFE Directory Locked
255 OxFF Hard Failure
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Remarks

If no client is logged in using the specified ObjectName and ObjectType, the list length
returned by the server is set to zero.

Get Object Connection List (old) is replaced by Get Object Connection List (0x2222 23 27) and
replaces Get User Connection List (0x2222 23 2).

See Also

Get Internet Address (old) 0x2222 23 19 (page 195), Get User Connection List (old) 0x2222 23 02
(page 207), Get Object Connection List 0x2222 23 27 (page 198)
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Get Station Number 0x2222 19

Returns the calling station's 3-byte station number.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (19) byte

Reply Format

Offset Content Type
Reply header
8 StationNumber byte[3]

Return Values

Decimal Hex Description
0 0x00 Successful
See Also

Get Station's Logged Info (old) 0x2222 23 22 (page 203)
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Get Station's Logged Info 0x2222 23 28

Allows the use of the high connection byte in the request/reply packet header.

NetWare Server: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFunction (28) byte

10 TargetConnectionNum long (Lo-Hi)
Reply Format

Offset Content Type

Reply header

8 UniqueUserID long (Hi-Lo)

12 UserType word (Hi-Lo)

14 UserName byte[48]

62 LoginTime byte[7]

69 reserved (0) byte

Return Values

Decimal Hex Description

0 0x00 Successful
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Get Station's Logged Info (old) 0x2222 23 22

Returns information about a user at the given connection number.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (2) word (Hi-Lo)
9 SubFunctionCode (22) byte
10 TargetConnectionNumber byte
Reply Format

Offset Content Type

Reply header

8 UniqueUserID long (Hi-Lo)

12 UserType word (Hi-Lo)

14 UserName byte[48]

62 LoginTime byte[7]

69 Reserved byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Space
252 OxFC No Such Object

253 OxFD Bad Station Number
254 OxFE Directory Locked

255 OxFF Hard Failure
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Remarks

LoginTime has the following format:

Byte Value Description

0 Year Contains a value from 0-99. Values from 80-99 correspond to the years
1980-1999. Values from 0-79 correspond to the years 2000-2079.

1 Month Contains a value from 1-12, which corresponds to the months January
through December.

2 Day Contains a value from 1-31, which indicates the current day of the month.

3 Hour Contains a value from 0-23, which indicates the hour of the day (0 means
12:00 midnight, 23 means 11:00 p.m., etc.).

4 Minute Contains a value from 0-59, which indicates the current minute in the hour.

5 Second Contains a value from 0-59, which indicates the current second in the
minute.

6 DayOfWeek Contains a value from 0-6, which corresponds with the weekday (0 for

Sunday, 6 for Saturday, etc.).

Any client can call Get Station’s Logged Info (old) (0x2222 23 22).

Get Station’s Logged Info (old) (0x2222 23 22) is replaced by Get Station’s Logged Info (0x2222 23
28).

See Also

Get Station's Logged Info 0x2222 23 28 (page 202), Get Object Connection List (old) 0x2222 23 21
(page 199)
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Get Station's Logged Info (old) 0x2222 23 05

Returns a station's log record from the network to the calling station.

NetWare Server: 2.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStrucLen (1) word (Hi-Lo)
9 SubFunctionCode (5) byte
10 TargetConnectionNumber  byte

Reply Format

Offset Content Type
Reply header

8 UserName byte[16]
24 LoginTime byte[7]
31 FullName byte[39]
70 UserlD long

74 SecurityEquivalentList  long[32]
202 Reserved?2 byte[64]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Space
252 OxFC No Such Object

253 OxFD Bad Station Number
254 OxFE Directory Locked
255 OxFF Hard Failure
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Remarks

The log record includes the name and security equivalence list for the station. The caller must be an
object of type USER.

The reply message, not including the reply header, is a fixed length of 258 bytes. UserName will
contain only the first 15 bytes of the (potential) 47-byte username; all other characters are lost.

SecurityEquivalentList contains the ID numbers of up to 32 objects (users and groups)
that security equivalent to the caller, while Ful1lName and Reserved?2 are set to NULL.
LoginTime and UserID are correct.

Get Station’s Logged Info (old) (0x2222 23 05) is maintained only for compatibility with the logout
process of NetWare 4.61 and below. For NetWare 1.0 through 3.1, Get Station’s Logged Info (old)
(0x2222 23 05) is replaced by Get Station’s Logged Info (0x2222 23 22). For NetWare 3.11, Get
Station’s Logged Info (old) (0x2222 23 05) is replaced by Get Station’s Logged Info (0x2222 23
28).

The replacement request should be used to get the names of users logged in to a station, and the
bindery requests should be used to get information about a user's groups and security information.

See Also

Get Station's Logged Info (old) 0x2222 23 22 (page 203), Get Station's Logged Info 0x2222 23 28
(page 202)
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Get User Connection List (old) 0x2222 23 02

Returns a list of connection numbers on the server for clients logged in with the specified
UserName .

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (2 + UserNameLen) word (Hi-Lo)

9 SubFunctionCode (2) byte

10 UserNamelLen byte

11 UserName byte[UserNamelLen]

Reply Format

Offset Content Type

Reply header

8 ListLen byte

9 ConnectionNumberList byte[ListLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Space
240 O0xFO lllegal Wildcard

252 OxFC No Such Object

254 OxFE Directory Locked
255 OxFF Hard Failure
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Remarks

If no client is logged in using the specified UserName, the list length returned by the server is set to
Zero.

Get User Connection List (0ld) is a request from the earliest version of NetWare. It is the same as
Get Object Connection List (0x2222 23 21), except that it assumes an object of type USER.

See Also

Get Object Connection List (old) 0x2222 23 21 (page 199)
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Keyed Object Login 0x2222 23 24

Logs in the specified bindery object, using the 8-byte key previously assigned to the object.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (12 + ObjectNameLen) word (Hi-Lo)

9 SubFunctionCode (24) byte

10 Key byte[8]

18 ObjectType word (Hi-Lo)

20 ObjectNamelen byte

21 ObjectName byte[ObjectNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 No Allocation Space
193 0xC1 No Account Balance
194 0xC2 Credit Limit Exceeded
197 0xC5 Server Login Locked
217 0xD9 Maximum Logins Exceeded
218 OxDA Bad Login Time

219 0xDB Node Address Violation
220 0xDC Account Expired

222 OxDE Bad Password

See Also

Get Login Key 0x2222 23 23 (page 197)

NCPs 209



Login Object 0x2222 23 20

Enables a client to identify itself to the file server and gain rights to access certain directories (and

files) within the file server.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (20)  byte

10 ObjectType word (Hi-Lo)

12 ClientNameLen byte

13 ClientName byte[ClientNameLen]

13 + ClientNameLen PasswordLen

14 + ClientNamelLen Password

byte

byte[PasswordLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Space
193 0xC1 No Account Balance
194 0xC2 Credit Limit Exceeded
197 0xC5 Server Login Locked
214 0xD6 Unencrypted Password
215 0xD7 Account Bad

217 0xD9 Maximum Logins Exceeded
218 0xDA Bad Login Time

219 0xDB Node Address Violation
222 O0xDE Bad Password

223 OxDF Old Password

232 OxE8 Write To Group
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Decimal Hex Description

236 OxEC No Such Set

237 OxED Property Exists
239 OxEF lllegal Name

240 0xFO llegal Wildcard
241 OxF1 Bindery Security
242 0xF2 No Object Read
246 OxF6 No Property Delete
251 O0xFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

Each server keeps a small database of information, called the bindery, about various named objects
and their associated properties. File server "users" are one of the types of objects that appear in the
bindery.

Most client objects identify themselves as Object Type 1, type USER. See Section 7.2,
“ObjectType,” on page 109 for other possible object types.

Receipt of a Login Object request causes the file server to automatically release any access
privileges that the client previously had.

SubFuncStrucLen =5+ ClientNamelLen + PasswordLen

See Also

Login User (old) 0x2222 23 00 (page 212), Logout 0x2222 25 (page 214), Keyed Object Login
0x2222 23 24 (page 209), Get Login Key 0x2222 23 23 (page 197)
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Login User (old) 0x2222 23 00

Logs in an object of type USER.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen word (Hi-Lo)

9 SubFunctionCode (0) byte

10 UserNamelLen byte

11 UserName byte[UserNameLen]
11 + UserNamelLen PasswordLen byte

12 + UserNameLen Password byte[PasswordLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Space
193 0xC1 No Account Balance
194 0xC2 Credit Limit Exceeded
197 0xC5 Server Login Locked
215 0xD7 Account Bad

217 0xD9 Maximum Logins Exceeded
218 0xDA Bad Login Time

219 0xDB Node Address Violation
222 OxDE Bad Password

223 OxDF Old Password

232 OxE8 Write To Group

236 OxEC No Such Set

237 OxED Property Exists

239 OxEF lllegal Name
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Decimal Hex Description

240 0xFO Illegal Wildcard
241 OxF1 Bindery Security
242 0xF2 No Object Read
246 OxF6 No Property Delete
251 OxFB No Such Property
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

Login User (old) is still used in the NetWare 2.0a shell but is no longer called in NetWare 2.1 and

above shells.

SubFuncStrucLen =3 + UserNamelLen + PasswordLen

See Also

Logout 0x2222 25 (page 214)
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Logout 0x2222 25

Allows a client to relinquish its current server access privileges without breaking its service
connection.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (25) byte

Return Values

Decimal Hex Description

0 0x00 Successful
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Negotiate Buffer Size 0x2222 33

Allows a client to negotiate the buffer size that it will use when sending file read and write requests

to the server.

NetWare Server: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (33) byte

7 ProposedBufferSize word (Hi-Lo)
Reply Format

Offset Content Type

Reply header

8 AcceptedBufferSize word (Hi-Lo)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Clients are constrained by the buffer size in two ways. First, any file read or file write request cannot
ask for more data than will fit in the negotiated buffer size. Second, any file read or file write
requests can not cross a logical byte boundary that corresponds to the negotiated buffer size.

ProposedBufferSize contains the buffer size the client wants to use. This buffer size is only a
proposed buffer size and can be modified by the server. AcceptedBufferSize contains the
buffer size that the client and the server must actually use for file reading and writing.
AcceptedBufferSize will be less than or equal to ProposedBufferSize.

Buffer sizes are constrained to one of the following sizes:

.SK 512 bytes

1K 1,024 bytes
2K 2,048 bytes
4K 4,096 bytes
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8K 8,192 bytes
16K 16,384 bytes
32K 32,768 bytes

When a service connection is first established, the server assumes a default buffer size of 512 bytes.

See Also

Read From a File 0x2222 72 (page 432), Write to a File 0x2222 73 (page 509)
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Request Being Processed 0x9999

Signals the client that the server has received a duplicate service request and that the original request
is still being processed.

NetWare Server: 3.x,4.x, 5.x

Reply Format

Offset Content Type

0 ReplyType (0x9999) word (Hi-Lo)
2 SequenceNumber (N/A) byte

3 ConnectionNumber byte

(ConnectionNumber)

4 TaskNumber (TaskNumber)  byte

5 Reserved (N/A) byte

6 CompletionCode (N/A) byte

7 ConnectionStatus (N/A) byte
Remarks

This message can be the response to any service request made by the client. If a client receives this
request, it must reset its timeout and retry counters and continue to wait for the actual service reply
to arrive from the server. If the service reply does not arrive before the timeout counter expires, the
client should repeat the request.

If the server and the client use a guaranteed delivery message protocol (such as SPX) to
communicate, this message does not need to be returned to the caller.

The following message is not a request message:

This Request Being Processed

See Also

Request Processed 0x3333 (page 218)
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Request Processed 0x3333

Signals the client that the server has completed servicing a request.

NetWare Server: 3.x, 4.x, 5.x

Reply Format

Offset Content Type
0 ReplyType (0x3333) word (Hi-Lo)
2 SequenceNumber byte

(RequestSequenceNumber)

3 ConnectionNumber byte
(ServiceConnection)

4 TaskNumber (ClientTaskNumber)  byte

5 Reserved (0) byte

6 CompletionCode byte

7 ConnectionStatus (StatusFlags) byte

Remarks

The Reply Format is valid for all functions except Create Service Connection and Destroy Service
Connection.

SequenceNumber, ConnectionNumber, and TaskNumber will match the request fields by
the same name for the corresponding request.

CompletionCode should be checked for all replies; a nonzero value indicates that an error
occurred while the client's request was being processed by the file server.

ConnectionStatus contains the following bits of information:

Bit 0 Set if the client's request contained a bad service connection

Bit 2 Set if the client requested a service connection and the file server has no further connections
available

Bit 4 Set if the file server is down
Bit 6 Set if the file server is holding a broadcast message for the client

ConnectionStatus should be checked by the client each time a service response message ("Request
Processed" or "Request Being Processed") is received. If Bit 4 is set, the client knows that the
service connection has been terminated.

The following message is not a request message:

This Request Processed
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See Also

Request Being Processed 0x9999 (page 217)
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Set Watchdog Delay Interval 0x2222 23 30

Allows a connection to specify the watchdog delay interval.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFunctionLen (5) word (Hi-Lo)
9 SubFunctionCode (30) byte
10 NumberOfMinutesToDelay long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Invalid Number of Minutes to Delay
Remarks

The watchdog delay interval is the time the server delays before the watchdog begins checking to
see if the connection is still active. By setting the watchdog delay interval, a connection can power
down for up to two weeks and still maintain its connection with the server. A connection can delay
watchdog packets only for itself.

NumberOfMinutesToDelay can have the following values (in minutes):

0 Reset the connection to the default
1-20,199 Amount of time to delay the watchdog packets (one minute to approximately two weeks).
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Set Connection Language Encoding 0x2222 23 34

Allows you to set the code page of the connection to the same code page as the client who initiated
the connection.

NetWare Server: 6.5 SP1 and later

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (32) word (Hi-Lo)
9 SubFuncCode (34) byte

10 SetMask long (Lo-Hi)
14 NCPEncodedStringsBits long (Lo-Hi)
18 CodePage long (Lo-Hi)
22 Reserved long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Not Connected

253 0xFD Bad Station Number
Remarks

The client can set the UTF8 NCP_STRINGS ENABLED (0x1000) bit, which indicates to a
supporting file system that NCP request path strings are UTF8 encoded, in the status field of the
connection. For any volumes that support the UTF8 encoded feature, the
VIUTF8NCPStringsEnabledBit (0x80) bit is set in the statusFlagBits field (which can be retrieved
by calling Get Extended Volume Information 0x2222 22 51 (page 347).

To change the UTF8 NCP_STRINGS ENABLED status field in the connection, you must set the
SetMask field to NCPEncodedStringsBits. To remove the UTF8 NCP_STRINGS ENABLED
status field, you must set the SetMask field to NCPEncodedStringsBits and set the
NCPEncodedStringsBits field to 0 before making the NCP request. The NCPEncodedStringsBits
field and the CodePage field can both be set in the same request, provided that the proper SetMask
bits are set.

The bit mask for the SetMask field follows:
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Bit(s) Definition

0 NCP Encoded Strings Bit
1 Connection Code Page Bit
2-15 reserved

See Also

Get Extended Volume Information 0x2222 22 51 (page 347), Enumerate Connection Information
from Connection List 0x2222 123 16 (page 972)
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Structures

This section describes the Connection structures and their fields.
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NetworkAddressStruct

Returns the internet address information.

Syntax

struct NetworkAddressStruct

{
byte NetworkAddress[4];

byte NetworkNodeAddress[6];
word NetworkSocket (Hi-Lo)

}s
Remarks

For an IP-only server, the 4-byte IP address is placed into the 4-byte NetworkAddress field of
the NetworkAddressStruct, while the NetworkNodeAddress and NetworkSocket fields are

left blank.
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Data Migration

Data Migration NCPs allow workstations or NLMs to do the following:

» Retrieve information about Data Migration files or a specific volume

» Retrieve Data Migration support module information or information about the Data Migration
NLM

* Get or Set the default read-write support module ID

* Migrate or demigrate files to a device supported by a Data Migration support module
Data Migration is the process of migrating or moving data from a NetWare volume to an online data
media such as disk, tape, or CD ROM. Although data is migrated, the NetWare file system continues
to perceive data as residing on a NetWare volume. Data Migration offers NetWare users a way of
optimizing space on a NetWare volume. For example, by migrating data in files that are least

recently used or least frequently accessed, users gain optimum space on NetWare volumes, yet can
see and, if necessary, retrieve migrated data with relative speed.

Because Data Migration is a real-time process, a user at a workstation can request data migration/
demigration for a specified file, and the migration/demigration will occur immediately and
transparently to the user. Users can also mark files as ineligible for migration.

To access Data Migration NCPs, use the following:

» Chapter 13, “Concepts,” on page 227
* Chapter 14, “NCPs,” on page 229
» Chapter 15, “Structures,” on page 247
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Concepts

This section explains ideas that are common to Data Migration NCPs.

13.1 Support Modules

Data Migration is implemented in NetWare 4.0 as the Data Migration NLM and as various, optional
Data Migration Support Module NLMs. Up to 32 Support Modules and their associated devices,
whether hard disk, tape, CD ROM, etc. can register with Data Migration.
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NCPs

This section describes each of the Data Migration NCPs, their Request and Reply formats, and
Return Values.
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DM File Information 0x2222 90 129

Returns information about Data Migration files.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte
7 SubFuncStrucLen (13)  word (Hi-Lo)
9 SubFuncCode (129) byte
10 Volume long (Lo-Hi)
14 DirectoryEntry long (Lo-Hi)
18 NameSpace long (Lo-Hi)

Reply Format

Offset Content Type

Reply header

8 SupportModulelD long (Lo-Hi)
12 RestoreTime long (Lo-Hi)
16 DMinfoEntries long (Lo-Hi)
XX+ DMINFO (page 248) structure
Parameters

Volume

(Request) Specifies the NetWare volume for which information is requested.

DirectoryEntry

(Request) Specifies the directory entry for which information is requested.

NameSpace

(Request) Specifies the name space of the file(s) for which information is requested.

SupportModuleID
(Reply) Specifies the Support Module containing the migrated data.

RestoreTime
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Specifies the estimated time in seconds that the support module believes that it will take to

demigrate the file.

DMInfoEntries

(Reply) Specifies the number of valid DMINFO entries.

DMINFO

(Reply) Points to the DMINFO structure, which contains information about the Data Migration

data streams.

Return Values

Decimal Hex Description
0 0x00 Successful
126 Ox7E Invalid Length
152 0x98 Invalid Volume
168 O0xA8 Access Denied
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DM Support Module Information 0x2222 90 132

Returns information about Data Migration NLM support modules or a list of all loaded support
module IDs.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte
7 SubFuncStrucLen (9) word (Hi-Lo)
9 SubFuncCode (132) byte
10 InfoLevel long (Lo-Hi)
14 SupportModulelD long (Lo-Hi)

Reply Format (InfoLevel = 0)

Offset Content Type

Reply header

8 IOFlag long (Lo-Hi)
12 SMinfoSize long (Lo-Hi)

16 AvailableSpace  long (Lo-Hi)
20 UsedSpace long (Lo-Hi)
24+ SModuleName byte

XX+ SMinfo byte

Reply Format (InfoLevel = 1)

Offset Content Type

Reply header

8 NumberOfSMs long (Lo-Hi)
12+ SMIDsJ] long (Lo-Hi)
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Reply Format (InfoLevel = 2)

Offset Content Type
Reply header

8 NameLen byte
9+ Name byte[]
Parameters
Infolevel

(Request) Specifies the type of information to retrieve.

SupportModuleID

(Request) Specifies the ID number of the support module.

IOFlag

(Reply) Specifies the read and write access status.

SMInfoSize

(Reply) Specifies the size of the specific device information block (maximum 384 bytes).

AvailableSpace

(Reply) Specifies the amount of space left free on the support module.

UsedSpace

(Reply) Specifies the amount of space used through the support module.

SModuleName

(Reply) Specifies the name of the support module.

SMInfo

(Reply) Specifies the information about a selected Data Migration support module.

NumberOfSMs

(Reply) Specifies the number of valid support module IDs.

SMIDs

(Reply) Specifies the list of support module IDs.

NameLen

Specifies the length of the support module name.

Name

Specifies the name of the support module that has been loaded and registered.
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Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length

168 0xA8 Invalid Support Module 1D
255 OxFF Failure or Invalid Info Level
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DM Support Module Capacity Request 0x2222 90 135

Queries the server for the support module information, which includes the block size in sectors, total
blocks, and used blocks.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte

7 SubFuncStrucLen (1+ SMCapacityReq) word (Hi-Lo)

9 SubFuncCode (135) byte

10 CapacityRequest SMCapacityReq (page 249)

Reply Format

Offset Content Type

Reply header

8 SMBlockSizelnSectors long (Lo-Hi)
12 SMTotalBlocks (-1 = unlimited) long (Lo-Hi)
16 SMUsedBlocks long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length

168 0xA8 Invalid Support Module ID
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Get/Set Default Read-Write Support Module ID 0x2222
90 134

Returns or sets the default support module ID.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte
7 SubFuncStrucLen (9)  word (Hi-Lo)
9 SubFuncCode (134) byte
10 Get/Set Flag long (Lo-Hi)
14 SupportModulelD long (Lo-Hi)

Reply Format

Offset Content Type

Reply header

8 SupportModulelD  long (Lo-Hi)
Parameters

Get/SetFlag

(Request) Specifies the default read/write support module ID to set or return:

0 Returns the default support module ID
1 Sets the default support module ID

SupportModuleID

(Request) Specifies whether to clear or return the default support module ID:

NULL (Set) Clear the default support module ID
NULL (Get) No default support module ID has been set

SupportModuleID
(Reply) Specifies the ID of the support module.
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Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length

236 OxEC Invalid Support Module ID

251 OxFB No Such Property or Invalid Get/Set Flag
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Migrator Status Info 0x2222 90 131

Returns information about the migrator.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte
7 SubFuncStrucLen (1)  word (Hi-Lo)
9 SubFuncCode (131) byte

Reply Format

Offset Content Type

Reply header

8 DMPresentFlag long (Lo-Hi)
12 DMmajorVersion long (Lo-Hi)
16 DMminorVersion long (Lo-Hi)
Parameters

DMPresentFlag

(Reply) Specifies whether the Data Migration NLM has been loaded:

0 Data Migration NLM is not loaded
1 Data Migration NLM has been loaded and is running

DMmajorVersion

(Reply) Specifies the major version number of the migrator.

DMminorVersion

(Reply) Specifies the minor version number of the migrator.

Return Values

Decimal Hex Description

0 0x00 Successful
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Decimal Hex Description

126 Ox7E Invalid Length
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Move File Data From DM 0x2222 90 133

Moves a file back to the specified NetWare volume.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte

7 SubFuncStrucLen (13) word (Hi-Lo)
9 SubFuncCode (133) byte

10 Volume long (Lo-Hi)
14 DirectoryEntry long (Lo-Hi)
18 NameSpace long (Lo-Hi)
Parameters

Volume

(Request) Specifies the NetWare volume to be demigrated.

DirectoryEntry
(Request) Specifies the directory entry to be demigrated.

NameSpace

(Request) Specifies the name space associated with the information to be demigrated.

Return Values

Decimal Hex Description

0 0x00 Successful

120 0x78 Service Unavailable on this Volume
126 Ox7E Invalid Length

152 0x98 Disk Map Error (Invalid Volume)
156 0x9C Invalid Directory Entry

168 0xA8 Access Denied
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Remarks

In NetWare 4.10, an invalid name Space parameter will abend the server.
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Move File Data To DM 0x2222 90 128

Moves a file's data to some online long-term storage media but leaves the file visible on a NetWare
volume.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte

7 SubFuncStrucLen (21)  word (Hi-Lo)
9 SubFuncCode (128) byte

10 Volume long (Lo-Hi)
14 DirectoryEntry long (Lo-Hi)
18 NameSpace long (Lo-Hi)
22 SupportModulelD long (Lo-Hi)
26 Flags long (Lo-Hi)
Parameters

Volume

(Request) Specifies the NetWare volume to be migrated.

DirectoryEntry
(Request) Specifies the directory entry to be migrated.

NameSpace

(Request) Specifies the name space associated with the information to be migrated.

SupportModuleID

(Request) Specifies the assigned ID number of the support module to migrate data to or
specifies the default support module value:

#define UseDefaultRdWrSupportModule Ox646460d6d

Flags
(Request) Specifies the type of media the information will be migrated to (0 or 1).
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Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length

152 0x98 Disk Map Error

156 0x9C Invalid Path

168 0xA8 Invalid Support Module ID
Remarks

In NetWare 4.10, an invalid name Space parameter will abend the server.
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RTDM Request 0x2222 90 136

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte
7 SubFuncStrucLen (6)  word (Hi-Lo)
9 SubFuncCode (136) byte
10 Verb long (Lo-Hi)
14 VerbData byte

Return Values

Decimal Hex Description

0 0x00 Successful
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Volume DM Status 0x2222 90 130

Returns information about the Data Migration NLM on a specified volume.

NetWare Server: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (90) byte

7 SubFuncStrucLen (9)  word (Hi-Lo)
9 SubFuncCode (130) byte

10 Volume long (Lo-Hi)
14 SupportModulelD long (Lo-Hi)
Reply Format

Offset Content Type

Reply header

8 NumOfFilesMigrated  long (Lo-Hi)
12 TtIMigratedSize long (Lo-Hi)
16 SpaceUsed long (Lo-Hi)
20 LimboUsed long (Lo-Hi)
24 SpaceMigrated long (Lo-Hi)
28 FileLimbo long (Lo-Hi)
Parameters

Volume

(Request) Specifies the NetWare volume for which status information is requested.

SupportModuleID

(Request) Specifies the ID number of the support module for which information is requested.

NumOfFileMigrated

(Reply) Specifies the number of files from the selected volume that has been migrated.

TtlMigratedSize

(Reply) Specifies the total size needed to recover all the data on the selected volume.
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Return Values

Decimal Hex Description

0 0x00  Successful

120 0x78  Service Unavailable on this Volume
126 O0x7E Invalid Length

152 0x98  Disk Map Error
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Structures

This section describes the Data Migration structures and their fields.
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DMINFO

Returns information about the Data Migration data streams.

Syntax

typedef struct

{
LONG DataSize;
} DMINFO;
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SMCapacityReq

Specifies information about the support module for which to return information.

Syntax

typedef struct
{

LONG SupModID;

LONG Vol;

LONG TargetDirectoryBase;
} SMCapacityReq;
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Extended Attributes

Extended Attributes NCPs allow you to close, enumerate, duplicate, read, and write a file's extended
attributes.

To access Extended Attributes NCPs, use the following:
» Chapter 16, “Concepts,” on page 253
» Chapter 17, “NCPs,” on page 255

» Chapter 18, “Structures,” on page 267
» Chapter 19, “Values,” on page 273
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Concepts

This sectione explains ideas that are common to Extended Attributes NCPs.

16.1 Read and Write Positions

All read and write positions are based on a 128-byte page in the file server; therefore, read and write
positions always start on a mod(128)-byte boundary. All data is passed between the server and client
in 512-byte data chunks, except that the last transfer can be less than 512-bytes.

Extended Attribute values are always read or written completely; no partial read or writes are
allows.

The starting value of the read or write position is zero. Some Extended Attribute NCPs return the
next read or write position to use for the next request.
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NCPs

This section describes each of the Extended Attributes NCPs, their Request and Reply formats, and
Return Values.
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Close Extended Attribute Handle 0x2222 86 01

Closes an extended attribute handle.

NetWare Server: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (86) byte
7 SubFunction (01) byte
8 reserved (0) word (Lo-Hi)
10 EAHandle long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 SUCCESSFUL

207 OxCF ERR_INVALID_EA HANDLE

21 0xD3 ERR_EA_VOLUME_NOT_MOUNTED
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Duplicate Extended Attributes 0x2222 86 05

NetWare Server: 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (86) byte

7 SubFunction (05) byte

8 SrcFlags (see Section 19.3, “Flags Values,” word (Lo-Hi)
on page 274)

10 DstFlags (see Section 19.3, “Flags Values,” word (Lo-Hi)
on page 274)

12 SrcEAHandleStruct (page 268) structure

20 DstEAHandleStruct (page 268) structure

Reply Format

Offset Content Type

Reply header

8 DuplicateCount long (Lo-Hi)

12 DataSizeDuplicated long (Lo-Hi)

16 KeySizeDuplicated long (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 SUCCESSFUL
209 0xD1 ERR_EA_ACCESS_DENIED

ERR_NO_SET_PRIVILEGES
ERR_NO_ALLOC_SPACE
ERR_EA_INTERNAL_FAILURE
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Remarks

You cannot use the EA Handle or Immediate Close Handle settings in the flags parameters.
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Enumerate Extended Attribute 0x2222 86 04

NetWare Server: 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (86) byte

7 SubFunction (04) byte

8 Flags (see Section 19.3, “Flags Values,” on word (Lo-Hi)

page 274)

10 EAHandleStruct (page 268) structure

18 InspectSize long (Lo-Hi)
22 EnumerateSequence word (Lo-Hi)
24 KeyLength word (Lo-Hi)
26 Keyl] byte

Reply Format (InformationLevel = 0)

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)
12 TtIEAs long (Lo-Hi)
16 TtIEAsDataSize long (Lo-Hi)
20 TtIEAsKeySize long (Lo-Hi)
24 NewEAHandle long (Lo-Hi)
28 reserved (0) word (Lo-Hi)
30 reserved (0) word (Lo-Hi)

Reply Format (InformationLevel = 1)

Offset Content Type

Reply header
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Offset Content Type

8 ErrorCode long (Lo-Hi)
12 TtIEAs long (Lo-Hi)
16 TtIEAsDataSize long (Lo-Hi)
20 TtIEAsKeySize long (Lo-Hi)
24 NewEAHandle long (Lo-Hi)
28 NextEnumerateSequence word (Lo-Hi)
30 EnumEAStructCount word (Lo-Hi)
32 EnumEAStruct_Lvl1 (page 269) structures
Reply Format (InformationLevel = 6)

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)
12 THEAs long (Lo-Hi)
16 TtIEAsDataSize long (Lo-Hi)
20 THIEAsKeySize long (Lo-Hi)
24 NewEAHandle long (Lo-Hi)
28 reserved (0) word (Lo-Hi)
30 reserved (0) word (Lo-Hi)
32 EnumEAStruct_Lvl6 (page 270)[] structure
Reply Format (InformationLevel = 7)

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)
12 TtIEAs long (Lo-Hi)
16 TtIEAsDataSize long (Lo-Hi)
20 THIEAsKeySize long (Lo-Hi)
24 NewEAHandle long (Lo-Hi)
28 NextEnumerateSequence word (Lo-Hi)
30 EnumEAStructCount word (Lo-Hi)
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Offset Content

Type

32 EnumEAStruct_LvI7 (page 271)]] structure

Return Values

Decimal Hex Description

0 0x00 SUCCESSFUL

201 0xC9 ERR_EA_NOT_FOUND

207 0xCF ERR_INVALID_EA HANDLE

209 0xD1 ERR_EA_ACCESS_DENIED
ERR_INTERNAL_FAILURE
ERR_NO_ALLOC_SPACE
ERR_UNKNOWN_REQUEST

Remarks

The first time Enumerate Extended Attribute is called, EnumerateSequence must be zero. For
subsequent requests, set EnumerateSequence to the value previously returned in
NextEnumerateSequence.

If KeyLength equals zero, a list of all Extended Attributes, including the information about each
Extended Attribute, is returned. If a key is used, only information Level 6 may be used.

When you are using a Level 6 enumerate request, Tt ILEAsDataSize and Tt1EAsKeySize
contain the size of only the specified value and key, while Tt LEAs contains one. KeyPages and
ValuePages in the structure contain the number of Extended Directory pages that were used.

See Section 19.3, “Flags Values,” on page 274 for the description of InformationLevel.
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Read Extended Attribute 0x2222 86 03

NetWare Server: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (86) byte

7 SubFunction (03) byte

8 Flags (see Section 19.3, “Flags Values,” on word (Lo-Hi)
page 274)

10 EAHandleStruct (page 268) structure

18 ReadPosition long (Lo-Hi)

22 InspectSize long (Lo-Hi)

26 KeyLength word (Lo-Hi)

28 Keyl] byte

Reply Format

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)

12 TtlValuesLength long (Lo-Hi)

16 NewEAHandle long (Lo-Hi)

20 AccessFlag (see Section 19.1, “Access long (Lo-Hi)
Flag Values,” on page 273)

24 ValueLength word (Lo-Hi)

26 Value[] byte

Return Values

Decimal

Hex Description

0

0x00 SUCCESSFUL
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Decimal Hex Description

201 0xC9 ERR_EA_NOT_FOUND

206 0xCE ERR_EA_BAD_DIR_NUM

207 OxCF ERR_INVALID_EA HANDLE

209 0xD1 ERR_EA_ACCESS_DENIED

21 0xD3 ERR_EA_VOLUME_NOT_MOUNTED
ERR_NO_SET_PRIVILEGES
ERR_NO_ALLOC_SPACE
ERR_EA_INTERNAL_FAILURE
ERR_EA_INSPECT_FAILURE
ERR_INVALID_FILE_HANDLE
ERR_INVALID_PATH

Remarks

Key should be sent only on the first request; subsequent requests should not contain a key value. Set

KeyLength to zero after the first request.
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Write Extended Attribute 0x2222 86 02

NetWare Server: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (86) byte

7 SubFunction (02) byte

8 Flags (see Section 19.3, “Flags Values,” on word (Lo-Hi)
page 274)

10 EAHandleStruct (page 268) structure

18 TtiWriteDataSize long (Lo-Hi)

22 WritePosition long (Lo-Hi)

26 AccessFlag (see Section 19.1, “Access long (Lo-Hi)
Flag Values,” on page 273)

30 ValuelLength word (Lo-Hi)

32 KeyLength word (Lo-Hi)

34 Keyl] byte

XX Value(] byte

Reply Format

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)

12 BytesWritten long (Lo-Hi)

16 NewEAHandle long (Lo-Hi)

Return Values

Decimal

Hex Description

0

0x00 SUCCESSFUL
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Decimal Hex Description

200 0xC8 ERR_MISSING_EA_KEY

201 0xC9 ERR_EA_NOT_FOUND

203 0xCB ERR_EA_NO_KEY_NO_DATA

206 O0xCE ERR_EA_BAD_DIR_NUM

207 OxCF ERR_INVALID_EA HANDLE

209 0xD1 ERR_EA_ACCESS_DENIED

210 0xD2 ERR_DATA_PAGE_ODD_SIZE

21 0xD3 ERR_EA_VOLUME_NOT_MOUNTED

212 0xD4 ERR_BAD_PAGE_BOUNDARY
ERR_NO_SET_PRIVILEGES
ERR_EA_INTERNAL_FAILURE
ERR_INVALID_PATH
ERR_EA_WRITE_OUT_OF_RANGE
ERR_INSUFFICIENT_SPACE
ERR_HARD_FAILURE

Remarks

Key should be sent only on the first request; subsequent requests should not contain a key value. Set

KeyLength to zero after the first request.
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Structures

This section describes the Extended Attributes structures and their fields.
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EAHandleStruct

Bit Definitions

Bits 1 and 0 of the flags definition are reserved for EAHandleStruct as follows:

Bit 1 Bit 0 EA Handle Structure

0 0 LONG EAHandle;LONG reserved;

0 1 BYTE NetWareHandle[4];LONG reserved;
1 0 LONG Volume;LONG DirectoryNumber;

1 1 reserved
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EnumEAStruct_Lvi1

Syntax

Offset Content Type

0 ValueLength (variable) LONG (Lo-Hi)
4 KeyLength (variable) WORD (Lo-Hi)
6 AccessFlag (variable) LONG (Lo-Hi)
10 Key[] (variable) BYTE

Structures 269



EnumEAStruct_Lvl6

Syntax

Offset Content Type

0 ValueLength (variable) LONG (Lo-Hi)
4 KeyLength (variable) WORD (Lo-Hi)
6 AccessFlag (variable) LONG (Lo-Hi)
10 KeyExtants (variable) LONG (Lo-Hi)
14 ValueExtants (variable) LONG (Lo-Hi)
18 Key][] (variable) BYTE
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EnumEAStruct_Lvl7

Syntax

Offset Content Type
0 KeyLength (variable) BYTE
1 Key(] (variable) BYTE
X NullByte (0) BYTE
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Values

This section describes the common values used by Extended Attributes NCPs.

19.1 Access Flag Values

AccessFlag is defined as follows:

* Bits 31-16 are client-definable flags
* Bits 15-0 are defined as:

Bits Definition
15-8 reserved
7 EA Need Bit Flag
6-0 reserved

19.2 EA Return Values

The server can return the following values:

Decimal Hex Constant

0 0x00 SUCCESSFUL

200 0xC8 ERR_MISSING_EA_KEY

201 0xC9 ERR_EA_NOT_FOUND

202 0xCA ERR_INVALID_EA HANDLE_TYPE

203 0xCB ERR_EA_NO_KEY_NO_DATA

204 0xCC ERR_EA_NUMBER_MISMATCH

205 0xCD ERR_EXTENT_NUMBER_OUT_OF_RANGE
206 O0xCE ERR_EA_BAD_DIR_NUM

207 OxCF ERR_INVALID_EA HANDLE

208 0xDO ERR_EA_POSITION_OUT_OF_RANGE
209 0xD1 ERR_EA_ACCESS_DENIED

210 0xD2 ERR_DATA_PAGE_ODD_SIZE

21 0xD3 ERR_EA_VOLUME_NOT_MOUNTED
212 0xD4 ERR_BAD_PAGE_BOUNDARY

213 0xD5 ERR_INSPECT_FAILURE

214 0xD6 ERR_EA_ALREADY_CLAIMED
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Decimal Hex Constant

215 0xD7 ERR_ODD_BUFFER_SIZE
216 0xD8 ERR_NO_SCORECARDS
217 0xD9 ERR_BAD_EDS_SIGNATURE
218 0xDA  ERR_EA_SPACE_LIMIT

219 0xDB  ERR_EA_KEY_CORRUPT
220 0xXDC  ERR_EA KEY_LIMIT

221 0xDD  ERR_TALLY_CORRUPT

19.3 Flags Values

Bit 7 is defined as follows:

Bit 7 Definition
0
1 Immediate Close Handle

Only levels 0, 1, and 7 are currently defined for InformationLevel. Bits 6-4 are reserved for
the InformationLevel used only by Enumerate Extended Attribute as follows:

Bit 6 Bit 5 Bit 4 Information Level
0 0 0 Level 0
0 0 1 Level 1
0 1 0 Level 2
0 1 1 Level 3
1 0 0 Level 4
1 0 1 Level 5
1 1 0 Level 6
1 1 1 Level 7

Bit 2 is defined as follows:

Bit 2 Definition
0
1 Close Handle on Error (Bit 7 = NZ)

Bits 1 and 0 of the flags parameters definition are reserved for the EAHandleStruct.

274 NDK: NetWare Core Protocols



19.4 Multiple Purpose NCP Return Values

Enumerate Extended Attribute, Read Extended Attribute, and Write Extended Attribute can perform
multiple actions, such as opening an Extended Attribute handle, performing the appropriate
function, and closing the Extended Attribute handle.

The Return Value field is defined as 32 bits, with the lower order 16 bits containing the error code
from the server. In addition to this server error code, the upper 16 bits indicate which multiple action
failed as follows:

Bit Number

31 30 29 . 16 Definition

X Enumerate Failed
X Read Failed

X Write Failed
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File System

File System NCPs enable you to perform tasks that fall into two broad categories:

First, you can obtain information about files, volumes, and directories. For example, you can get the
following types of information: a file's size, file or subdirectory information, directory rights, name
space information, a volume name or number, etc.

Second, you can manipulate files and directories. For example, you can create, open, read, write,
close, delete, and rename files. You can also manipulate extended file attributes, restore erased files,
purge deleted files, set and scan file information, and copy files between directories on the same file
server.

By using directory-based NCPs, you can create, rename, and delete directories. You can also modify
a directory's maximum rights mask, add and delete directory trustees, allocate and deallocate
directory handles, etc.

To access File System NCPs, use the following:

» Chapter 20, “Concepts,” on page 279

* Chapter 21, “NCPs,” on page 287

» Chapter 22, “Enhanced NCPs,” on page 511
» Chapter 23, “Structures,” on page 567

Chapter 24, “Values,” on page 631

VIII
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Concepts

This section explains ideas that are common to File System NCPs.

20.1 File Security

The server strictly enforces file access security to ensure that clients are allowed access to files for
which they have been granted rights only. Also, the server coordinates file access among clients so
that file data integrity can be maintained in the distributed multi-user environment created by
multiple clients contending for the same information.

A client's access to files in a directory area is controlled by the effective rights the client has in the
directory. These rights are specified in Directory Access Rights.

20.2 File Attributes

Each file has four file attributes (bytes 0-3) that control access to that file. The bits of each of the
four file attribute bytes are defined as follows:

Byte 0 Bit Definitions

Bit Name Description

0 Read Only File can be read but not written to.

1 Hidden File will not be shown in a normal directory listing.

2 System File will not be shown in a normal directory listing.

3 Execute Only File can be loaded for execution only; once this bit has been set, it cannot
be cleared.

4 Subdirectory Entry is a subdirectory, not a file.

5 Archive The file has been changed since it was last backed up.

6 Execute Confirm

7 Shareable The file can be simultaneously accessed by more than one user.

Byte 1 Bit Definitions

Bit Name Description

8-10 Search Mode  These first three bits are valid only with NetWare 2.0a and above.

1 Indexed If set, the OS will index the file's sectors in the File Allocation Tables (FATs),
which reduces the time it takes to access the file.

12 Transactional If set, TTS will track all writes to the file during a transaction. A transaction
file cannot be deleted or renamed.

13 Reserved

Concepts

279



Byte 1 Bit Definitions

Bit Name Description
14 Read Audit This bit can be set by users with supervisor security equivalence only.
15 Write Audit This bit can be set by users with supervisor security equivalence only.

Byte 2 Bit Definitions

Bit Name

16 Immediate Purge Bit

17 Rename Inhibit Bit

18 Delete Inhibit Bit

19 Copy Inhibit Bit

20 File Auditing Bit

21 Reserved

22 Data Migrated Bit

23 Inhibit Data Migration Bit

Byte 3 Bit Definitions

Bit Name

24 Data Migration Save Key Bit
25 Compress Immediate Bit

26 Data Stream Compressed Bit
27 Compression Inhibit Bit

28 Reserved

29 Can't Compress Data Bit

30 Attributes Archive Bit

31 Reserved

Search Mode can have the following values:

Bit Offset

Deci.mal Search Mode
Equivalent
10 9 8
0 0 0 0 Search On All Read Only Opens
0 0 1 1 Search On Read Only Opens With No Path
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Bit Offset

DLy Sear oce

0 1 0 2 Shell Default Search Mode

0 1 1 3 Search On All Opens With No Path
1 0 0 4 Do Not Search

1 0 1 5 Reserved

1 1 0 6 Search On All Opens

1 1 1 7 Reserved

Clients can access files by name when files are being created, deleted, renamed, searched for, and
opened. When a file is opened, the server gives the client a 6-byte file handle that the client must
supply to the server when the client accesses the file for reading, writing, or closing.

To a client, a file is a logical byte stream. The client can read or write records of varying sizes
starting at any byte offset within the file.

A client must specify the search attributes when making requests to open a file, rename a file, erase
a file, search for a file, set a file's attribute byte, or get/set a file's extended attribute byte. The bits of
the search attributes byte correspond to the bits in the file attributes byte. However, the bits that are
significant in the search attribute byte are only the hidden and system bits. A normal file is a file
whose system and hidden bits are clear in its file attribute byte.

The following table indicates the search attributes that are recognized by the file server:

Hidden Bit System Bit Recognized by File Server

0 0 Normal files only

0 1 Normal files and system files only
1 0 Normal files and hidden files only
1 1 All files

20.3 File Names

In each function that requires a file name, a client must provide a directory handle and a path and file
name. The path and file name can contain directories down to any level, but the last part of the string
must be the name of the desired file. The specified path is interpreted as a path that begins at the
directory pointed to by the client's directory handle. If a client desires, a full path and file name, in
the format "<F29>volume:directory/../directory/filename<F9>", and a directory handle of zero can
be used.

File names can be up to 14 characters in length. They can contain any characters greater than 0x20
(ASCII space), with the following exceptions:

* " Double quote
* + Plus sign

e , Comma
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+ /Slash

* : Colon

* ; Semicolon

» < Less than sign

» =Equal sign

* > QGreater than sign
* 7 Question mark

* [ Left brace

* ] Right brace

* \ Backslash

* | Vertical bar

Periods are legal in a file name and are treated as any other legal character.

20.4 Directory Access Rights

Several protocols have an Access Rights Mask field, which is used for either retrieving or setting
directory security information.

For example, disk space on a file server is divided into one or more named logical volumes, with
each volume having its own separate hierarchical directory structure. Each directory has a list of
trustees and trustee access rights. A trustee in the trustee list is represented by the object ID of some
object (user or group) that is given certain access privileges to the directory. A client's trustee
number (also known as the Object ID) is determined when the client calls Login Object (0x2222 23
20).

Trustee access privileges are represented by a 1-byte mask with the following defined bits:

Bit Function

0 If set, the trustee can read from files in this directory.

1 If set, the trustee can write to files in this directory.

2 If set, the trustee can open existing files in this directory.

3 If set, the trustee can create files in this directory.

4 If set, the trustee can delete files in this directory.

5 If set, the trustee has parental rights in this directory. Parental rights include the ability to

create and delete subdirectories and the right to make other objects trustees of this directory
or its subdirectories.

6 If set, the trustee can search this directory.

7 If set, the trustee can modify the status flags of files in this directory and rename files.

The access rights granted to an object in a directory within a directory tree are inherited by that
object in all that directory's subdirectories. The inherited rights are effective down only to a
subdirectory in which other access rights have been granted.
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In addition to the individual rights granted to each trustee, each directory has a maximum access
rights mask, which indicates the access actions that can occur in the directory. A trustee is allowed
the rights that appear in both the trustee's access rights mask and the directory's maximum access
rights mask only (logical AND of the trustee's access right mask and the directory's maximum
access rights mask).

The NetWare implementation of the file service protocols allows a client to claim security
equivalence to as many as 33 trustees (user or group objects) at once. If object A is made security
equivalent to object B, object B's object ID is added to the SECURITY _EQUALS property of object
A.

An object that is security equivalent to another object has the access rights of both objects
combined. For example, object JOE (user) might be security equivalent to one or more other user or
group objects. If JOE is a trustee in a directory and JOE is given read, open, and search access rights
in that directory, JOE can search for, open, and read files in that directory and in all its subdirectories
(if the maximum access rights of the directory and subdirectories include read, open, and search).

Later, JOE is made security equivalent to the SUPERVISOR object. JOE now has all rights of JOE
as a trustee and JOE as a security equivalent of SUPERVISOR. Therefore, JOE can do anything that
the object JOE is granted as a trustee of the directory and anything that the SUPERVISOR object
can do in the directory. JOE's actual access rights in a given directory are computed by combining
(logically ORing) JOE's access rights with the rights of the other trustees to which JOE is security
equivalent and then logically ANDing these rights with the directory's maximum access rights mask.

20.5 Directory Handle Table

Both the NetWare file server and the workstation maintain several tables used for directory services.
A particular implementation must comply with the following design if it is to remain compatible
with NetWare 2.x.

Each workstation attached to a given file server can allocate up to 256 directory handles on that file
server. A directory handle is a number (00h to FFh) that points to a volume or a directory path. A file
server maintains a Directory Handle Table for each attached workstation, which consists of 256 slots
with each slot representing a directory handle. For example, the first slot represents directory handle
1, the second slot represents directory handle 2, etc. Each slot contains a volume name or a directory
path. For example, slot 5 represents directory handle 05h, which points to the volume or directory
path contained in slot 5.

You can call directory system functions to access up to 256 directory handles for the workstation on
which an application is running. Once a directory handle is set, the directory handle can be used to
specify a volume or a directory path on a file server.

Frequently, when you call a directory system function, you must target a particular directory in the
request buffer by using one of the following three methods:

» Allocate a directory handle to point to the target directory and then specify the allocated
directory handle in the request buffer.

* Specify both a directory handle and a complementary directory path in the request buffer. The
directory handle must lead part of the way to the target directory, and the directory path must
lead the rest of the way.

 Specify the entire directory path in the request buffer.
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Directory system functions do not specify the file server since volume names and directory paths do
not include file server names. Before calling a directory system function, you should ensure that the
target file server is the current file server.

20.6 Workstation Tables

A workstation maintains three tables that correspond to each other and relate to the file server's
Directory Handle Table: a Drive Handle Table, a Drive Flag Table, and a Drive Connection 1D
Table. Directory system functions that allocate and deallocate directory handles map (or assign)
workstation drives to directory handle by accessing these three workstation tables.

Each table consists of 32 1-byte entries. The first 26 slots of each table represent the permanent
drive letters A to Z. The last 6 slots represent the temporary drive letters in the following order:

* [ Left bracket

* ] Right bracket

* \ Slash

» ” Caret

* _Underscore

* 'Single quote
Each slot in the Drive Handle Table contains a directory handle number. For example, if slot 6 in the

table contains 02h, drive letter F (the sixth letter) points to the volume or directory path contained in
slot 2 of the file server's corresponding Directory Handle Table.

Each slot in the Drive Flag Table contains one of the following values:

0x00 The drive is unallocated.

0x01 The drive is a permanent network drive.

0x02 The drive is a temporary network drive.

0x80 The drive is a local drive.

0x81 The drive is a local drive allocated as a permanent network drive.

0x82 The drive is a local drive allocated as a temporary network drive.

Each slot in the Drive Connection ID Table contains a value (00h to 08h) identifying the server to
which the drive letter is mapped. The value represents the position (slot 1 to slot 8) of the file server
in the workstation's Server Name Table and Connection ID Table.

An application can allocate only the first 26 drive letters (A to Z) as permanent network drives. An
application can allocate any of the 32 drive letters as temporary drives. A temporary drive remains
allocated as long as the application remains active only.

20.7 Directory Tables

To record information about directories, a file server maintains a Directory Table. Directory system
functions that return directory information and manipulate rights access the Directory Table. The
Directory Table consists of several kinds of 32-byte entries, including directory nodes, file nodes,
and trustee nodes.
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A directory node includes the following information about a directory: directory name, attribute
byte, maximum rights mask, creation date, creator's object ID, a link to the parent directory, and a
link to a trustee node (if one exists).

A file node includes the following information about a file: file name, attribute byte, extended
attribute byte, file size, creation date, last accessed date, last updated date and time, and a link to a
directory.

A trustee node includes the following information: the object IDs of one to five trustees of a
directory that are linked to the trustee node, one to five corresponding trustee rights masks, a link to
a directory, and a link to the next trustee node (if one exists).

20.8 Volume Tables

To record information about volumes, a file server maintains a Volume Table. System functions that
return information about volumes accesses the Volume Table. The Volume Table includes the
number of volumes mounted in the file server, the names and sizes of each volume, and other
information pertaining to each volume.

Scanning directories is accomplished by calling File Search Initialize (0x2222 62) and File Search
Continue (0x2222 63).

20.9 NetWare 3.1 and Above

NetWare 3.1 and above File System NCPs enable client-server communication. These NCPs are
provided to allow the NetWare 3.1 and above OS to become independent of the client workstation,
no matter which OS is running on the workstation. Name Space modules are still required, but
internal hooks for each client are not required in the network OS.

Typically, clients request information from the server by setting selected bits or by filling fields of a
particular structure with information. The server responds by returning information in the fields of a
particular structure.

20.10 Name Space Information Bit Mask

NSInfoBitMask is used to get name space information from or set name space information to a
requested name space module. You determine which bits are valid by calling Query NS Information
Format 0x2222 87 23 (page 428) and passing in a requested volume and name space.

You can request the information you need by setting the appropriate bits to 1. If you don't need a
specified piece of information, set the corresponding bit to zero.

Bit zero is defined to be a fixed-length field, which contains the file name (length preceded).
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NCPs

This section describes each of the File System Extension NCPs, their Request and Reply formats,
and Return Values.
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Add Extended Trustee to Directory or File 0x2222 22 39

Adds a trustee and sets the trustee rights for a file or directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (8 + PathName)  word (Hi-Lo)
9 SubFunctionCode (39) byte

10 DirHandle byte

11 ObjectID long (Hi-Lo)
15 TrusteeRights word

17 PathLen byte

18 Path byte[PathLen]
See Also

Add Trustee to Directory 0x2222 22 13 (page 289), Delete Trustee from Directory 0x2222 22 14
(page 316)
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Add Trustee to Directory 0x2222 22 13

Adds a new trustee to a directory's trustee list.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (8 + DirectoryPathLen) word (Hi-Lo)
9 SubFunctionCode (13) byte

10 DirectoryHandle byte

11 TrusteelD long (Hi-Lo)
15 TrusteeAccessMask byte

16 DirectoryPathLen byte

17 DirectoryPath byte[DirectoryPathLen]
Parameters

TrusteelD

(Request) Specifies the valid ID of an object in the server's bindery; usually this number is
retrieved from the server by calling the bindery functions.

TrusteeAccessMask

(Request) Specifies the access rights to be given to the specified object for the target directory.

DirectoryPath

(Request) Specifies the path relative to the specified directory handle.

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
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Description

Bad Directory Handle
Invalid Path
Directory 1/O Error
No Such Object

Bad Station Number

Hard Failure, Failure

Decimal Hex

155 0x9B
156 0x9C
161 O0xA1
252 OxFC
253 OxFD
255 OxFF
Remarks

Add Trustee to Directory replaces the access mask of the list trustee if the trustee already appears in
the directory's trustee list; otherwise, the trustee is added to the directory's trustee list.

DirectoryPath must follow the same convensions as NetWare file names.

Only a client with access control rights to either the target directory its parent directory can call Add

Trustee to Directory.

See Also

Add Extended Trustee to Directory or File 0x2222 22 39 (page 288), Delete Trustee from Directory

0x2222 22 14 (page 316)
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Add Trustee Set to File or Subdirectory 0x2222 87 10

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (10) byte

8 NameSpace byte

9 reserved (0) byte

10 SearchAttributes word (Lo-Hi)
12 TrusteeRightsMask word (Lo-Hi)
14 ObjectIDCount word (Lo-Hi)
16 NWHandlePathStruct structure

XX TrusteeStruct[] structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

If TrusteeRightsMask is set to -1, the individual TrusteeRights should be set to the
appropriate rights for each entry in the TrusteeStruct.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607) and totals 307 bytes in
length. TrusteeStruct starts after 307 bytes.
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Add User Disk Space Restriction 0x2222 22 33

Sets an object's volume disk space restriction.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStructLen (10)  word (Hi-Lo)
9 SubFunctionCode (33) byte
10 VolumeNumber byte
11 ObjectiD long (Hi-Lo)
15 DiskSpaceLimit long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error
Remarks

All restrictions are in 4 KB blocks. Valid restrictions are 0 to 0x40000000.

See Also

Get Directory Disk Space Restriction 0x2222 22 35 (page 334), Remove User Disk Space
Restrictions 0x2222 22 34 (page 439), Get Object Disk Usage and Restrictions 0x2222 22 41
(page 367), Scan Volume's User Disk Restrictions 0x2222 22 32 (page 476), Set Directory Disk
Space Restriction 0x2222 22 36 (page 487), Scan Directory Disk Space 0x2222 22 40 (page 456)
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Alloc Permanent Directory Handle 0x2222 22 18

Creates a new permanent directory handle for the client and points the handle to the specified

directory.

NetWare Servers: 2.x, 3.x,4.X, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (4 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (18) byte

10 SourceDirectoryHandle byte

11 HandleName byte

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Reply Format

Offset Content Type
Reply header

8 NewDirectoryHandle byte
9 AccessRightsMask byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
156 0x9C Invalid Path

157 0x9D No Directory Handles
161 0xA1 Directory 1/O Error
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Decimal Hex Description

253 0xFD Bad Station Number
255 OxFF Failure
Remarks

NewDirectoryHandle is returned to the client together with the client's effective
AccessRightMask in the specified directory. The client can specify the complete
DirectoryPath name and give a SourceDirectoryHandle of zero.

The client must assign unique names to each directory handle it creates. If the client creates a
permanent directory handle with the same name as a previously created permanent directory handle,
the file server automatically deallocates the previous permanent directory handle.

Permanent directory handles outlive the client processes that created them. Such handles are
maintained by the file server until they are overwritten by calling Allocate Permanent Directory
Handle with the same handle name, until they are explicitly deleted by calling Deallocate Directory
Handle 0x2222 22 20, or until the client releases its service connection privilege (logs out or
destroys its service connection).

A client can have up to 255 directory handles in any combination of permanent and temporary
handles.

See Also

Alloc Temporary Directory Handle 0x2222 22 19 (page 297), Alloc Special Temporary Directory
Handle 0x2222 22 22 (page 295), Deallocate Directory Handle 0x2222 22 20 (page 312), Set
Directory Handle 0x2222 22 00 (page 491)
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Alloc Special Temporary Directory Handle 0x2222 22 22

Creates a temporary directory handle that cannot be remapped to another place.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (4 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (22) byte

10 SourceDirectoryHandle byte

11 HandleName byte

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Reply Format

Offset Content Type
Reply header

8 NewDirectoryHandle byte
9 AccessRightsMask byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
156 0x9C Invalid Path

157 0x9D No Directory Handles
161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
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Decimal Hex Description

255 OxFF Failure

Remarks

Alloc Special Temporary Directory is functionally similar to Alloc Temporary Directory Handle
(0x2222 22 19), except that the handle cannot be remapped by calling Set Directory Handle (0x2222
22 0).

See Also

Alloc Permanent Directory Handle 0x2222 22 18 (page 293), Alloc Temporary Directory Handle
0x2222 22 19 (page 297), Deallocate Directory Handle 0x2222 22 20 (page 312), Set Directory
Handle 0x2222 22 00 (page 491)
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Alloc Temporary Directory Handle 0x2222 22 19

Creates a new temporary directory handle.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (4 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (19) byte

10 SourceDirectoryHandle byte

11 HandleName byte

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Reply Format

Offset Content Type
Reply header

8 NewDirectoryHandle byte
9 AccessRightsMask byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
155 0x9B Bad Directory Handle
156 0x9C Invalid Path

157 0x9D No Directory Handles
161 0xA1 Directory 1/O Error
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Decimal Hex Description

253 0xFD Bad Station Number
255 OxFF Failure
Remarks

A client can have up to 255 directory handles in any combination of permanent and temporary
handles. When the client signals that the task is completed, the file server automatically deallocates
any temporary directory handles associated with the task.

Temporary directory handles do not need different handle names. Each separate request will create a
new handle unless the 255 handle maximum has already been reached.

See Also

Alloc Permanent Directory Handle 0x2222 22 18 (page 293), Alloc Special Temporary Directory
Handle 0x2222 22 22 (page 295), Deallocate Directory Handle 0x2222 22 20 (page 312), Set
Directory Handle 0x2222 22 00 (page 491)
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Allocate Short Directory Handle 0x2222 87 12

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (12) byte

8 NameSpace byte

9 DstNameSpace byte

10 AllocateMode word (Lo-Hi)
12 NWHandlePathStruct structure

Reply Format

Offset Content Type
Reply header

8 DirectoryHandle byte
9 VolumeNumber byte
10 reserved[4] (0) byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

DstNameSpace is ignored unless the high bit (0x8000) is set. If the high bit is not set, the
NameSpace field specifies what name space the allocation takes place in. DstNameSpace allows you
to call the NCP in one name space and allocate a directory handle in another name space.

AllocateMode can have the following values:
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Bit Number Value Type of Handle

0 0x00 Permanent Handle

1 0x01 Temporary Handle

2 0x02 Special Temporary Handle

3-13 reserved

14 0x4000 Activates Reply Level 2

15 0x8000 Activates DstNameSpace input parameter

If 0x4000 is set, the following reply format is used:

Offset Content Type
Reply header

8 Volume long
12 DirectoryBase long
16 DOSDirectoryBase long
20 NameSpace long
24 DirectoryHandle byte

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

See Also

Set Short Directory Handle 0x2222 87 09 (page 505)
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Close File 0x2222 66

Closes a file.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (66) byte
7 Reserved byte
8 FileHandle byte[6] (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful
255 OxFF Unlock Error
Remarks

FileHandle must be the handle returned to the client by an Open File or Create File request.
After a file is closed, the file handle is no longer valid. File access requests to an invalid file handle
will be disregarded by the server.

A file handle must be closed before a file can be made available to other clients. FileHandle
requires the left most or most significant 4 bytes in Hi-Lo order.
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Commit File 0x2222 59

Ensures that all data previously written to a file has been written to the server's disk.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (59) byte
7 Reserved byte[1]
10 FileHandle byte[6] (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle
152 0x98 Disk Map Error
255 OxFF Unlock Error
Remarks

Because files must be stored on the physical storage medium before certain actions are attempted,
Commit File provides a checkpoint that guarantees that the file has been flushed from cache and
written to disk.

FileHandle requires the left most or most significant 4 bytes in Hi-Lo order.
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Convert Path to Dir Entry 0x2222 23 244

Converts a given path name to a directory entry.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte

7 SubFuncStrucLen (3+PathStringLen) word (Hi-Lo)

9 SubFunctionCode (244) byte

10 DirectoryHandle byte (Lo-Hi)

11 PathStringLen byte

12 PathString byte[PathStringLen]

Reply Format

Offset Content Type

Reply header

8 VolumeNumber byte

9 DirectoryNumber long (Lo-Hi)
See Also

Map Directory Number to Path 0x2222 23 243 (page 386)
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Copy from One File to Another 0x2222 74

Copies data from one file on a file server to another file on the same file server.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (74) byte

7 Reserved byte

8 SourceFileHandle byte[6] (Hi-Lo)
14 TargetFileHandle byte[6] (Hi-Lo)
20 SourceFileOffset long (Hi-Lo)
24 TargetFileOffset long (Hi-Lo)
28 BytesToCopy long (Hi-Lo)

Reply Format

Offset Content Type
Reply header
8 BytesActuallyTransferred  long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Out Of Disk Space

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
148 0x94 No Write Privileges
149 0x95 File Detached

150 0x96 Server Out Of Memory
162 0xA2 10 Lock Error
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Remarks

Copy from One File to Another eliminates the need for a client to copy data from one file to another
by reading the data from the file server, across the network to the client's workstation, and then
writing the same data back to the file server across the network.

The client must have previously opened both files and must have read privileges for the source file
and write privileges for the destination file. The server transfers the specified amount of information
from the source to the destination file, starting at the offsets given by the client. If the end of the
source file is reached before the specified number of bytes have been transferred, the transfer stops
and returns Successful; however, the number of bytes actually transferred will be fewer than the
number of bytes the client requested.

SourceFileHandle and TargetFileHandle require the left most or most significant four
bytes in Hi-Lo order.
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Create Directory 0x2222 22 10

Creates a directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (4 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (10) byte

10 DirectoryHandle byte

11 DirectoryAccessMask byte

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

132 0x84 No Create Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
155 0x9B Bad Directory Handle
156 0x9C Invalid Path

158 0x9E Bad File Name

161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Failure
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Remarks

DirectoryPath must contain at least one element. The last element of this string will be used as
the name of the newly created directory. Wildcard characters are not allowed in the new directory
name. Directory names are restricted to DOS 8.3 names; longer names will be truncated.

The client must have creation privileges in the directory that will become the parent directory of the
newly created directory to call Create Directory.

See Also

Delete Directory 0x2222 22 11 (page 313)
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Create File 0x2222 67

Creates a new file in the specified directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (67) byte

7 DirectoryHandle byte

8 FileAttributes byte

9 FileNameLen byte

10 FileName byte[FileNameLen]

Reply Format

Offset  Content Type

Reply header

8 FileHandle byte[6] (Hi-Lo)
14 Reserved word (Hi-Lo)
16 FileName byte[14]

30 FileAttributes byte

31 FileExecuteType  byte

32 FileLen long (Hi-Lo)
36 CreationDate word (Hi-Lo)
38 LastAccessDate word (Hi-Lo)
40 LastUpdateDate word (Hi-Lo)
42 LastUpdateTime  word (Hi-Lo)
Return Values

Decimal Hex Description

0 0x00  Successful

128 0x80  Lock Fail
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Decimal Hex Description

129 0x81  Out Of Handles

132 0x84  No Create Privileges
133 0x85  No Create/Delete Privileges
135 0x87  Create Filename Error
141 0x8D  Some Files In Use
143 0x8F Some Read Only

144 0x90  All Read Only

150 0x96  Server Out Of Memory
152 0x98  Disk Map Error

153 0x99  Directory Full Error
155 0x9B Bad Directory Handle
156 0x9C Invalid Path

253 OxFD Bad Station Number
255 OxFF  Failure

Remarks

The client must have at least file creation privileges in the directory or Create File will be rejected. If
the client has file deletion privileges in the specified directory and a file with the same name already
exists in the directory, the existing file will be erased before the new file is created. If the client does
not have file deletion privileges in the specified directory and a file with the same name already
exists in the directory, Create File will fail.

The newly created file will be stamped with the date and time of its creation. FileAttributes
will be set to the attributes specified by the client.

When it is created, the new file will be opened as an exclusive file with both read and write access
requested. The actual access rights that are granted will depend on the client's file access privileges
in the specified directory.

Create File has been replaced by Open Create File or Subdirectory (0x2222 87 01).

FileHandle requires the left most or most significant four bytes in Hi-Lo order.

See Also

Create New File 0x2222 77 (page 310), Erase File 0x2222 68 (page 319), Open/Create File (old)
0x2222 84 (page 396), Open/Create File or Subdirectory 0x2222 87 01 (page 399)
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Create New File 0x2222 77

Creates a new file in the specified directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (77) byte

7 DirectoryHandle byte

8 FileAttributes byte

9 FileNameLen byte

10 FileName byte[FileNameLen]

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[6] (Hi-Lo)
14 Reserved word (Hi-Lo)
16 FileName byte[14]

30 FileAttributes byte

31 FileExecuteType byte

32 FileLen long (Hi-Lo)
36 CreationDate word (Hi-Lo)
38 LastAccessDate word (Hi-Lo)
40 LastUpdateDate word (Hi-Lo)
42 LastUpdateTime word (Hi-Lo)
Return Values

Decimal Hex Description

0 0x00 Successful

128 0x80 Lock Fail
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Decimal Hex Description

129 0x81 Out Of Handles

132 0x84 No Create Privileges
133 0x85 No Create/Delete Privileges
135 0x87 Create Filename Error
141 0x8D Some Files In Use

143 Ox8F Some Read Only

144 0x90 All Read Only

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
155 0x9B Bad Directory Handle
156 0x9C Invalid Path

253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

Create New File is the same as Create File, except that Create New File will always fail if a file with

the same name already exists.

FileHandle requires the left most or most significant four bytes in Hi-Lo order.

See Also

Create File 0x2222 67 (page 308), Erase File 0x2222 68 (page 319), Open/Create File (old) 0x2222
84 (page 396), Open/Create File or Subdirectory 0x2222 87 01 (page 399)
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Deallocate Directory Handle 0x2222 22 20

Deallocates the specified directory handle, whether the handle is temporary or permanent.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStructLen (2) word (Hi-Lo)
9 SubFunctionCode (20) byte
10 DirectoryHandle byte

Return Values

Decimal Hex Description
0 0x00 Successful
155 0x9B Bad Directory Handle
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Delete Directory 0x2222 22 11

Deletes the specified directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (4 + DirectoryPathLen)  word (Hi-Lo)

9 SubFunctionCode (11) byte

10 DirectoryHandle byte

11 DirectoryAccessMask byte

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

138 0x8A No Delete Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

159 O0x9F Directory Active

160 0xA0 Directory Not Empty
161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Failure
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Remarks

If the specified directory does not exist or if it contains one or more files (including subdirectories),
Delete Directory will fail. If any other client has a directory handle pointing to the targeted directory,
Delete Directory will fail.

The client must have access control and erase privileges to the targeted directory.
Volume directory roots cannot be deleted.

If the requesting client has directory handles pointing to the targeted directory and the directory is
deleted, the associated handles are automatically deleted.

See Also

Create Directory 0x2222 22 10 (page 3006)
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Delete a File or Subdirectory 0x2222 87 08

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunction (08) byte

8 NameSpace byte

9 reserved (0) byte

10 SearchAttributes word (Lo-Hi)
12 NWHandlePathStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).
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Delete Trustee from Directory 0x2222 22 14

Deletes the specified trustee ID from the trustee list of the specified directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (8 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (14) byte

10 DirectoryHandle byte

11 TrusteelD long (Hi-Lo)

15 Reserved byte

16 DirectoryPathLen byte

17 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error
155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
252 OxFC No Such Object

253 OxFD Bad Station Number
254 OxFE Directory Locked

255 OxFF Failure, Hard Failure
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Remarks

The client must have access control privileges to the target directory or its parent directory.

See Also

Add Trustee to Directory 0x2222 22 13 (page 289), Add Extended Trustee to Directory or File
0x2222 22 39 (page 288)
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Delete Trustee Set from File or SubDirectory 0x2222 87
11

Deletes a trustee set from a file or from a subdirectory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (11) byte

8 NameSpace byte

9 reserved (0) byte

10 ObjectIDCount word (Lo-Hi)
12 NWHandlePathStruct structure

XX TrusteeStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607) and totals 307 bytes in
length. TrusteeStruct starts after the 307 bytes.
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Erase File 0x2222 68

Deletes a file from the target directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (68) byte
7 DirectoryHandle byte
8 SearchAttributes byte
9 FileNameLen byte
10 FileName byte[FileNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

138 0x8A No Delete Privileges
141 0x8D Some Files In Use
142 O0x8E All Files In Use

143 0x8F Some Read Only
144 0x90 All Read Only

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Failure
Remarks

The client must have file deletion privileges in the target directory or Erase File will fail. This
request will also fail if another client is using the targeted file.
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Erase File support wildcard characters.

See Also

Create File 0x2222 67 (page 308)
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Extract a Base Handle 0x2222 22 23

Returns the server's internal form of the directory address for a workstation.

NetWare Servers: 2.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

8 SubFuncStruclLen (2) word (Hi-Lo)
10 SubFunctionCode (23) byte

11 DirectoryHandle byte
Reply Format

Offset Content Type
Reply header

8 ServerNetworkAddress byte[10]
9 DirectoryHandle byte[4]
Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
155 0x9B Bad Directory Handle
Remarks

DirectoryHandle in the request must have been previously obtained by calling Alloc
Permanent Directory Handle (0x2222 22 18). The base Handle ID that is returned can be used when

you call Restore an Extracted Base Handle (0x2222 22 24).

See Also

Restore an Extracted Base Handle 0x2222 22 24 (page 447)
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File Migration Request 0x2222 90 150

Set or resets the file migration attributes of a file.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (90) byte

7 SubFuncStrucLen (13) word (Hi-Lo)
9 SubFuncCode (150) byte

10 Volume long (Lo-Hi)
14 DOSDirectoryEntry long (Lo-Hi)
16 FileMigrationState long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length
251 OxFB No Such Property
Remarks

FileMigrationState can have the following values:

0 Ineligible for file migration

1 Eligible for file migration
2 Migrated; delete fat chains

3 Reset file status back to normal

4 Get file data back and reset file status back to normal
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File Search Continue 0x2222 63

Returns information about a file or directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (63) byte

7 VolumeNumber byte

8 DirectorylD word (Hi-Lo)

10 SearchSequence word (Hi-Lo)

12 SearchAttributes byte

13 SearchPathLen byte

14 SearchPath byte[SearchPathLen]

Reply Format (file instance)

Offset Content Type

Reply header

8 SearchSequence word (Hi-Lo)
10 DirectorylD word (Hi-Lo)
12 Reserved word (Hi-Lo)
14 FileName byte[14]

28 FileAttributes byte

29 FileMode byte

30 FileLen long (Hi-Lo)
34 FileCreationDate word (Hi-Lo)
36 FileAccessDate word (Hi-Lo)
38 FileUpdateDate word (Hi-Lo)
40 FileUpdateTime word (Hi-Lo)
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Reply Format (directory instance)

Offset Content Type

Reply header

8 SearchSequence word (Hi-Lo)
10 DirectorylD word (Hi-Lo)
12 Reserved word (Hi-Lo)
14 DirectoryName byte[14]

28 DirectoryAttributes byte

29 DirectoryAccessRights byte

30 DirectoryCreationDate word (Hi-Lo)
32 DirectoryCreationTime word (Hi-Lo)
34 OwningObijectldentifier long (Hi-Lo)
38 Reserved word (Hi-Lo)
40 DirectoryStamp (0xD1D1) word (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

255 OxFF No Files Found
Remarks

File Search Continue is called iteratively after calling File Search Initialize (0x2222 62).

The information that is returned is a direct copy of a Novell server's internal file header. File Search
Continue does not return the ID of the file owner.

SearchSequence is the file offset in the directory file. The file server increments this number by
one in the reply. Setting this field to -1 will restart the search. When SearchSequence is set to -
1, SearchAttributes can be modified to alter the search mask.

The DOS DIR command is implemented in NetWare through File Search Continue. The non-
directory files are obtained first by calling File Search Init. Then, normal, non-directory files are
returned by repeatedly calling File Search Continue.

When all of the non-directory files have been returned, the server returns No Files Found and sets
SearchSequence to -1. The client then calls File Search Continue with SequenceNumber set
to -1 and the SearchAttributes set to return directory files. File Search Continue is then called
repeatedly until all of the subdirectories are returned.
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See Also

Scan Directory Information 0x2222 22 02 (page 461), File Search Initialize 0x2222 62 (page 326)
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File Search Initialize 0x2222 62

Initiates a search for files in a directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (62) byte
7 DirectoryHandle byte
8 PathLen byte
9 Path byte[PathLen]

Reply Format

Offset Content Type

Reply header

8 VolumeNumber byte

9 DirectorylD word (Hi-Lo)
11 SearchSequenceNumber (-1)  word (Hi-Lo)
13 DirectoryAccessRights byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 O0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF No Files Found
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Remarks

File Search Initialize returns the DirectoryID and DirectoryAccessRights of the
directory specified by DirectoryHandle and Path. The VolumeNumber and
DirectoryID can then be used in File Search Continue (0x2222 63) to locate files or
subdirectories.

Beginning with NetWare 2.0a, the workstation shell uses this request, in conjunction with File
Search Continue, to perform file and directory searches. Both requests were added to accommodate
the DOS OS. Older requests relied on the server to keep a search context associated with a directory
handle. When End Of Task was received from the workstation, the directory handle was deleted,
which caused the search context to be lost. Since DOS sends "pseudo" End Of Task messages in a
command file loop, directory handles were deleted, which caused the older requests to fail.

With File Search Initialize, the search context is the file identifier in the Novell server file system;
the context is no longer based on directory handles. Consequently, Novell's server implementation
does not maintain a context block for searches performed by calling File Search Initialize.

File Search Initialize is replaced by the NetWare v3.11 Initialize Search (0x2222 87 02) request.

See Also

File Search Continue 0x2222 63 (page 323), Initialize Search 0x2222 87 02 (page 385)
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Generate Directory Base and Volume Number 0x2222
87 22

Generates a directory base and volume number.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (22) byte
8 srcNameSpace byte
9 dstNameSpace byte
10 dstNSindicator word
12 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NSDirectoryBase long (Lo-Hi)
12 DOSDirectoryBase long (Lo-Hi)
16 VolumeNumber byte
Parameters

srcNameSpace

(Request) Specifies the source name space used to parse path information.

dstNameSpace
(Request) Specifies the name space for the returned directory base and volume number
information if dstNSIndicator is set to ’Jn’; otherwise, this parameter is ignored.
dstNSIndicator

(Request) Specifies to return the directory base and volume number in the name space specified
by dstNameSpace if this parameter is set to *Jn’; otherwise, the directory base and volume
number information will be returned in the name space specified by srcNameSpace.
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

If dstNSIndicator is setto *Jn’, Generate Directory Base and Volume Number will return a
directory base for a name space that you are not currently in.

NCPs 329



Get Current Size of File 0x2222 87 66

Determines the length of a file that the client has opened.

NetWare Servers: 6.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunctionCode (66) byte
8 FileHandle long (Hi-Lo)

Reply Format

Offset Content Type
Reply header
8 CurrentFileSize UINT64 (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle
253 OxFD Bad Station Number
Remarks

Note that CurrentFileSize in the reply can be 64 bits. Requests made to NSS volumes support
returning true 64-bit offsets. Requests made to traditional volumes support returning 32-bit offsets.

64-bit file sizes can be obtained from NSS volumes by using the following NCPs:

* Open/Create File or Subdirectory 0x2222 87 01 (page 399)

* Open/Create File or Subdirectory 0x2222 87 30 (page 402)

* Open/Create File or Subdirectory with Callback 0x2222 87 32 (page 405)

* Open/Create File or Subdirectory II with Callback 0x2222 87 33 (page 408)
» Search for File or Subdirectory 0x2222 87 03 (page 480)
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* Obtain File or Subdirectory Information 0x2222 87 06 (page 393)
* Search for File or Subdirectory Set 0x2222 87 20 (page 482)
 Scan Salvageable Files 0x2222 87 16 (page 472)

» Get Effective Directory Rights 0x2222 87 29 (page 345)

Pass ina ReturnInfoMask that includes at least the following bits (see Section 24.13, “Extended
ReturnInfoMask Values,” on page 636 for a full description):

0x80000000 RNewStyle
0x04000000 R64BitFileSize

Get Current Size of File can be called by clients who are cooperatively sharing a file that needs to be
extended.

When a shared file needs to be extended, the client that is extending the file needs to lock the area of
the file that will be affected for their own exclusive use. This can be done by locking the entire file
or by locking the section of the file that is beyond the current known EOF.

After locking the file, the client that is extending the file must call Get Current Size of File to
determine the current file length. If the file has already been extended by some other client, Get
Current Size of File reveals the length of the extension to the current client so that the file can be
extended further, if needed. The file can then be unlocked.

Only by using this method of extending a shared file can a client properly lock the current end of a
file for exclusive use; otherwise, another client could extend the file at any time.

FileHandle requires the input to be in Hi-Lo order.

See Also

Clear Physical Record 0x2222 87 69 (page 1162), Lock Logical Record Set 0x2222 108
(page 1174), Lock Physical Record Set 0x2222 110 (page 1176), Log Physical Record 0x2222 87 67
(page 1183), Release Physical Record 0x2222 87 68 (page 1198)
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Get Current Size of File 0x2222 71

Determines the length of a file that the client has opened.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (71) byte
7 Reserved byte
8 FileHandle byte[6] (Hi-Lo)

Reply Format

Offset Content Type
Reply header
8 CurrentFileSize long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle
Remarks

Get Current Size of File can be called by clients who are cooperatively sharing a file that needs to be
extended.

When a shared file needs to be extended, the client that is extending the file needs to lock the area of
the file that will be affected for their own exclusive use, which can be done by locking the entire file
or by locking the section of the file that is beyond the current known EOF.

After locking the file, the client that is extending the file must call Get Current Size of File to
determine the current file length. If the file has already been extended by some other client, Get
Current Size of File will reveal the length of the extension to the current client so that the file can be
extended further, if needed. The file can then be unlocked.

FileHandle requires the left most or most significant four bytes in Hi-Lo order.
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Only by using this method of extending a shared file can a client properly lock the current end of a
file for exclusive use; otherwise, another client could extend the file at any time.
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Get Directory Disk Space Restriction 0x2222 22 35

Scans for the amount of disk space assigned to all directories between the current directory and the
root directory and returns information about the restrictions along the directory path.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (2) word (Hi-Lo)
9 SubFunctionCode (35) byte
10 DirHandle byte

Reply Format

Offset Content Type

Reply header

8 NumberOfEntries byte (for each entry)
9 Level byte

10 Max long (Lo-Hi)

14 Current long (Lo-Hi)
Parameters

Level

(Reply) Specifies the distance from the directory to the root.

Max

(Reply) Specifies the maximum amount of space assigned to a directory.

Current

(Reply) Specifies the amount of space assigned to the directory minus the amount of space used
by the directory and its subdirectories.
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

To find the actual amount of space available for a directory, scan all the current entries and use the
smallest entry. Directories that have no restrictions will not return any information. If no entries are
returned, no space restrictions exist for the specified directory. All restrictions are in 4 KB blocks.

When Max is 0X7FFFFFFF, there is no restriction on an entry; however, you can still calculate the
space in use by subtracting Current from Max.

When Max is negative, the limit is zero. When Current is negative, the amount of space assigned
to the directory is really zero. These two fields are allowed to be negative so you can still generate a
valid "IN USE" value.

See Also

Add User Disk Space Restriction 0x2222 22 33 (page 292), Remove User Disk Space Restrictions
0x2222 22 34 (page 439), Get Object Disk Usage and Restrictions 0x2222 22 41 (page 367), Scan
Volume's User Disk Restrictions 0x2222 22 32 (page 476), Set Directory Disk Space Restriction
0x2222 22 36 (page 487), Scan Directory Disk Space 0x2222 22 40 (page 456)
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Get Directory Disk Space Restriction 0x2222 87 39

Scans for the amount of disk space assigned to all directories between the current directory and the
root directory and returns information about the restrictions along the directory path.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (39) byte

8 NameSpace byte

9 reserved byte[2]
11 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NumberOfEntries byte (for each entry)
9 DirDiskSpaceResList structure
Parameters

NumberOfEntries

(Reply) Specifies the number of DirDiskSpaceRestList structures that follow.

Max

(Reply) Specifies the maximum amount of space assigned to a directory.

Current

(Reply) Specifies the amount of space assigned to the directory minus the amount of space used
by the directory and its subdirectories.

Return Values

Decimal Hex Description

0 0x00 Successful
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Remarks

To find the actual amount of space available for a directory, scan all the current entries and use the
smallest entry. Directories that have no restrictions will not return any information. If no entries are
returned, no space restrictions exist for the specified directory. All restrictions are in 4 KB blocks.

When Max is Ox7FFFFFFF, there is no restriction on an entry; however, you can still calculate the
space in use by subtracting Current from Max.

When Max is negative, the limit is zero. When Current is negative, the amount of space assigned
to the directory is really zero. These two fields are allowed to be negative so you can still generate a
valid "IN USE" value.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).
The target must be a subdirectory or an error will be returned.
There will be one DirDiskSpaceRestList for each entry back to the root from the current

entry.

See Also

Add User Disk Space Restriction 0x2222 22 33 (page 292), Remove User Disk Space Restrictions
0x2222 22 34 (page 439), Get Object Disk Usage and Restrictions 0x2222 22 41 (page 367), Scan
Volume's User Disk Restrictions 0x2222 22 32 (page 476), Set Directory Disk Space Restriction
0x2222 22 36 (page 487), Get Directory Disk Space Restriction 0x2222 22 35 (page 334), Scan
Directory Disk Space 0x2222 22 40 (page 456)
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Get Directory Entry 0x2222 22 31

Returns the directory entry that is pointed to by the specified directory handle.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (1) word (Hi-Lo)

9 SubFunctionCode (31) byte

10 DirectoryHandle byte

Reply Format

Offset Content Type

Reply header

8 Subdirectory long (Lo-Hi)
12 Attributes long (Lo-Hi)
13 UniquelD byte

14 Flags byte

15 NameSpace byte

16 DirectoryNameLen byte

17 DirectoryName byte[12]

29 CreationDateAndTime long (Lo-Hi)
33 OwnerlD long (Hi-Lo)
37 LastArchivedDateAndTime long (Lo-Hi)
41 LastArchivedID long (Hi-Lo)
45 LastModifiedDateAndTime long (Lo-Hi)
49 NextTrusteeEntry long (Hi-Lo)
53 Reserved byte[48]
101 MaximumSpace long (Lo-Hi)
103 InheritedRightsMask word (Lo-Hi)
105 Undefined byte[28]
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Return Values

Decimal Hex Description

0 0x00 Successful

137 0x89 No Search Privileges

191 0xBF Invalid Name Space

251 OxFB 386 File Structure Not Supported On Server
Remarks

Get Directory Entry is useful for getting information about the volume root entry.

See Also

Set Directory Handle 0x2222 22 00 (page 491), Scan Directory Disk Space 0x2222 22 40

(page 456)
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Get Directory Information 0x2222 22 45

Returns the real size information for a 386 directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (1) word (Hi-Lo)
9 SubFunctionCode (45) byte
10 DirHandle byte

Reply Format

Offset Content Type

Reply header

8 TotalBlocks long (Lo-Hi)

12 AvailableBlocks long (Lo-Hi)

16 TotalDirEntries long (Lo-Hi)

20 AvailableDirEntries long (Lo-Hi)

24 Reserved byte[4]

28 SectorsPerBlock byte

29 VolumeNamelLen byte

30 Volume byte[VolumeNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

155 0x9B Bad Directory Handle
Remarks

The old NCP requests cannot handle volumes bigger than 256 MB.
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Get Directory Information also includes space limitations on the user and volume when calculating
the space available.

See Also

Set Directory Information 0x2222 22 25 (page 493), Get Volume and Purge Information 0x2222 22
44 (page 376)
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Get Directory Path 0x2222 22 01

Returns the full directory path of the directory pointed to by one of its directory handles.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStruclLen (2) word (Hi-Lo)
9 SubFunctionCode (1) byte
10 TargetDirectoryHandle byte

Reply Format

Offset Content Type

Reply header

8 DirectoryPathLen byte

9 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
Remarks

The directory path string that is returned will contain a path name in the following format:
volume name:directory/subdirectory/...

The returned string will not contain the files server's name and will be no longer than 255 bytes.
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See Also

Set Directory Handle 0x2222 22 00 (page 491)
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Get Effective Directory Rights 0x2222 22 03

Returns the access rights the client has for the specified directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (3 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (3) byte

10 DirectoryHandle byte

11 DirectoryPathLen byte

12 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory I/O Error
253 OxFD Bad Station Number
255 OxFF Hard Failure, Failure
Remarks

The returned Ef fectiveRightsMask indicates which of the eight possible directory rights the
client has in the targeted directory. An Ef fectiveRightsMask of zero indicates that the client
has no rights in the target directory.

See Also

Get Effective Rights for Directory Entry 0x2222 22 42 (page 346)
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Get Effective Directory Rights 0x2222 87 29

Returns the access rights the client has for the specified directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunction (29) byte

8 NameSpace byte

9 DestNameSpace byte

10 SearchAttributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 NWHandlePathStruct structure
Reply Format

Offset Content Type
Reply header

8 MyEffectiveRights word (Lo-Hi)
10 NetWarelnfoStruct structure
XX NetWareFileNameStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).
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Get Effective Rights for Directory Entry 0x2222 22 42

Returns the calling object's effective rights to the specified entry.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (3 + PathLen) word (Hi-Lo)
9 SubFunctionCode (42) byte

10 DirHandle byte

11 PathLen byte

12 Path byte[PathLen]

Reply Format

Offset Content Type
Reply header
8 AccessRights word (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful
152 0x98 Disk Map Error
156 0x9C Invalid Path
Remarks

Get Effective Rights for Directory Entry works for directories and files.

See Also

Get Effective Directory Rights 0x2222 22 03 (page 344), Get Object Effective Rights for Directory
Entry 0x2222 22 50 (page 369)
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Get Extended Volume Information 0x2222 22 51

Returns the full volume information about a mounted volume.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (2) word (Hi-Lo)
9 SubFuncCode (51) byte

10 VolumeNumber byte

Reply Format

Offset Content Type
Reply header
8 VollnfoReplyLen word (Lo-Hi)
10 Volumelnfo (VollnfoStructure structure
(page 625))
10 + VolInfoReplyLen VolNameLen byte
11 + VolinfoReplyLen VolumeName byte[VoINameLen]

Parameters

volumeNumber

(Request) Specifies the volume number to start with.

VolInfoReplyLen

(Reply) Specifies the size of VollnfoStructure.

Return Values

Decimal Hex Description
0 0x00 Successful
126 OX7E Invalid Length
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Decimal Hex Description

152 0x98 Disk Map Error
255 OxFF Failure
Remarks

Get Effective Rights for Directory Entry works for directories and files.

See Also

Get Effective Directory Rights 0x2222 22 03 (page 344), Get Object Effective Rights for Directory
Entry 0x2222 22 50 (page 369)
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Get File Information 0x2222 87 31

Returns various sets of information about a file from a NetWare file handle or about a directory from
a 1-byte directory handle.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (31) byte
8 FileOrDirHandle byte[6] (Hi-Lo)
14 HandlelnfoLevel byte
15 NameSpace byte

Reply Format (HandlelnfoLevel = 0)

Get Limited Information from a File Handle:

Offset Content Type

Reply header

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DataStream long (Lo-Hi)

Reply Format (HandlelnfoLevel = 1)

Get Limited Information from a File Handle Using a Name Space:

Offset Content Type

Reply header

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DataStream long (Lo-Hi)

Reply Format (HandlelnfoLevel = 2)

Get Information from a File Handle:
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Offset Content Type

Reply header

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DOSDirectoryBase long (Lo-Hi)
20 NameSpace long (Lo-Hi)
24 DataStream long (Lo-Hi)

Reply Format (HandlelnfoLevel = 3)

Get Information from a Directory Handle:

Offset Content Type

Reply header

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DOSDirectoryBase long (Lo-Hi)
20 NameSpace long (Lo-Hi)

Reply Format (HandlelnfoLevel = 4)

Get Complete Information from a Directory Handle:

Offset Content Type

Reply header

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DOSDirectoryBase long (Lo-Hi)
20 NameSpace long (Lo-Hi)
24 ParentDirectoryBase long (Lo-Hi)
28 ParentDOSDirectoryBase  long (Lo-Hi)

Reply Format (HandlelnfoLevel = 5)

Get Complete Information from a File Handle:
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Offset Content Type

Reply header

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DOSDirectoryBase long (Lo-Hi)
20 NameSpace long (Lo-Hi)
24 DataStream long (Lo-Hi)
28 ParentDirectoryBase long (Lo-Hi)
32 ParentDOSDirectoryBase long (Lo-Hi)
Parameters

FIleOrDirHandle

(Request) Specifies either a file handle or directory handle for which to return information.

HandleInfolevel

(Request) Specifies which type of information to return.

NameSpace

(Request) Specifies the name space for which to return information; only used when

HandleInfoLevel issetto 1.

Volume

(Reply) Specifies the volume of the file handle.

DirectoryBase

(Reply) Specifies the directory entry number.

DOSDirectoryBase

(Reply) Specifies the DOS directory entry number.

NameSpace

(Reply) Specifies the name space associated with the DirectoryBase and is based on the
file or directory handle passed in the request.

DataStream

(Reply) Specifies the data stream number if the name space is Macintosh (see Section 24.2,

“DataStream Values,” on page 631).

ParentDirectoryBase

(Reply) Specifies the parent directory entry number of the file or directory.

ParentDOSDirectoryBase

(Reply) Specifies the DOS parent directory entry number of the file or directory.
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Remarks

FileOrDirHandle requires the left most or most significant four bytes in Hi-Lo order.
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Get Full Path String 0x2222 87 28

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (28) byte
8 SrcNameSpace byte
9 DstNameSpace byte
10 PathCookie structure
20 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 PathCookie structure

18 PathComponentSize word (Lo-Hi)
20 PathComponentCount word (Lo-Hi)
22 PathComponent][] structure
Parameters

PathCookie

(Reply) Specifies the sequence path components that are too long to fit in a reply packet.

PathComponentSize

(Reply) Specifies the total byte size of PathComponent.

PathComponentCount
(Reply) Specifies the number of components in the reply packet.
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The path returned by Get Full Path String is returned in reverse order, with the root being the last
component and the current directory being the first component.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).
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Get Huge NS Information 0x2222 87 26

Returns the huge name space information.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunction (26) byte

8 NameSpace byte

9 VolumeNumber byte

10 DirectoryBase long (Lo-Hi)
14 HugeMask long (Lo-Hi)
18 HugeStatelnfo structure
Reply Format

Offset Content Type
Reply header

8 NextHugeStatelnfo structure
24 HugeDatalen long (Lo-Hi)
28 HugeDatal[] byte
Parameters

HugeStatelInfo

Is used only by the NFS name space.

HugeDatalLen

Specifies the length of the data that will be returned in the reply buffer.

Return Values

Decimal Hex Description

0 0x00 Successful
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Remarks

Get Huge NS Information is called only when the name space has indicated that there is huge
information available (by calling Query NS Information Format 0x2222 87 23).

HugeStateInfo isa 16-byte structure that contains information used to help the name space in
transferring huge name space information across the wire. For the initial request, all 16 bytes should
be set to zero. All subsequent requests will set HugeStateInfo using information from the
NextStateInfo field.

See Also

Set Huge NS Information 0x2222 87 27 (page 502)
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Get Mount Volume List 0x2222 22 52

Returns a list of mounted volumes.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (13) word (Hi-Lo)
9 SubFuncCode (52) byte

10 StartVolumeNumber long (Lo-Hi)
14 VolumeRequestFlags long (Lo-Hi)
18 NameSpace long (Lo-Hi)
Reply Format

Offset Content Type

Reply header

8 ltemsinPacket long

12 NextVolumeNumber long

16+ VolMntStruc structure[ltemsinPacket]
Parameters

StartVolumeNumber

(Request) Specifies the starting volume number (initial value is zero).

NameSpace

(Request) Specifies the name space number for which you are requesting mounted volumes.

NextVolumeNumber

(Request) Specifies the next starting volume number.

VolumeRequestFlags

(Request) Specifies whether to return the volume name with the volume number:

0 Return the volume name with the volume number.
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Get Mount Volume List returns mounted volumes for only the desired name space that is loaded.
If NextVolumeNumber is zero, the list is conplete.

If VolumeRequestFlags is set to zero, the VolMntStructWithName (page 630) will be returned.
Otherwise, the VolMntStruct (page 629) will be returned.
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Get NS Information 0x2222 87 19

Returns information for the specified name space.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunction (19) byte

8 SrcNameSpace byte

9 DstNameSpace byte

10 reserved (0) byte

11 VolumeNumber byte

12 DirectoryBase long (Lo-Hi)
16 NSInfoBitMask long (Lo-Hi)
Reply Format

Offset Content Type
Reply header

8 NSSpecificInfo[512] byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Get NS Information is passed to the name space NLM and is an expensive time user on the server.

NSSpecificInfo is defined as:

BYTE FileName&LengthByte[13]:

LONG FileAttributes;

(Lo-H1)

WORD CreateDate; (Lo-Hi)
WORD CreateTime; (Lo-Hi)
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LONG OwnerlID;

WORD ArchiveDate;
WORD ArchiveTime;
LONG ArchivelID;
WORD  ModifyDate;
WORD ModifyTime;

LONG ModifyID;

WORD LastAccessDate;
LONG InheritedRightsMask;
LONG MaximumSpace;

See Also

Set NS Information 0x2222 87 25 (page 504)
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Get Name Space Directory Entry 0x2222 22 48

Returns a directory entry associated with any name space supported on the volume.

NetWare Servers: 3.x, 4.x, 5.X

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (6) word (Hi-Lo)

9 SubFunctionCode (48) byte

10 VolumeNumber byte

11 DOS Sequence long

15 NameSpace byte

Reply Format

Offset Content Type

Reply header

8 SequenceNumber long (DOS File Entry)
12 Subdirectory long

16 Attributes long

20 UniquelD byte

21 Flags byte

22 NameSpace byte

23 NameLen byte

24 Name byte[12]

36 CreationDateAndTime long

40 OwnerlD long (Hi-Lo)
44 LastArchivedDateAndTime long

48 LastArchivedID long (Hi-Lo)
52 LastUpdatedDateAndTime long

56 LastUpdatedID long (Hi-Lo)
60 FileSize long

NCPs 361



Offset Content Type
64 Reserved byte[44]
108 InheritedRightsMask word
110 LastAccessedDate word
112 Reserved byte[28]

Reply Format (DOS Subdirectory Entry)

Offset Content Type

Reply header

16 Attributes long

20 UniquelD byte

21 Flags byte

22 NameSpace byte

23 DirectoryNameLen byte

24 DirectoryName byte[12]

36 CreateDateAndTime long

40 OwnerlD long (Hi-Lo)
44 LastArchivedDateAndTime long

48 LastArchivedID long (Hi-Lo)
52 LastModifiedDateAndTime long

56 NextTrusteeEntry long

60 Reserved byte[48]
108 MaximumSpace long

112 InheritedRightsMask word

112 Undefined byte[26]

Reply Format (Macintosh Name Space Entry)

Offset Content Type
Reply header

16 MACFileAttributes long
20 MACUniquelD byte
21 MACFlags byte
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Offset Content Type

22 MACMyNameSpace byte

23 MACFileNameLen byte

24 MACFileName byte[32]
56 ResourceFork long

60 ResourceForkSize long

64 Finderinfo byte[32]
96 ProDosInfo byte[6]
102 Reserved byte[38]

Return Values

Decimal Hex Description

0 0x00 Successful

137 0x89 No Search Privileges
152 0x98 Invalid Volume

191 0xBF Invalid Name Space
Remarks

Usually, you would get the entry's sequence number by scanning for it in the DOS name space.

The name spaces that are currently defined include:

0 DOS

1 Macintosh

DOS Sequence in the request buffer at offset 11 and SequenceNumber in the reply buffer at offset 8
are referred to as either a DirectoryBase or a DirectoryHandle in NetWare 386, which is important if
you are implementing an API that uses the terms DirectoryBase or DirectoryHandle rather than
DOS Sequence or SequenceNumber.

See Also

Get Name Space Information 0x2222 22 47 (page 364)
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Get Name Space Information 0x2222 22 47

Returns name space and data stream information for the file server and its volumes.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (1) word (Hi-Lo)

9 SubFunctionCode (47) byte

10 VolumeNumber byte

Reply Format

Offset Content Type

Reply header

8 DefinedNameSpaces byte (for each Name Space)
9 NSNamelLen byte

10 NameSpaceName byte[NSNamelLen]

10 + DefinedNameSpaces + DefinedDataStreams byte (for each Data Stream)
NSNameLen

11 + DefinedNameSpaces + AssociatedNameSpace byte

NSNameLen

12 + DefinedNameSpaces + DSNamelen byte

NSNameLen

13 + DefinedNameSpaces + DataStreamName byte[DSNamelLen]
NSNameLen

13 + DefinedNameSpaces + LoadedNameSpaces byte
2*DefinedDataStreams +

NSNameLens + DSNamelLens

14 + DefinedNameSpaces + IndexNumber byte[LoadedNameSpaces]

2*DefinedDataStrems +
NSNamelLens + DSNamelens

14 + DefinedNameSpaces +
2*DefinedDataStrems +
NSNamelLens + DSNamelLens +
LoadedNameSpaces

VolumeNameSpaces

byte
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Offset Content

Type

15 + DefinedNameSpaces + IndexNumber
2*DefinedDataStrems +
NSNamelLens + DSNamelens +

LoadedNameSpaces

15 + DefinedNameSpaces + VolumesDataStreams
2*DefinedDataStrems +

NSNamelLens + DSNameLens +

LoadedNameSpaces +

VolumeNameSpaces

15 + DefinedNameSpaces + IndexNumber
2*DefinedDataStrems +

NSNamelLens + DSNamelens +
LoadedNameSpaces +

VolumeNameSpaces

byte[VolumeNameSpaces]

byte

byte[VolumeDataStreams]

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

IndexNumber associated with LoadedNameSpaces is a list of the possible name spaces that

are actually loaded.

IndexNumber associated with VolumeNameSpaces is a list of the name spaces that are being

used on the specified volume.

IndexNumber associated with VolumeDataStreamns is a list of the data streams that are being

used on the specified volume.

See Also

Get Name Space Directory Entry 0x2222 22 48 (page 361)
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Get Name Spaces Loaded List from Volume Number
0x2222 87 24

Returns the name spaces that are loaded on the specified volume.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (24) byte
8 reserved (0) word (Lo-Hi)
10 VolumeNumber byte

Reply Format

Offset Content Type

Reply header

8 NumberOfNSLoaded  word (Lo-Hi)
10 NSLoadList]] byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

NSLoadList is a byte array with NumberOfNSLoaded elements, with each element being the
name space value (DOS, MACINTOSH, etc.) that is loaded.
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Get Object Disk Usage and Restrictions 0x2222 22 41

Scans a user's disk restrictions for a volume and returns the amount of space currently being used.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (6) word (Hi-Lo)
9 SubFunctionCode (41) byte
10 VolumeNumber byte
11 ObjectiD long (Hi-Lo)

Reply Format

Offset Content Type

Reply header

8 Restriction long (Lo-Hi)
12 InUse long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful
152 0x98 Invalid Volume
Remarks

The space values are returned in 4 KB blocks.

If the restriction is 0x40000000, there is no restriction for the object.

Get Object Disk Usage and Restrictions succeeds even if the object ID is invalid; it will return no

restrictions and no space being used.

NCPs 367



See Also

Add User Disk Space Restriction 0x2222 22 33 (page 292), Remove User Disk Space Restrictions
0x2222 22 34 (page 439), Scan Volume's User Disk Restrictions 0x2222 22 32 (page 476), Set
Directory Disk Space Restriction 0x2222 22 36 (page 487), Scan Directory Disk Space 0x2222 22
40 (page 456)
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Get Object Effective Rights for Directory Entry 0x2222
22 50

Returns an object's effective access rights to a specified directory or file.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStruclLen (7 + PathLen) word (Hi-Lo)
9 SubFunctionCode (50) byte

10 ObjectiD long (Hi-Lo)
14 DirHandle byte

15 PathLen byte

16 Path byte[PathLen]

Reply Format

Offset Content Type
Reply header
8 AccessRights word (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length

155 0x9B Invalid Directory Error
156 0x9C Invalid Path
Remarks

The client must be either a supervisor, a manager of the object for which rights are requested, or the
object itself.
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Get Object Effective Rights for Directory Entry is similar to Get Effective Rights for Directory
Entry 0x2222 22 42); however, Get Object Effective Rights for Directory Entry allows you to
specify an object for which rights are returned.

See Also

Get Effective Rights for Directory Entry 0x2222 22 42 (page 346)
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Get Path Name of a Volume-Directory Number Pair

0x2222 22 26

Returns the directory path for a volume number/directory entry number pair.

NetWare Servers: 2.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStruclLen (4) word (Hi-Lo)
9 SubFunctionCode (26) byte

10 VolumeNumber byte

11 DirectoryEntryNumber word
Reply Format

Offset Content Type

Reply header

8 DirectoryPathLen byte

9 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

152 0x98 Disk Map Error
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error

NCPs 371



Get Path String from Short Directory Handle 0x2222 87
21

Returns a path string from a short directory handle.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (21) byte
8 NameSpace byte
9 ShortDirectoryHandle byte

Reply Format

Offset Content Type
Reply header

8 PathLen byte
9 Path(] byte

Return Values

Decimal Hex Description

0 0x00 Successful
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Get Reference Count from Dir Entry Number 0x2222 90

10

Returns a reference count for the specified directory entry number.

NetWare Servers: 4.x, 5.x

Request Format

Offset

Content Type

Request header

6
7
9
10
14
18

FunctionCode (90) byte
SubFuncStruclLen (13) word (Hi-Lo)
SubFunctionCode (10) byte

Volume long (Lo-Hi)
DirBase long (Lo-Hi)
NameSpace long (Lo-Hi)

Reply Format

Offset Content Type
Reply header
8 ReferenceCount long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length

152 0x98 Disk Map Error (Invalid Volume)
156 0x9C Invalid Path
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Get Reference Count from Dir Handle 0x2222 90 11

Returns a reference count for the specified directory handle.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte
7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFunctionCode (11) byte
10 DirectoryHandle long (Lo-Hi)

Reply Format

Offset Content Type
Reply header
8 ReferenceCount long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful

126 Ox7E Invalid Length

136 0x88 Invalid Directory Handle
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Get Sparse File Data Block Bit Map 0x2222 85

Returns a bit map that shows which blocks contain data and which are empty.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (85) byte

7 SubFuncStrucLen (10) word (Hi-Lo)
9 Handle byte[6]

15 StartingOffset long (Lo-Hi)

Reply Format

Offset Content Type

Reply header

8 AllocationBlockSize long (Lo-Hi)
12 Reserved byte[4]

16 BitMap (1 bit for each block) byte[512]

Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle
Remarks

There is one bit for each block in the parse file. One means that there is data in that block; zero
means that there is no data in that block.

NCPs 375



Get Volume and Purge Information 0x2222 22 44

Returns the real volume information for a 386 volume and returns information about deleted files.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (1) word (Hi-Lo)
9 SubFunctionCode (44) byte
10 VolumeNumber byte

Reply Format

Offset Content Type

Reply header

8 TotalBlocks long (Hi-Lo)
12 FreeBlocks long (Lo-Hi)
16 PurgeableBlocks long (Lo-Hi)
20 NotYetPurgeableBlocks long (Lo-Hi)
24 TotalDirEntries long (Lo-Hi)
28 AvailableDirEntries long (Lo-Hi)
32 Reserved byte[4]

36 SectorsPerBlock byte

37 VolumeNamelLen byte

38 VolumeName byte[VolumeNamelLen]

Return Values

Decimal Hex Description

0 0x00 Successful
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Remarks

Old NCP requests cannot handle a volume that is bigger than 256 MB.

If the volume number specified in the request buffer is not mounted, a Successful is returned; but all
data fields in the reply buffer are set to zero.
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Get Volume Info with Handle 0x2222 22 21

Returns information about the physical limitations of one of the server's volumes.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStruclLen (2) word (Hi-Lo)
9 SubFunctionCode (21) byte

10 DirectoryHandle byte
Reply Format

Offset Content Type

Reply header

8 SectorsPerCluster word (Hi-Lo)
10 TotalVolumeClusters word (Hi-Lo)
12 AvailableClusters word (Hi-Lo)
14 TotalDirectorySlots word (Hi-Lo)
16 AvailableDirectorySlots word (Hi-Lo)
18 VolumeName byte[16]

34 RemovableFlag word (Hi-Lo)
Parameters

SectorsPerCluster

TotalVolumeClusters

AvailableClusters

TotalDirectorySlots
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(Reply) Specifies how many 512-byte sectors are contained in each cluster.

(Reply) Specifies how many clusters make up the server volume.

(Reply) Specifies how many clusters are not currently in use.

(Reply) Specifies how many physical directory entries the volume contains (optional).



AvailableDirectorySlots

(Reply) Specifies how many of the total directory entries on the volume are still available for
use (optional).

VolumeName

(Reply) Specifies the name of the volume whose statistics are being reported (NULL-padded).

RemovableFlag

(Reply) Specifies if the volume is on a fixed or removable media:

0 Volume is on fixed media
O0xFFFF Volume is on removable (mountable) media

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
Remarks

Volumes use logical sector sizes of 512 bytes per sector. If the physical media uses a different sector
size, the server must perform the appropriate mappings. Volume space is allocated in groups of
sectors called clusters.

If TotalDirectorySlots and AvailableDirectorySlots are meaningless under a
given server's implementation, set these parameters to OxFFFF.

See Also

Get Volume Info with Number 0x2222 18 (page 380)
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Get Volume Info with Number 0x2222 18

Returns information about the physical limitations of one of the server's volumes.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header
6 FunctionCode (18) byte

7 VolumeNumber byte

Reply Format

Offset Content Type

Reply header

8 SectorsPerCluster word (Hi-Lo)
10 TotalVolumeClusters word (Hi-Lo)
12 AvailableClusters word (Hi-Lo)
14 TotalDirectorySlots word (Hi-Lo)
16 AvailableDirectorySlots word (Hi-Lo)
18 VolumeName byte[16]

34 RemovableFlag word (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

152 0x98 Disk Map Error
Remarks

Get Volume Info with Number allows a client to check the physical space available on a volume
without having to determine which mounted volume number the client's directory handle points to.
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See Also

Get Volume Info with Handle 0x2222 22 21 (page 378)
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Get Volume Name 0x2222 22 06

Returns a volume's name from the given volume number.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStruclLen (2) word (Hi-Lo)
9 SubFunctionCode (6) byte
10 VolumeNumber byte

Reply Format

Offset Content Type

Reply header

8 VolumeNamelLen byte

9 VolumeName byte[VolumeNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

255 OxFF Failure

Remarks

Get Volume Name can be called to scan volumes and determine the volume (mount) numbers and
volume names of all volumes that are currently mounted on the file server.

If you want to scan the file server for such information, start with volume number zero and scan
upward until Failure is returned.
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If a volume that corresponds to the volume number has not been mounted, Get Volume Name will
still return Successful, but the returned VolumeNameLen will be zero, which indicates that no
corresponding volume is currently mounted but the volume mount slot is potentially valid.

See Also

Get Volume Number 0x2222 22 05 (page 384)
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Get Volume Number 0x2222 22 05

Returns a volume's number from the given volume name.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (2 + VolumeNameLen)  word (Hi-Lo)

9 SubFunctionCode (5) byte

10 VolumeNamelLen byte

11 VolumeName byte[VolumeNameLen]

Reply Format

Offset Content Type
Reply header
8 VolumeNumber byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error
Remarks

Volume numbers are required by several requests, including the requests to return a volume's usage
statistics and to return an object's trustee directory paths.

See Also

Get Volume Name 0x2222 22 06 (page 382)
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Initialize Search 0x2222 87 02

Initializes the search for a file or subdirectory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunction (02) byte

8 NameSpace byte

9 reserved (0) byte

10 NWHandlePathStruct structure
Reply Format

Offset Content Type

Reply header

8 VolumeNumber byte

9 DirectoryNumber long (Lo-Hi)
13 EntryNumber long (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

This search request is a stateless search.

SearchSequenceDefinition is a 9-byte field, which contains a 1-byte volume number, a 4-
byte directory number, and a 4-byte current directory number. SearchSequence is generated

only by the server on each completed search request.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).
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Map Directory Number to Path 0x2222 23 243

Maps a given directory number to a path.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (23) byte
7 SubFuncStructLen (7) word (Hi-Lo)
9 SubFunctionCode (243) byte
10 VolumeNumber byte
11 DirectoryNumber long (Lo-Hi)
15 NameSpace byte

Reply Format

Offset Content Type
Reply header
8 Path byte[]

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The path is returned as a group of components. Each directory, subdirectory, or file in the path is
considered to be a component. Each component is length preceeded and is followed by the next
component. For example, pathName returns the users/jdoe/working directory as:

Susers4jdoebworking

The volume name is not returned as a component in the path.
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See Also

Convert Path to Dir Entry 0x2222 23 244 (page 303)
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Modify DOS Attributes on a File or Subdirectory 0x2222
87 35

Sets the DOS attributes field on an entry with the use of an apply mask.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunctionCode (35) byte

8 NameSpace byte

9 Flags byte

10 SearchAttributes word (Lo-Hi)
12 AttributeMask long (Lo-Hi)
16 Attributes long (Lo-Hi)
20 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 IltemsChecked long (Lo-Hi)
12 IltemsChanged long (Lo-Hi)
16 AttributeValidFlag long (Lo-Hi)
20 NewAttributes long (Lo-Hi)
Parameters

ItemsChecked

(Reply) Specifies the number of items that were scanned according to the input criteria.

ItemsChanged

(Reply) Specifies the number of items whose attributes were changed.

AttributevValidFlag
(Reply) Specifies whether NewAttributes is valid.
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NewAttributes
(Reply) Specifies the new value of the entry's attributes.

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

A client doesn't have to get the old attributes before calling Modify DOS Attributes on a File or
Subdirectory.

Modify DOS Attributes on a File or Subdirectory is similar to Modify File or Subdirectory DOS
Information 0x2222 87 07 but has the additional capability to modify files with a wildcard.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

If AllowWildCardsBit is set in Flags, wildcards can be used in NWHandlePathStruct. If
wildcards are permitted, only the first matching entry will be returned in the reply packet.

Evenif AttributevalidFlag is not valid, the entry's attributes were still changed.

See Also

Modify File or Subdirectory DOS Information 0x2222 87 07 (page 390)
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Modify File or Subdirectory DOS Information 0x2222 87
07

Modifies DOS information while the client is in another name space.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (07) byte

8 NameSpace byte

9 reserved (0) byte

10 SearchAttributes word (Lo-Hi)
12 ModifyDOSInfoMask long (Lo-Hi)
16 ModifyDOSInfoStruct structure

54 NWHandlePathStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Modify File or Subdirectory will not change the name of a file or subdirectory. Passing 0x1 to
ModifyDOSInfoMask has no effect.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

See Also

Modify DOS Attributes on a File or Subdirectory 0x2222 87 35 (page 388)
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Modify Maximum Rights Mask 0x2222 22 04

Modifies the maximum rights mask associated with a directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (5 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (4) byte

10 DirectoryHandle byte

11 RightsGrantMask byte

12 RightsRevokeMask byte

13 DirectoryPathLen byte

14 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Failure
Remarks

The directory's maximum access rights mask is first ANDed with the NOT of the specified
RightsRevokeMask. This operation removes any rights included in the Right sRevokeMask
from the directory's maximum access rights mask. The result of this operation is then ORed with the
specified Right sGrantMask. This operation adds the rights included in the
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RightsGrantMask to the directory's maximum access rights mask. The result is the directory's
new maximum access rights mask.

Any client that has access control rights to either the target directory or its parent directory can
successfully call Modify Maximum Rights Mask.
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Obtain File or Subdirectory Information 0x2222 87 06

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunctionCode (06) byte

8 NameSpace byte

9 DestNameSpace byte

10 SearchAttributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 NWHandlePathStruct structure
Reply Format

Offset Content Type
Reply header

8 NetWarelnfoStruct structure
XX NetWareFileNameStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The data values in NetWareInfoStruct, from the least significant byte to the most significant byte,

arc:

* First 5 bits indicate the day, from 1-31.
» Next 4 bits indicate the month, from 1-12.

* Last 7 bits indicate the year, with 0=1980 and 20=2000.
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The time values in NetWarelnfoStruct, from the least significant byte to the most significant byte,
are:

« First 5 bits indicate the number of 2-second intervals, from 0-29 so that 59 and 60 seconds are
both indicated by 29.

* Next 6 bits indicate the minute, from 0-59.

» Last 57 bits indicate the hour, from 0-23.

SearchAttributes is currently not used. Regardless of what value is passed in to this field,
information on the file or subdirectory will be returned (if the file or subdirectory exists).

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).
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Open CallBack Control 0x2222 87 34

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (34) byte

8 CCFileHandle long (Hi-Lo)
12 CCFunction byte
Parameters

CCFileHandle

(Request) Specifies the file handle of the file being opened or created.

CCFunction
(Request) Specifies one of three actions to be performed:
0x1 Clear Callback
0x2 Acknowledge Callback

0x3 Decline Callback
0x4 Level 2 OpLocks Enable

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The left most or most significant four bytes of CCFileHandle must be in Hi-Lo order.
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Open/Create File (old) 0x2222 84

Creates a new file for the calling client in the specified directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (84) byte
7 DirectoryHandle byte
8 FileAttributes byte
9 AccessFlags byte
10 ActionCode byte
11 FileNamelLen byte
12 FileName byte[FileNameLen]

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[6] (Hi-Lo)
14 Reserved word (Hi-Lo)
16 FileName byte[14]

30 FileAttributes byte

31 FileExecuteType byte

32 FileLen long (Hi-Lo)
36 CreationDate word (Hi-Lo)
38 LastAccessDate word (Hi-Lo)
40 LastUpdateDate word (Hi-Lo)
42 LastUpdateTime word (Hi-Lo)

396 NDK: NetWare Core Protocols



Return Values

Decimal Hex Description

0 0x00 Successful

128 0x80 Lock Fail

129 0x81 Out Of Handles

132 0x84 No Create Privileges
133 0x85 No Create/Delete Privileges
135 0x87 Create Filename Error
141 0x8D Some Files In Use

143 0x8F Some Read Only

144 0x90 All Read Only

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

153 0x99 Directory Full Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

Create File 0x2222 67 creates and opens a file, automatically replacing an older file by the same
name if it exists. Create New File 0x2222 77 fails if another file by the same name exists. Open/
Create File provides the Act ionF1lag parameter, which allows the client to specify one of three

different actions:

0x1 ACTION OPEN
0x2 ACTION_REPLACE
0x10 ACTION_ CREATE

The client must have at least file creation privielges in the specified directory to successfully call

Open/Create File.

If the client has file deletion privileges in the specified directory, a file with the same name already
exists in the directory, and the client specified that the existing file is to be replaced, the existing file
will be erased before the new file is created.

If the client does not have file deletion privileges in the indicated directory and file with the same
name already exists in the directory, the request will fail.
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The newly created file will be stamped with the date and time of its creation. The file attributes byte
will be set to the attributes specified by the client. The file will be opened as an exclusive file with
both read and write access requested. (The actual access rights that are granted depend on the client's
file access privileges in the specified directory.)

FileHandle requires the left most or most significant four bytes in Hi-Lo order.

Open/Create File is replaced by Open Create File or Subdirectory 0x2222 87 01.

See Also
Create File 0x2222 67 (page 308), Create New File 0x2222 77 (page 310), Erase File 0x2222 68

(page 319), Open File 0x2222 76 (page 418), Open/Create File or Subdirectory 0x2222 87 01
(page 399)
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Open/Create File or Subdirectory 0x2222 87 01

Creates a new file for the calling client in the specified directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (01) byte

8 NameSapce byte

9 OpenCreateMode byte

10 SearchAttributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 CreateAttributes long (Lo-Hi)
20 DesiredAccessRights word (Lo-Hi)
22 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 FileHandle long (Hi-Lo)
12 OpenCreateAction byte

13 Reserved byte

14 NetWarelnfoStruct structure

XX NetWareFileNameStruct structure
Parameters

NameSpace

(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).

OpenCreateMode

(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).
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SearchAttributes
(Request) Specifies the create and open options (see Section 24.14, “SearchAttributes Values,”
on page 637).

ReturnInfoMask

(Request) Specifies the specific information you want returned about a file or subdirectory.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights

(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction

(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

NetWareInfoStruct
(Reply) Points to the NetWareInformationStructure.

NetWareFileNameStruct

(Reply) Points to the NetWareFileNameStruct, which contains the name and length for the file
or subdirectory.

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

In NetWare 4.11 or above, the OS/2 name space (OS2.NAM) has been replaced with the LONG
name space (LONGNAM).

Beginning with NetWare 4.1, a file can be opened as a temporary file that will be deleted when the
file is closed. If the item being created is a subdirectory, DesiredAccessRights is used as an
inherited rights filter. Usually, you want all rights in the inherited rights mask definition and would
pass OxFF.

To create a temporary file, you must set DELETE FILE CLOSE BIT (0x0400),

DENY READ BIT, and DENY WRITE BIT in DesiredAccessRights. By definition,
temporary files do not allow shared I/O access. The newly created file will exist until you close the
file, which will cause the file to be deleted.
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The OS creates temporary files with the HIDDEN BIT set so they will not be visible. Also, the
IMMEDIATE _COMPRESS BIT is masked off from the created attributes that you supply.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

See Also

Create File 0x2222 67 (page 308), Create New File 0x2222 77 (page 310), Erase File 0x2222 68
(page 319), Open File 0x2222 76 (page 418), Open/Create File or Subdirectory 0x2222 87 01
(page 399)
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Open/Create File or Subdirectory 0x2222 87 30

Creates or opens the file (depending on OpenCreateMode).

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (30) byte

8 NameSpace byte

9 DataStream byte

10 OpenCreateMode byte

11 Reserved byte

12 SearchAttributes word (Lo-Hi)
14 Reserved word (Lo-Hi)
16 ReturninfoMask long (Lo-Hi)
20 CreateAttributes long (Lo-Hi)
24 DesiredAccessRights word (Lo-Hi)
26 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[4] (Hi-Lo)
12 OpenCreateAction byte

13 Reserved byte

14 NetWarelnfoStruct structure

XX NetWareFileNameStruct structure
Parameters

NameSpace

(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).
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DataStream
(Request) Specifies the data stream number if the name space is Macintosh (see Section 24.2,
“DataStream Values,” on page 631).
OpenCreateMode
(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).
SearchAttributes
(Request) Specifies the create and open options (see Section 24.14, “SearchAttributes Values,”
on page 637).
ReturnInfoMask

(Request) Specifies the specific information you want returned about a file or subdirectory.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights

(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction

(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

NetWareInfoStruct
(Reply) Points to the NetWarelnformationStructure.

NetWareFileNameStruct

(Reply) Points to the NetWareFileNameStruct, which contains the name and length for the file
or subdirectory.

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
Remarks

Open/Create File or Subdirectory replaces Open/Create File or Subdirectory 0x2222 87 01.
Subdirectories can be created, but not opened, by the client.
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In NetWare 4.11 or above, the OS/2 name space (OS2.NAM) has been replaced with the LONG
name space (LONG.NAM).

Beginning with NetWare 4.1, a file can be opened as a temporary file that will be deleted when the
file is closed. If the item being created is a subdirectory, the DesiredAccessRights is used as
an inherited rights filter. Usually, you want all rights in the inherited rights mask definition and
would pass OxFF.

To create a temporary file, you must set DELETE_FILE _CLOSE_BIT (0x0400),
DENY_READ BIT, and DENY_ WRITE BIT in DesiredAccessRights. By definition,
temporary files do not allow shared I/O access. The newly created file will exist until you close the
file, which will cause the file to be deleted.

The OS creates temporary files with the HIDDEN_ BIT set so they will not be visible. Also, the
IMMEDIATE COMPRESS BIT is masked off from the created attributes that you supply.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

See Also
Create File 0x2222 67 (page 308), Create New File 0x2222 77 (page 310), Erase File 0x2222 68

(page 319), Open File 0x2222 76 (page 418), Open/Create File or Subdirectory 0x2222 87 01
(page 399)
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Open/Create File or Subdirectory with Callback 0x2222

87 32

Creates or opens the file and sets a callback flag.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunction (32) byte

8 NameSpace byte

9 OpenCreateMode byte

10 Search Attributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 CreateAttributes long (Lo-Hi)
20 DesiredAccessRights word (Lo-Hi)
22 NWHandlePathStruct (see structure

NetWareHandlePathStruct (page 607))

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[4] (Hi-Lo)
12 OpenCreateAction byte

13 OCRetFlags byte

14 NetWarelnfoStruct structure

XX NetWareFileNameStruct structure
Parameters

NameSpace

(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).

OpenCreateMode
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(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).

SearchAttributes

b}

(Request) Specifies the create and open options (see Section 24.14, “SearchAttributes Values,’
on page 637).
ReturnInfoMask

(Request) Specifies the specific information you want returned about a file or subdirectory.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights
(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

NWHandlePathStruct
(Request) Specifies the NetWareHandlePathStruct (page 607), which is used to pass the file/
subdirectory handle or path.

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction
(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

OCRetFlags

(Reply) Specifies a callback field that can contain two values:

1 Indicates that this request has been registered for callback if someone else tries to open the
file

0 Indicates that no callback has been registered
NetWareInfoStruct

(Reply) Points to the NetWareInformationStructure, which contains information such as the
creation date/time, attributes, inherited rights, name space, etc.

NetWareFileNameStruct

(Reply) Points to the NetWareFileNameStruct, which contains the name and length for the file
or subdirectory.

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
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Remarks

Open/Create File or Subdirectory with Callback is an enhancement of Open/Create File or
Subdirectory 0x2222 87 01. On its return, the OCRetFlags (OpenCallBackReturnFlags) field in the
reply structure notifies you of completion. Subdirectories may be created, but not opened, by the
client.

In NetWare 4.11 or above, the OS/2 name space (OS2.NAM) has been replaced with the LONG
name space (LONG.NAM).

Beginning with NetWare 4.1, a file can be opened as a temporary file that will be deleted when the
file is closed. If the item being created is a subdirectory, the DesiredAccessRights is used as
an inherited rights filter. Usually, you want all rights in the inherited rights mask definition and
would pass OxFF.

To create a temporary file, you must set DELETE_FILE CLOSE_BIT (0x0400),
DENY_READ BIT, and DENY_ WRITE BIT in DesiredAccessRights. By definition,
temporary files do not allow shared I/O access. The newly created file will exist until you close the
file, which will cause the file to be deleted.

The OS creates temporary files with the HIDDEN_ BIT set so they will not be visible. Also, the
IMMEDIATE _COMPRESS BIT is masked off from the created attributes that you supply.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

See Also

Open/Create File or Subdirectory 0x2222 87 01 (page 399)
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Open/Create File or Subdirectory Il with Callback

0x2222 87 33

Creates or opens the file and sets a callback flag.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (87) byte

7 SubFunction (33) byte

8 NameSpace byte

9 DataStream byte

10 OpenCreateMode byte

11 Reserved byte

12 Search Attributes word (Lo-Hi)
14 Reserved word (Lo-Hi)
16 ReturninfoMask long (Lo-Hi)
20 CreateAttributes long (Lo-Hi)
24 DesiredAccessRights word (Lo-Hi)
26 NWHandlePathStruct structure
Reply Format

Offset Content Type
Reply header

8 FileHandle byte[4] (Hi-Lo)
12 OpenCreateAction byte

13 OCRetFlags byte

14 NetWarelnfoStruct structure
XX NetWareFileNameStruct structure
Parameters

NameSpace
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(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).

DataStream

(Request) Specifies the data stream number if the name space is Macintosh (see Section 24.2,
“DataStream Values,” on page 631).

OpenCreateMode

(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).

SearchAttributes
(Request) Specifies the create and open options (see Section 24.14, “SearchAttributes Values,”
on page 637).

ReturnInfoMask

(Request) Specifies the specific information you want returned about a file or subdirectory.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights

(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction

(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

OCRetFlags

(Reply) Specifies a callback field that can contain two values:

1 Indicates that this request has been registered for callback if someone else tries to open the
file

0 Indicates that no callback has been registered

NetWareInfoStruct
(Reply) Points to the NetWarelnformationStructure.

NetWareFileNameStruct

(Reply) Points to the NetWareFileNameStruct, which contains the name and length for the file
or subdirectory.

Return Values

Decimal Hex Description

0 0x00 Successful
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Decimal Hex Description

255 OxFF Failure

Remarks

Open/Create File or Subdirectory II with Callback is an enhancement of Open/Create File or
Subdirectory 0x2222 87 30. On its return, the OCRetFlags (OpenCallBackReturnFlags) field in the
reply structure notifies you of completion. Subdirectories may be created, but not opened, by the
client.

In NetWare 4.11 or above, the OS/2 name space (OS2.NAM) has been replaced with the LONG
name space (LONG.NAM).

Beginning with NetWare 4.1, a file can be opened as a temporary file that will be deleted when the
file is closed. If the item being created is a subdirectory, the DesiredAccessRights is used as
an inherited rights filter. Usually, you want all rights in the inherited rights mask definition and
would pass OxFF.

To create a temporary file, you must set DELETE FILE CLOSE_BIT (0x0400),

DENY READ BIT, and DENY WRITE BIT in DesiredAccessRights. By definition,
temporary files do not allow shared I/O access. The newly created file will exist until you close the
file, which will cause the file to be deleted.

The OS creates temporary files with the HIDDEN BIT set so they will not be visible. Also, the
IMMEDIATE COMPRESS BIT is masked off from the created attributes that you supply.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

See Also

Open/Create File or Subdirectory 0x2222 87 30 (page 402)
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Open/Create File or Subdirectory 0x2222 89 01

Creates or opens the specified file, depending on the OpenCreateMode parameter. Subdirectories

can be created, but not opened, by the client.

NetWare Servers: 6.5, SP2 and later

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (01) byte

8 NameSpace byte

9 OpenCreateMode byte

10 Search Attributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 CreateAttributes long (Lo-Hi)
20 DesiredAccessRights word (Lo-Hi)
22 EnhNWHandlePathStruct structure
Reply Format

Offset Content Type
Reply header

8 FileHandle long (Hi-Lo)
12 OpenCreateAction byte

13 Reserved byte

14 NetWarelnfoStruct structure
XX EnhNetWareFileNameStruct  structure
Parameters

NameSpace

(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).

OpenCreateMode
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(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).

SearchAttributes

(Request) Specifies the following create and open options (see Section 24.14,
“SearchAttributes Values,” on page 637):

* creating or opening a hidden or system file
* creating a subdirectory only

* creating a subdirectory or creating or opening any normal file

ReturnInfoMask

(Request) Specifies the specific information you are requesting about a file or subdirectory.
Information such as the creation date and time, attreibutes, inherited rights, or the name space is
returned in the NetWareInfoStruct structure.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights
(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction

(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

OCRetFlags

(Reply) Specifies a callback field that can contain two values:

1 Indicates that this request has been registered for callback if someone else tries to open the
file

0 Indicates that no callback has been registered

NetWareInfoStruct
(Reply) Points to the NetWareInformationStructure.

NetWareFileNameStruct

(Reply) Points to the NetWareFileNameStruct, which contains the name and length for the file
or subdirectory.

Return Values

Decimal Hex Description

0 0x00 Successful
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Decimal Hex Description

255 OxFF Failure

Remarks

Open/Create File or Subdirectory II with Callback is an enhancement of Open/Create File or
Subdirectory 0x2222 87 30. On its return, the OCRetFlags (OpenCallBackReturnFlags) field in the
reply structure notifies you of completion. Subdirectories may be created, but not opened, by the
client.

In NetWare 4.11 or above, the OS/2 name space (OS2.NAM) has been replaced with the LONG
name space (LONG.NAM).

Beginning with NetWare 4.1, a file can be opened as a temporary file that will be deleted when the
file is closed. If the item being created is a subdirectory, the DesiredAccessRights is used as
an inherited rights filter. Usually, you want all rights in the inherited rights mask definition and
would pass OxFF.

To create a temporary file, you must set DELETE FILE CLOSE_BIT (0x0400),

DENY READ BIT, and DENY WRITE BIT in DesiredAccessRights. By definition,
temporary files do not allow shared I/O access. The newly created file will exist until you close the
file, which will cause the file to be deleted.

The OS creates temporary files with the HIDDEN BIT set so they will not be visible. Also, the
IMMEDIATE COMPRESS BIT is masked off from the created attributes that you supply.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

See Also

Open/Create File or Subdirectory 0x2222 87 30 (page 402)
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Open Data Stream 0x2222 22 49

Opens a data stream associated with any supported name space on the server and returns a NetWare

file handle.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStructLen (5 + FileNameLen) word (Hi-Lo)
9 SubFunctionCode (49) byte

10 DataStream byte

11 DirHandle byte

12 FileAttributes byte

13 OpenRiughts (requested rights) byte

14 FileNameLen byte

15 FileName byte[FileNameLen]

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[4] (Hi-Lo)
Parameters

DataStream

(Request) Specifies the data stream number if the name space is Macintosh (see Section 24.2,

“DataStream Values,” on page 631).

DirHandle

(Request) Specifies the directory handle of the directory in which the file is located.

FileAttributes

(Request) Specifies a 1-byte bit definition that controls access to the file (see Section 24.4,

“FileAttributes Values,” on page 632).

OpenRights
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(Request) Specifies a 1-byte bit definition, of which the lower eight bits specify the requested
access rights to the file (see Section 24.10, “OpenRights Values,” on page 635).

FileNamelen

(Request) Specifies the length of the file name.

FileName

(Request) Specifies the name of the file for which a data stream is opened.

FileHandle

(Reply) Specifies the file handle returned by this request.

Return Values

Decimal Hex Description

0 0x00 Successful

128 0x80 Lock Failure

130 0x82 No Open Privileges

144 0x90 Read-only Access To Volume
190 OxBE Invalid Data Stream

255 OxFF Failure

Remarks

FileHandle requires the left most or most significant 4 bytes in Hi-Lo order.
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Open File (old) 0x2222 65

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (65) byte

7 DirectoryHandle byte

8 SearchAttributes byte

9 FileNameLen byte

10 FileName byte[FileNameLen]

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[6] (Hi-Lo)
14 Reserved word (Hi-Lo)
16 FileName byte[14]

30 FileAttributes byte

31 FileExecuteType byte

32 FileLen long (Hi-Lo)
36 CreationDate word (Hi-Lo)
38 LastAccessDate word (Hi-Lo)
40 LastUpdateDate word (Hi-Lo)
42 LastUpdateTime word (Hi-Lo)

Return Values

Decimal Hex Description
0 0x00 Successful
128 0x80 Lock Fail
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Decimal Hex Description

129 0x81 Out Of Handles

130 0x81 No Open Privileges

148 0x94 No Write Privileges

150 0x96 Server Out Of Memory

152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory 1/O Error

253 OxFD Bad Station Number

255 OxFF Lock Error, Failure, No Files Found
Remarks

Open File (old) is the pre-NetWare 2.0a form of Open File 0x2222 76 and is equivalent to Open File,
except that DesiredAccessRights cannot be specified.

Calling Open File (old) is the same as calling Open File 0x2222 76 with
DesiredAccessRights set to Exclusive, Read, and Write (0x13).

FileHandle requires the left most or most significant four bytes in Hi-Lo order.

See Also

Open File 0x2222 76 (page 418), Close File 0x2222 66 (page 301), Open/Create File (old) 0x2222
84 (page 396), Open/Create File or Subdirectory 0x2222 87 01 (page 399)
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Open File 0x2222 76

Opens an existing file.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (76) byte
7 DirectoryHandle byte
8 SearchAttributes byte
9 DesiredAccessRights byte
10 FileNameLen byte
11 FileName byte[FileNameLen]

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[6] (Hi-Lo)
14 Reserved word (Hi-Lo)
16 FileName byte[14]

30 FileAttributes byte

31 FileExecuteType byte

32 FileLen long (Hi-Lo)
36 CreationDate word (Hi-Lo)
38 LastAccessDate word (Hi-Lo)
40 LastUpdateDate word (Hi-Lo)
42 LastUpdateTime word (Hi-Lo)
Parameters

DesiredAccessRights

(Request) Specifies which access rights a client wants in the specified file (see Section 24.3,
“DesiredAccessRights Values,” on page 631).
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FileName

(Request) Specifies a valid file path and is used with Di rectoryHandle to indicate which
file should be opened.

FileHandle
(Reply) Specifies the handle that must be used for all subsequent file access requests.

FileName

(Reply) Specifies the name of the opened file (NULL-padded if fewer than 14 characters).

FileAttributes
(Reply) Specifies the attributes of the opened file.

FileLength
(Reply) Specifies the length of the file at the instant it was opened.

Return Values

Decimal Hex Description

0 0x00 Successful

128 0x80 Lock Fail

129 0x81 Out Of Handles

130 0x81 No Open Privileges
148 0x94 No Write Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Lock Error, Failure, No Files Found
Remarks

Open File is replaced by Open Create File or Subdirectory 0x2222 87 01.
If the client lacks file open privileges in the target directory, the request will fail.

If the file's shareable bit is cleared and the write bit is also cleared in DesiredAccessRights,
the deny read bit is cleared and the deny write bit is set, which allows multiple clients to read from
the file with no one writing to it.

If the file's shareable bit is cleared and the write bit is set in DesiredAccessRights, the deny
read bit is set and the deny write bit is set, which ensures that the file is kept for the exclusive use of
the requesting client.
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The client's initial DesiredAccessRights are modified to reflect the actual access rights the
client is allowed to the specified directory and file. After the flag has been modified, the result is
compared with the access rights of other clients that are currently using the same file. If the
DesiredAccessRights are not compatible with the access rights of other clients, the open
request is refused.

The client must not modify any information within FileHandle. It requires that the left most or
most significant 4 bytes are in Hi-Lo order.

If multiple clients are using a file, they must coordinate extending the shared file among themselves
(see Get Current Size of File 0x2222 71 (page 332)).

Dates and times are in MS-DOS format, except that they are stored in Hi-Lo order.

Clients can open a single file more than once. However, the file must be closed as many times as it is
opened before the server will release the file to other clients.

See Also

Open File (old) 0x2222 65 (page 416), Close File 0x2222 66 (page 301), Open/Create File (old)
0x2222 84 (page 396), Open/Create File or Subdirectory 0x2222 87 01 (page 399)
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Parse Tree 0x2222 90 00

Parses a tree by a directory base, which allows you to query for information about files, directories,

or the root.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (90) byte

7 SubFuncStructLen (17 + limbStruct) word (Hi-Lo)
9 SubFuncCode (00) byte

10 InformationMask long (Lo-Hi)
14 InformationMask2 long (Lo-Hi)
18 reserved long (Lo-Hi)
22 limbCount long (Lo-Hi)
26+ limbStruct structure(]

Reply Format

Offset Content Type

Reply header

8 limbCompletedCnt long (Lo-Hi)
12 IltemsCount long (Lo-Hi)
16 nextLimbScanNum long (Lo-Hi)
20+ InfoBlock structure
Parameters

InformationMask2

(Request) Is reserved for future use.

limbCount

(Request) Specifies the count of limb structures that are present in the request packet.

limbStructure

NCPs

421



(Request) Points to the limb structure, which contains information about an area to scan or
return information about, depending on whether ScanFolder is set.

limbCompletedCnt

(Reply) Specifies the number of limb structures that were processed and completed from the
request packet.

ItemsCount

(Reply) Specifies the number of InfoBlock structures.

nextLimbScanNum

(Reply) Specifies the next scan value for the limb structure to be scanned:
-1 Scan has completed

InfoBlock

(Reply) Points to the InfoBlock structure, which contains the requested information for each
scanned item.

Return Values

Decimal Hex Description

0 0x00 Successful

126 OX7E Invalid Length

255 OxFF Lock Error, Failure, No Files Found
Remarks

Multiple requests can be placed in the request packet to reduce traffic over the wire.

nextLimbScanNum is valid only if the Scan Entire Folder bit is set.
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Purge Erased Files (old) 0x2222 22 16

Permanently deletes all files that the file server is holding for the client on all the server's volumes.

NetWare Servers: 2.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte
7 SubFuncStructLen (1) word (Hi-Lo)
9 SubFunctionCode (16) byte
Return Values

Decimal Hex Description

0 0x00 Successful

129 0x81 Out Of Handles

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

161 0xA1 Directory 1/O Error
255 OxFF Failure

Remarks

Purge Erased Files is replaced by Purge Salvageable File 0x2222 22 29.

When files are deleted by a client, they are moved to a holding area on the volume until they are
either purged, restored (by calling Restore Erased File 0x2222 22 17), or replaced by other files that

are deleted by the client.

The space relinquished by purged files can now be used by the file server. Deleted files cannot be
recovered by calling Restore Erased File. Files that are deleted by the client after Purge Erased Files

is called will again be placed in the holding area.

See Also

Recover Erased File (old) 0x2222 22 17 (page 434), Purge Salvageable File (old) 0x2222 22 29
(page 425), Recover Salvageable File (old) 0x2222 22 28 (page 437)
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Purge Salvageable File 0x2222 87 18

Permanently deletes entries found by calling Scan Salvageable Files.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (18) byte
8 NameSpace byte
9 reserved (0) byte
10 ScanSequence long (Lo-Hi)
14 ScanVolume long (Lo-Hi)
18 ScanDirectoryBase long (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

You cannot use file names or wildcards to search for search for salvageable files or subdirectories.

ScanSequence is the same value that was used in the Scan Salvageable Files 0x2222 22 27
request.

See Also

Purge Salvageable File (old) 0x2222 22 29 (page 425), Recover Salvageable File (old) 0x2222 22
28 (page 437), Scan Salvageable Files (old) 0x2222 22 27 (page 474)
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Purge Salvageable File (old) 0x2222 22 29

Permanently deletes entries found by calling Scan Salvageable Files.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (6) word (Hi-Lo)
9 SubFunctionCode (29) byte
10 DirectoryHandle byte
11 Sequence long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

133 0x85 No Delete Privileges
156 0x9C Invalid Path
Remarks

Purge Salvagealbe File (old) is replaced by Purge Salvageable File 0x2222 87 18.

See Also

Purge Salvageable File 0x2222 87 18 (page 424), Recover Salvageable File (old) 0x2222 22 28
(page 437), Scan Salvageable Files (old) 0x2222 22 27 (page 474)
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Purge Salvageable File List 0x2222 87 42

Permanently deletes all entires in a subdirectory (or those found by calling Scan Salvageable File
List 0x2222 87 41).

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (42) byte

8 NameSpace byte

9 reserved byte

10 ControlFlags word (Lo-Hi)
12 Volume long (Lo-Hi)
16 PurgeBase long (Lo-Hi)
20 PurgeCount long (Lo-Hi)
24 PurgelList long[] (Lo-Hi)

Reply Format

Offset Content Type

Reply header

8 PurgeCount long (Lo-Hi)
12 PurgeListCcode long[] (Lo-Hi)
Parameters

ControlFlags

(Request) Specifies whether to purge all files:
0x00000001 PurgeAll

Volume

(Request) Specifies the number of the volume on which the items to be purged reside.

PurgeBase
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(Request) Specifies the NetWare directory base of the path to be purged as returned from Scan
Salvageable File List 0x2222 87 41.

PurgeCount

(Request) Specifies the number of items in the list to be purged (if PurgeAll is not set).

Purgelist

(Request) Specifies a list of salvageable file entry numbers obtained by calling Scan
Salvageable File List 0x2222 87 41.

PurgeCount

(Reply) Specifies the number of PurgeListCcode parameters that are returned in the list.

PurgeListCcode

(Reply) Specifies the corresponding ccode for each item in PurgeList.

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

If PurgeAll was setin ControlFlags, PurgeCount is ignored and no items need to be placed
in PurgeList. All salvageable files in the subdirectory specified by PurgeBase will be purged.

If PurgeAll was set, PurgeCount contains 1, indicating there is only 1 valid field in
PurgeListCcode; and PurgeListCcode will contain only 1 entry, indicating the total
number of salvageable files that were purged.

If you obtained a list of salvageable files from Scan Salvageable File List 0x2222 87 41, the list
must contain only salvageable file entry numbers and no file names.

See Also

Purge Salvageable File (old) 0x2222 22 29 (page 425), Recover Salvageable File (old) 0x2222 22
28 (page 437), Scan Salvageable Files (old) 0x2222 22 27 (page 474), Scan Salvageable File List
0x2222 87 41 (page 470)
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Query NS Information Format 0x2222 87 23

Queries for the format of name space information.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (23) byte
8 NameSpace byte
9 VolumeNumber byte

Reply Format

Offset Content Type

Reply header

8 FixedBitMask long (Lo-Hi)
12 VariableBitMask long (Lo-Hi)
16 HugeBitMask long (Lo-Hi)
20 FixedBitsDefined word (Lo-Hi)
22 VariableBitsDefined word (Lo-Hi)
24 HugeBitsDefined word (Lo-Hi)
26 FieldsLenTable[32] long (Lo-Hi)
Parameters

NameSpace

(Request) Specifies one of the following name spaces (see Section 24.7, “NameSpace Values,”
on page 634).

Volume

(Request) Specifies the volume for which name space information is requested.

FieldsLengthTable
(Reply) Specifies the length of the information relative to any of the masks.
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

In NetWare 4.11 or above, the OS/2 name space (OS2.NAM) has been replaced with the LONG
name space (LONG.NAM).

Only one of the three masks (FixedBitMask, VariableBitMask, and HugeBitMask) can
set a specific bit position. The name space information bit mask is produced by ORing information
from all three masks (see Section 20.10, “Name Space Information Bit Mask,” on page 285).

For example, the server might return the following information for the DOS name space:

FixedBitMask:0...1111111111111...0
VariableBitMask:0...0000000000000...0
HugeBitMask:0...0000000000000...0

DOS Name Space FieldsLengthTable Definition (BYTES[]): 12,4,2,2,4,2,2,4,2,2,4, 2,
4,4,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0

DOS Name Space NSInfoBitMask would be:

0 Modify Name Bit

1 File Attributes Bit

2 Create Date Bit

3 Create Time Bit

4 Owner ID Bit

5 Archive Date Bit

6 Archive Time Bit

7 Archive ID Bit

8 Modify Date Bit

9 Modify Time Bit

10 Modify ID Bit

11 Last Accessed Date Bit
12 Inheritance Bit

13 Maximum Space Bit
14-31 reserved

See Also

Get NS Information 0x2222 87 19 (page 359), Set NS Information 0x2222 87 25 (page 504)
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Read File 0x2222 87 64

Reads a block of bytes from a file starting at the specified file offset.

NetWare Servers: 6.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunctionCode (64) byte

8 FileHandle long (Hi-Lo)

12 StartingByteOffset UINT64 (Hi-Lo)
20 BytesToRead word (Hi-Lo)

Reply Format

Offset Content Type

Reply header

8 BytesActuallyRead word (Hi-Lo)

10 Data byte[BytesActuallyRead]

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard I/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
253 OxFD Bad Station Number
255 OxFF I/O Bound Error
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Remarks

Note that StartingByteOf fset in the request can be 64 bits. Requests made to NSS volumes
support reading at true 64-bit offsets. Requests made to traditional volumes support reading at 32-bit
offsets. Reading at offsets greater than 32 bits on a traditional volume result in an error.

If the EOF is encountered before the read request is satisfied, the server returns Successful, but
BytesActuallyRead contains a count less than BytesToRead.

If the calling client does not have read access privileges to the indicated file, or if a portion of the
targeted byte block is locked for use by some other client, Read File will fail.

Clients are constrained by the current negotiated file buffer size (see Negotiate Buffer Size 0x2222
33). A client cannot request more bytes of data than will fit in the currently negotiated buffer size.

For NetWare versions prior to 5.0, the client cannot request a data block that straddles a buffer-size
boundary in the file. For example, if the current buffer size were 512 bytes and the client wants to
read 1000 bytes starting at file offset 500, the client must issue three read requests. The first request
will read 12 bytes starting at offset 500. The second request will read 512 bytes starting at offset
512. The last request will read 476 bytes starting at offset 1024.

If a client requests a block of data that starts on an odd-byte boundary within the file, the first byte of
the data field returned by the server will contain garbage. The actual data from the file will start in
the second byte of the data block.

FileHandle, StartingByteOffset, and BytesToRead require the input to be in Hi-Lo
order. BytesActuallyRead is returned in Hi-Lo order.

See Also

Write to a File 0x2222 87 65 (page 507)
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Read From a File 0x2222 72

Reads a block of bytes from a file starting at a specified file offset.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (72) byte

7 Reserved byte

8 FileHandle byte[6] (Hi-Lo)
14 StartingByteOffset long (Hi-Lo)
18 BytesToRead word (Hi-Lo)

Reply Format

Offset Content Type

Reply header

8 BytesActuallyRead word (Hi-Lo)

10 Data byte[BytesActuallyRead]

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard I/O Error

136 0x88 Invalid File Handle
147 0x93 No Read Privileges
255 OxFF I/0 Bound Error
Remarks

If the EOF is encountered before the read request is satisfied, the server returns Successful, but
BytesActuallyRead will contain a count less than BytesToRead.

432 NDK: NetWare Core Protocols



If the calling client does not have read access privileges to the indicated file, or if a portion of the
targeted byte block is locked for use by some other client, Read From a File will fail.

Clients are constrained by the current negotiated file buffer size (see Negotiate Buffer Size 0x2222
33). A client cannot request more bytes of data than will fit in the currently negotiated buffer size.

For NetWare versions prior to 5.0, the client cannot request a data block that straddles a buffer-size
boundary in the file. For example, if the current buffer size were 512 bytes and the client wants to
read 1000 bytes starting at file offset 500, the client must issue three read requests. The first request
will read 12 bytes starting at offset 500. The second request will read 512 bytes starting at offset
512. The last request will read 476 bytes starting at offset 1024.

For NetWare 5.0 and later, the client can request a data block that straddles a buffer-size boundary in
the file. However, the client is still constrained by the current negotiated file buffer size, and thus
cannot request more bytes of data than will fit in the currently negotiated buffer size.

If a client requests a block of data that starts on an odd-byte boundary within the file, the first byte of
the data field returned by the server will contain garbage. The actual data from the file will start in
the second byte of the data block.

FileHandle requires the left most or most significant 4 bytes in Hi-Lo order.
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Recover Erased File (old) 0x2222 22 17

Recovers one file on the specified volume.

NetWare Servers: 2.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (3 + PathNameLen)  word (Hi-Lo)
9 SubFunctionCode (17) byte
10 DirectoryHandle byte

Reply Format

Offset Content Type
Reply header

8 OldFileName byte[15]
23 NewFileName byte[15]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory I/O Error
253 OxFD Bad Station Number
255 OxFF Hard Failure, Failure
Remarks

Recover Erased File (old) is replaced by Recover Salvageable File 0x2222 22 28.
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When a client requests that a file be erased, the file is marked for deletion and moved to a special
holding area in the volume's directory structure. Deleted files that are in the holding area can be
recovered only until the client attempts another file erase or file create request. The server holds only
the most recently deleted files for each client and purges the older files so that their disk and
directory space can be reclaimed.

01dFileName must contain the file's NULL-padded, original name. If a file having the same
name already exists in the target directory, the server will assign a new file name. The new file name
will be recorded in NewFileName and will also be NULL-padded (if necessary).

See Also

Purge Erased Files (old) 0x2222 22 16 (page 423), Recover Salvageable File (old) 0x2222 22 28
(page 437), Purge Salvageable File (old) 0x2222 22 29 (page 425)
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Recover Salvageable File 0x2222 87 17

Recovers a file or subdirectory entry that was found by calling Scan Salvageable Files.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (17) byte

8 NameSpace byte

9 reserved (0) byte

10 ScanSequence long (Lo-Hi)

14 ScanVolume long (Lo-Hi)

18 ScanDirectoryBase long (Lo-Hi)

22 NewFileNameLen byte

23 NewFileName byte[NewFileNameLen]

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

You cannot use file names or wildcard characters to search for salvageable files or subdirectories.

ScanSequence is the value that was used in the Scan Salvageable Files request.
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Recover Salvageable File (old) 0x2222 22 28

Recovers the specified salvageable file into the same directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen word (Lo-Hi)

9 SubFunctionCode (28) byte

10 DirectoryHandle byte

11 Sequence long (Hi-Lo)

15 FileNameLen byte

16 FileName byte[FileNameLen]

16 + FileNamelLen

17 + FileNamelLen

newFileNameLen

newFileName

byte

byte[newFileNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

132 0x84 No Create Privileges

156 0x9C Invalid Path

254 OxFE File Name Already Exists In This Directory
Remarks

Recover Salvageable File (old) is replaced by Recover Salvageable File 0x2222 87 17.

SubFuncStrucLen =8 + FileNamelLen + newFileNameLen

See Also

Purge Salvageable File (old) 0x2222 22 29 (page 425), Scan Salvageable Files (old) 0x2222 22 27

(page 474), Recover Salvageable File 0x2222 87 17 (page 436)
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Remove Extended Trustee from Dir or File 0x2222 22 43

Removes a trustee from a file or directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (5 + PathLen) word (Lo-Hi)
9 SubFunctionCode (43) byte

10 DirHandle byte

11 ObjectID long (Hi-Lo)
15 Unused byte

16 PathLen byte

17 Path byte[PathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

144 0x90 Read-only Access To Volume
156 0x9C Invalid Path

254 OxFE Trustee Not Found

255 OxFF No Trustee Change Privileges
See Also

Add Extended Trustee to Directory or File 0x2222 22 39 (page 288)
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Remove User Disk Space Restrictions 0x2222 22 34

Removes a user's disk space restriction from the specified volume.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (6) word (Lo-Hi)
9 SubFunctionCode (34) byte

10 VolumeNumber byte

11 ObjectID long (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges
254 OxFE User Not Found
See Also

Get Directory Disk Space Restriction 0x2222 22 35 (page 334), Add User Disk Space Restriction
0x2222 22 33 (page 292), Get Object Disk Usage and Restrictions 0x2222 22 41 (page 367), Scan
Volume's User Disk Restrictions 0x2222 22 32 (page 476), Set Directory Disk Space Restriction
0x2222 22 36 (page 487), Scan Directory Disk Space 0x2222 22 40 (page 456)
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Rename Directory 0x2222 22 15

Renames a directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen word (Lo-Hi)

9 SubFunctionCode (15) byte

10 DirectoryHandle byte

11 DirectoryPathLen byte

12 DirectoryPath byte[DirectoryPathLen]
12 + DirectoryPathLen NewDirectoryPathLen byte

13 + DirectoryPathLen

NewDirectoryPath

byte[NewDirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

139 0x8B No Rename Privileges
146 0x92 All Names Exist

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

158 Ox9E Bad File Name

161 0xA1 Directory 1/O Error
239 OxEF lllegal Name

253 OxFD Bad Station Number
255 OxFF Failure
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Remarks

NewDirectoryPath must contain only the new name of the target directory and must not be
preceeded by a path specification. The current implementation limits directory names to the DOS
8.3 naming conventions. Longer paths will be truncated.

The client must have access control and modify rights in the directory to call Rename Directory.

SubFuncStrucLen =4+ DirectoryPathLen + NewDirectoryPathLen

See Also

Rename Or Move (old) 0x2222 22 46 (page 444), Rename Or Move a File or Subdirectory 0x2222
87 04 (page 446)
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Rename File 0x2222 69

Renames a file.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (69) byte

7 DirectoryHandle byte

8 byte

9 FileNameLen byte

10 FileName byte[FileNameLen]

10 + FileNamelLen
11 + FileNamelLen

12 + FileNameLen

TargetDirectoryHandle
NewFileNameLen

NewFileName

byte
byte

byte[NewFileNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

135 0x87 Create Filename Error
139 0x8B No Rename Privileges
141 0x8D Some Files In Use
142 0x8E All Files In Use

143 Ox8F Some Read Only

144 0x90 All Read Only

145 0x91 Some Names Exist
146 0x92 All Names Exist

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

154 0x9A Rename Across Volume
155 0x9B Bad Directory Handle
156 0x9C Invalid Path
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Decimal Hex Description

161 0xA1 Directory 1/O Error
253 0xFD Bad Station Number
255 OxFF Failure
Remarks

Rename File is replaced by Rename or Move a File or Subdirectory 0x2222 87 04.

The source directory (where the file resides) and the target directory (where the renamed file will be
located) do not need to be the same directory. Rename File can be called to move a file from one
directory to another. However, the two directories must reside on the same server volume.

The client must have file modification privileges in both the source and the target directories. If the
file is being used by other clients or if the target name already exists in the target directory, the
rename request will fail.

You can use wildcard characters to rename a file.

See Also

Rename Or Move a File or Subdirectory 0x2222 87 04 (page 446)
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Rename Or Move (old) 0x2222 22 46

Renames a file or directory by using long names.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen word (Hi-Lo)
9 SubFunctionCode (46) byte

10 SourceDirHandle byte

11 SearchAttribute byte

12 SourcePathComponentCount byte

13 SourcePath byte[SourcePathLen]
13 + SourcePathLen DestDirHandle byte

14 + SourcePathLen DestPathComponentCount byte

15 + SourcePathLen DestPath byte[DestPathLen]
Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Insufficient Disk Space
135 0x87 Create Filename Error
139 0x8B No Rename Privileges
141 0x8D Some Files In Use

142 Ox8E All Files In Use

143 Ox8F Some Read Only

144 0x90 All Read Only

145 0x91 Some Names Exist

146 0x92 All Names Exist

154 0x9A Rename Across Volume
155 0x9B Bad Directory Handle
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Decimal Hex Description

156 0x9C Invalid Path

164 0xA4 Invalid Directory Rename Attempted
255 OxFF No Files Found

Remarks

Rename Or Move (old) supports wildcard characters. Because you pass it a full path, Rename Or
Move (o0ld) can be used to move files and directories by changing the target path.

Unlike most strings, which are preceeded by their lengths, the source and destination paths are
preceded by the number of components in the path strings. For example, the path "TEST\TESTDIR"
consists of two components. Each entry in the path is preceded by its length so that
"TEST\TESTDIR" will be "\X004TEST\X007TESTDIR."

Rename Or Move (old) will move entries within the same volume only.

See Also

Rename Or Move a File or Subdirectory 0x2222 87 04 (page 446), Rename Directory 0x2222 22 15
(page 440)
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Rename Or Move a File or Subdirectory 0x2222 87 04

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (04) byte

8 NameSpace byte

9 RenameFlag byte

10 SearchAttributes word (Lo-Hi)
12 SrcNWHandlePathS1 structure

19 DstNWHandlePathS2 structure

26 SrcDstPathStrings[] byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

SrcNWHandlePathS1 and DstNWHandlePath?2 are of type NWHandlePathStruct, except
that, due to space limitations, the PathInfo array is not contained in these structures.
ComponentCount in these two structures is used to specify how many components exist for each
structure.

SrcDstPathStrings contains the source component path (if present) and the destination
component path (if present).
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Restore an Extracted Base Handle 0x2222 22 24

Obtains a directory handle from the NetWare internal identifier for the specified directory handle ID.

NetWare Servers: 2.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

8 SubFuncStrucLen (15 + DirectoryPathLen) word (Hi-Lo)
9 SubFunctionCode (24) byte

10 ServerNetworkAddress byte[10]

20 HandlelD byte[4]

Reply Format

Offset Content Type
Reply header

8 NewDirectoryHandle byte
9 AccessRightsMask byte

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

157 0x9D No Directory Handles
161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Failure
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Remarks

HandleID must be obtained by calling Extract a Base Handle 0x2222 22 23.

See Also

Restore an Extracted Base Handle 0x2222 22 24 (page 447)
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Revoke File Handle Rights 0x2222 87 43

Revokes the rights for the specified file handle.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunctionCode (43) byte
8 Reserved[3] byte
11 QueryFlag byte
12 FileHandle long (Hi-Lo)
16 RemoveOpenRights long (Lo-Hi)

Reply Format

Offset Content Type

Reply header

8 FileHandle long (Hi-Lo)
12 ResultantRights long (Lo-Hi)
Parameters

Query Flag

(Request) Specifies whether to query the locks engine and return the current effective access

rights of the file handle:
0x1 Query the locks engine and return the access rights

FileHandle

(Request) Specifies the file handle of the file being opened or created.

RemoveOpenRights

(Request) Specifies the original access rights mask under which the file was opened.

ResultantRights

(Reply) Specifies the current effective access rights on the open file specified by

FileHandle.
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Return Values

Decimal Hex Description

0 0x00 Successful

115 0x73 Revoke Handle Rights Not Found

136 0x88 Invalid File Handle

253 OxFD Bad Station Number: File Is Not Opened Multiple Times By Same Station & Task
Remarks

NetWare always assumed that a client would open a file only once when using the same connection
number (station) and task number. If a client wanted to open the same file again, we assumed that
the client would use a different task number. However, Windows 95 and Windows NT clients can
open the same file multiple times using the same connection number and task number.

NetWare currently works as long as the requested rights (READ, WRITE, DENY_ READ,
DENY_WRITE) start from more rights to less rights. For example, open a file with READ and
WRITE rights, then open the file again with READ, WRITE, DENY_ READ, and DENY_ WRITE.
After closing the file (the second open occurrence), the rights of the open file are still set to READ,
WRITE, DENY_ READ. Notice that the rights do not revert to READ and WRITE.

If a file is opened multiple times with the same connection and task numbers, the client can change
the access rights back to what they were before the corresponding open had occurred by calling
Revoke File Handle Rights.

The left most or most significant four bytes of FileHandle must be in Hi-Lo order.

RemoveOpenRights is used only if QueryFlag is 0x0.

See Also

Update File Handle Rights 0x2222 87 44 (page 451)
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Update File Handle Rights 0x2222 87 44

Updates the rights for the specified file handle.

NetWare Servers: 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunctionCode (44) byte
8 Reserved[2] byte
10 VolumeNumber byte
11 NameSpace byte
12 DirectoryNumber long (Lo-Hi)
16 OldAccessRights word (Lo-Hi)
18 NewAccessRights word (Lo-Hi)
20 FileHandle long (Hi-Lo)

Reply Format

Offset Content Type

Reply header

8 FileHandle long (Hi-Lo)
12 ResultantRights long (Lo-Hi)
Parameters

VolumeNumber

(Request) Specifies the number of the volume the DirectoryNumber is on.

NameSpace

(Request) Specifies the name space to which the Di rectoryNumber corresponds.

OldAccessRights

(Request) Used to verify that the old rights correspond with the existing rights.

NewAccessRights
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(Request) Specifies the value passed in to which the existing file handle's rights are to be
updated.

FileHandle

(Request) The file handle of the file currently open. The left-most or most significant four bytes
must be in Hi-Lo order.

FileHandle
(Reply) Specifies the file handle of the file currently open and just updated.

ResultantRights

(Reply) Specifies the current effective access rights on the open file specified by
FileHandle, after applying the NewAccessRights.

Return Values

Decimal Hex Description

0 0x00 Successful

115 0x73 Revoke Handle Rights Not Found

136 0x88 Invalid File Handle

253 OxFD Bad Station Number: File Is Not Opened Multiple Times By Same Station &
Task

Remarks

NetWare originally assumed that a client would open a file only once when using the same
connection number (station) and task number. If a client wanted to open the same file again, it was
assumed that the client would use a different task number. However, Windows 95 and Windows NT
clients can open the same file multiple times using the same connection number and task number.

NetWare currently works correctly as long as the requested rights (READ, WRITE, DENY_READ,
DENY WRITE) start from more rights to less rights. For example, open a file with READ and
WRITE rights, then open the file again with READ, WRITE, DENY_READ, and DENY_ WRITE.
After closing the file (the second open occurrence), the rights of the open file are still set to READ,
WRITE, DENY_READ. Notice that the rights do not revert to READ and WRITE. Using this NCP
handles this situation correctly.

See Also

Revoke File Handle Rights 0x2222 87 43 (page 449)
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Scan a Directory 0x2222 22 30

Scans a directory using an 8.3 wildcard (server wildcard format) and returns information about the

file or directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

8 SubFuncStrucLen (8 + word (Hi-Lo)

SearchPatternLen)

9 SubFunctionCode (30) byte

10 DirectoryHandle byte

11 SearchAttributes (DOS file attributes) byte

Reply Format

Offset Content Type

Reply header

8 Sequence long (Lo-Hi)
12 Subdirectory long

16 Attributes long

20 UniquelD byte

21 Flags byte

22 NameSpace byte

Reply Format (DOS File Entry)

Offset Content Type

23 NameLen byte

24 Name byte[12]

36 CreationDateAndTime long (Lo-Hi)
40 OwnerlD long (Hi-Lo)
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Offset Content Type

44 LastArchivedDateAndTim long (Lo-Hi)
e

48 LastArchivedID long (Hi-Lo)

52 LastUpdatedDateAndTim long (Lo-Hi)
e

56 LastUpdatedID long (Hi-Lo)

60 FileSize long (Hi-Lo)

64 Reserved byte[44]

108 InheritedRightsMask word (Lo-Hi)

110 LastAccessedDate word (Lo-Hi)

112 Reserved byte[28]

Reply Format (DOS Subdirectory Entry)

Offset Content Type

Reply header

23 DirectoryNameLen byte

24 DirectoryName byte[12]

36 CreateDateAndTime long (Lo-Hi)
40 OwnerlD long (Hi-Lo)
44 LastArchivedDateAndTime long (Lo-Hi)
48 LastArchivedID long (Hi-Lo)
52 LastModifiedDateAndTime long (Lo-Hi)
56 NextTrusteeEntry long (Hi-Lo)
60 Reserved byte[48]
108 MaximumSpace long (Lo-Hi)
112 InheritedRightsMask word (Lo-Hi)
114 Undefined byte[26]

Return Values

Decimal Hex Description

0 0x00 Successful
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Decimal Hex Description

251 OxFB 386 File Structure Not Supported On Server
255 OxFF Failure
Remarks

To initialize a scan, set Sequence to OxFFFFFFFh. To continue scanning, pass the previously
returned sequence number.

DirectoryHandle cannot be a nonzero value; it must contain a directory handle.

SearchPattern must include a file name or wildcards. It cannot contain a path name.

See Also

Scan Directory Disk Space 0x2222 22 40 (page 456)
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Scan Directory Disk Space 0x2222 22 40

Scans a directory using the wildcard format.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

8 SubFuncStrucLen (8 + SearchPatternLen) word (Hi-Lo)

9 SubFunctionCode (40) byte

10 DirectoryHandle byte

11 SearchAttributes byte

12 Sequence long (Lo-Hi)

16 SearchPatternLen byte

17 SearchPattern byte[SearchPatternLen]

Reply Format

Offset Content Type

Reply header

8 Sequence long (Lo-Hi)
12 Subdirectory long (Lo-Hi)
16 Attributes long (Lo-Hi)
20 UniquelD byte

21 Flags byte

22 NameSpace byte

23 NameLen byte

24 Name byte[12]

36 CreationDateAndTime long (Lo-Hi)
40 OwnerlD long (Hi-Lo)
44 LastArchivedDateAndTime  long (Lo-Hi)
48 LastArchivedID long (Hi-Lo)
52 LastUpdatedDateAndTime  long (Lo-Hi)
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Offset Content Type

56 LastUpdatedID long (Hi-Lo)
60 DataForkSize long (Hi-Lo)
64 DataForkFirstFAT long (Hi-Lo)
68 NextTrusteeEntry long (Hi-Lo)
72 Reserved byte[36]

108 InheritedRightsMask word (Lo-Hi)
110 LastAccessedDate word (Lo-Hi)
112 DeletedFileTime long (Lo-Hi)
116 DeletedDateAndTime long (Lo-Hi)
120 DeletedID long (Hi-Lo)
124 Undefined byte[8]

132 PrimaryEntry long (Lo-Hi)
136 NamelList long (Lo-Hi)
140 OtherFileForkSize long[2] (Hi-Lo)
Parameters

DataForkFirstFAT

Specifies the first file allocation table (FAT) entry for the indicated file.

OtherFileForkSize

Specifies two longs, which specify the file size for the data stream that is supported by the

given name space and the first FAT entry for the name space-specific data stream respectively.

Return Values

Decimal Hex Description

0 0x00 Successful

137 0x89 No Search Privileges

156 0x9C Invalid Path

251 OxFB 386 File Structure Not Supported On Server
255 OxFF Failure

Remarks

To initialize a directory search, set Sequence to OXFFFFFFFh.
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Scan Directory Disk Space is similar to Scan a Directory 0x2222 22 30, except that this request also
returns the data fork and resource fork size.

The file size is the actual file size, rather than the logical file size (sparse files can logically be much
larger than they actually are).

See Also

Scan a Directory 0x2222 22 30 (page 453)
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Scan Directory for Trustees 0x2222 22 12

Returns the objects that are trustees of the specified directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

8 SubFuncStrucLen (4 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (12) byte

10 DirectoryHandle byte

11 TrusteeSetNumber byte

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Reply Format

Offset Content Type

Reply header

8 DirectoryPath byte[16]

24 CreationDate word (Hi-Lo)
26 CreationTime word (Hi-Lo)
28 DirectoryOwnerID long (Hi-Lo)
32 TrusteelDSet long[5] (Hi-Lo)
52 TrusteeAccessMask byte[5]

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error
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Decimal Hex Description

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 O0xA1 Directory 1/0O Error
253 OxFD Bad Station Number
255 OxFF Failure
Remarks

Scan Directory for Trustees must be called iteratively to retrieve all the trustees of a given directory.
For the first request, set TrusteeSetNumber to 1; otherwise, unexpected results can occur. On
subsequent requests, you must increment TrusteeSetNumber by 1. The server returns Failure
when you request a TrusteeSetNumber that has no trustees.

DirectoryPath is NULL-padded.

CreationDate and CreationTime are in DOS format, except that the values are stored in Hi-
Lo order.

A directory can have an arbitrary number of objects (usually users or user groups) listed as trustees.
Each trustee has a corresponding TrusteeAccessMasks.

If a trustee is deleted, the deleted trustee ID number is replaced with a long zero, which indicates
that the trustee slot is unused. Within each set of five trustee ID numbers, all zero entries are
collected at the end of the trustee ID vector. Therefore, a client scanning a directory's trustee
algorithm will stop scanning the current set of five trustees when it encounters a trustee 1D of zero.
The alogirthm must then retrieve the next trustee set from the server and scan it. This process is
repeated until the client receives a completion code other than Successful.

You must have access control rights to the target directory or to its parent directory to call Scan
Directory for Trustees.

See Also

Scan File or Directory for Extended Trustees 0x2222 22 38 (page 466), Scan File or Subdirectory
for Trustees 0x2222 87 05 (page 468)
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Scan Directory Information 0x2222 22 02

Returns information about a file server directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

8 SubFuncStrucLen (5 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (2) byte

10 DirectoryHandle byte

11 StartingSearchNumber word (Hi-Lo)

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Reply Format

Offset Content Type

Reply header

8 DirectoryPath byte[16]

24 CreationDate word (Hi-Lo)
26 CreationTime word (Hi-Lo)
28 OwnerTrusteelD word (Hi-Lo)
32 AccessRightsMask byte

33 Reserved byte

34 NextSearchNumber word (Hi-Lo)

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error
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Decimal Hex Description

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 O0xA1 Directory 1/0O Error
253 OxFD Bad Station Number
255 OxFF Failure
Remarks

DirectoryPath can contain wildcard characters in the last name of the path since it is used as a
pattern against which directory names are matched. When you call Scan Directory Information to
search iteratively for wildcard patterns, set StartingSearchNumber to 1 on the first request.
For subsequent requests, set StartingSearchNumber to 1 plus the NextSearchNumber
returned with the previous request. StartingSearchNumber and NextSearchNumber are
stored in Hi-Lo order.

DirectoryPath is NULL-padded.

CreationDate and CreationTime are in DOS format, except that the values are stored in Hi-
Lo order.

OwnerTrusteeID contains the trustee ID of the object (user) that originally created the directory.
AccessRightsMask is a bit field that contains the maximum access privileges.

Scan Directory Information does not have to be used for iterative searches. A full or partial directory
path can be specified, and the directory information for only that directory will be returned. If
DirectoryPathLen is set to zero, DirectoryPath can be omitted, and the directory information
for the specified directory will be returned.

See Also

File Search Initialize 0x2222 62 (page 326), File Search Continue 0x2222 63 (page 323)
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Scan File Information 0x2222 23 15

Returns a file's extended status information, which includes the trustee ID of the owner who created

the file.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

8 SubFuncStrucLen (6 + FileNameLen) word (Hi-Lo)

9 SubFunctionCode (15) byte

10 LastSearchindex word (Lo-Hi)

12 DirectoryHandle byte

13 SearchAttributes byte

14 FileNameLen byte

15 FileName byte[FileNameLen]

Reply Format

Offset Content Type

Reply header

8 NextSearchindex word (Lo-Hi)
10 FileName byte[14]

24 FileAttributes byte

25 ExtendedFileAttributes byte

26 FileSize long (Hi-Lo)
30 FileCreationDate word (Hi-Lo)
32 LastAccessedDate word (Hi-Lo)
34 LastUpdateDate word (Hi-Lo)
36 LastUpdateTime word (Hi-Lo)
38 FileOwnerlD long (Hi-Lo)
42 LastArchiveDate word (Hi-Lo)
44 LastArchiveTime word (Hi-Lo)
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Offset Content Type

46 Reserved byte[56]

Parameters

DirectoryHandle

(Request) Specifies an index number from 1-255.
FileNamelen

(Request) Specifies the length of the file name.

FileName

(Request) Specifies a valid file path relative to DirectoryHandle (up to 255 bytes).

FileAttributes
(Reply) Specifies the file attributes of the specified file.

ExtendedFileAttributes
(Reply) Specifies the extended attributes of the specified file.

FileSize

(Reply) Specifies the size of the specified file in bytes.

FileCreationDate and LastAccessDate

(Reply) Specify the year, month, and day of the creation date and last access date of the
specified file

LastUpdateTime, LastUpdateDate, LastArchiveTime, and LastArchiveDate

(Reply) Specifies the year, month, day, hour, minute, and second of the last time the file was
updated or archived.

OwnerObjectID
(Reply) Specifies the bindery object ID of the user who created the file.

Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle
137 0x89 No Search Privileges
147 0x93 No Read Privileges
148 0x94 No Write Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error
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Decimal Hex Description

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 O0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF No Files Found
Remarks

You must have directory search privileges in the target directory to call Scan File Information.

Scan File Information is similar to Search for a File 0x2222 64. You should intitially set
LastSearchIndex to -1. If this request is called iteratively to scan entires in a diretory, each
subsequent request should set LastSearchIndex to the NextSearchIndex returned from the
previous request.

A file server maintains a directory handle table for each logged in workstation. A directory handle
points to a volume or a directory on the file server.

A full file path appears in the following format:
volume:director/.../directory/filename

A partial file path includes a file name and (optionally) one or more antecedent directory names. A
file name can be 1 to 8§ characters and can also include an extension of 1 to 3 characters. All letters
must be upper case. A partial file path can be combined with a directory handle to identify a file.
When you pas a full file path, you should also pass a value of 0x00 in to DirectoryHandle.

Dates are returned in the following format:

Byte 1 Byte 2

15 14 13 12 1N 10 9 8 7 6 5 4 3 2 1 0
year month day

0 to 119 (1980-2099) 1t0 12 1 to 31

Times are returned in the following format:

Byte 3 Byte 4

15 14 13 12 N 10 9 8 7 6 5 4 3 2 1 0

hour minute second
0to23 0to 59 0 to 29 (2 second intervals)
See Also

Search for a File 0x2222 64 (page 478), Set File Attributes 0x2222 70 (page 495)
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Scan File or Directory for Extended Trustees 0x2222 22
38

Returns the extended trustee information for a file or directory (up to 20 entries per request).

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

8 SubFuncStruclLen (4 + PathLen) word (Hi-Lo)
9 SubFunctionCode (38) byte

10 DirHandle byte

11 Sequence byte

12 PathLen byte

13 Path byte[PathLen]

Reply Format

Offset Content Type

Reply header

8 NumberOfEntries byte

9 ObjectiD long[20] (Hi-Lo)
89 TrusteeRights word[20]
Parameters

DirHandle

(Request) Specifies the directory handle for the file or directory being scanned.

Sequence

(Request) Specifies the path length of the file or directory being scanned.

PathLen
(Request) Specifies the length of the path of the file or directory being scanned.

NumberOfEntries
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(Reply) Specifies how many ObjectID and TrusteeRights parameters are actually

returned.

ObjectID

(Reply) Specifies the ID number of the file or directory object being scanned.

TrusteeRights

(Reply) Specifies the trustee rights for the file or directory.

Return Values

Decimal Hex Description

0 0x00 Successful

152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path
Remarks

Sequence should be set to 1 on the first request; for each subsequent request, it should be

incremented by 1.

No matter how many extended trustee rights entires are returned, TrusteeRights are returned
starting at offset 89 in the reply buffer.

See Also

Scan Directory for Trustees 0x2222 22 12 (page 459)
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Scan File or Subdirectory for Trustees 0x2222 87 05

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (05) byte

8 NameSpace byte

9 reserved (0) byte

10 SearchAttribute word (Lo-Hi)
12 SearchSequence long (Lo-Hi)
16 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NextSearchSequence long (Lo-Hi)
12 ObjectIDCount word (Lo-Hi)
14 TrusteeStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Set SearchSequence to zero on the first request. For each subsequent request, set
SearchSequence to the returned NextSearchSequence value. When
NextSearchSequence is -1, you have received all the trustees.

The server will send the maximum trustee structures (up to 20) until the last request. The last request
contains a partial packet of trustee structures.
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NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).
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Scan Salvageable File List 0x2222 87 41

Generates a list of salveageable files from a path.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (41) byte

8 NameSpace byte

9 reserved byte

10 ControlFlags word (Lo-Hi)
12 ScanSequence long (Lo-Hi)
16 NWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NextScanSequence long (Lo-Hi)
12 PurgeBase long (Lo-Hi)
16 Scanltems long (Lo-Hi)
20 Scanlnfo structure
Parameters

ControlFlags

(Request) Specifies whether to return the file's name:
0x00000001 ReturnFileName

NextScanSequence

(Reply) Specifies the next ScanSequence number if more items are present in the subdirectory:
-1 No more items are present

PurgeBase

(Reply) Specifies the NetWare directory base of the path.
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ScanItems

(Reply) Specifies the number of valid ScanInfo structures that are returned.

ScanInfo

(Reply) Points to either ScanInfoFileName (page 620) or ScanInfoFileNoFileName (page 621),
depending on the ControlFlag value.

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

NWHandlePathStruct must point to a subdirectory path and is of type NetWareHandlePathStruct
(page 607).

No file names or wildcards are allowed when you are searching for salvageable files or
subdirectories.

Set ScanSequence to -1 on the first request. For each subsequent request, use the returned
SalvageableFileEntryNumber field value from the ScanInfoFileName (page 620) structure
or the ScanInfoFileNoFileName (page 621) structure.

If you are going to pass the returned list to Purge Salvageable File List 0x2222 87 42, you cannot set
the ReturnFileName bit in ControlFlag. Purge Salvageable File List requires the list to contain
back-to-back salvageable file entry numbers.

See Also

Purge Salvageable File (old) 0x2222 22 29 (page 425), Recover Salvageable File (old) 0x2222 22
28 (page 437), Scan Salvageable Files (old) 0x2222 22 27 (page 474), Purge Salvageable File List
0x2222 87 42 (page 426)
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Scan Salvageable Files 0x2222 87 16

Scans a subdirectory for any files that have been deleted but not yet purged.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (16) byte

8 NameSpace byte

9 DataStream byte

10 ReturninfoMask long (Lo-Hi)

14 ScanSequence long (Lo-Hi)

18 NWHandlePathStruct structure
Reply Format

Offset Content Type

Reply header

8 NextScanSequence long (Lo-Hi)
12 DeleteTime word (Lo-Hi)
14 DeleteDate word (Lo-Hi)
16 DeletorID long (Hi-Lo)
20 ScanVolume long (Lo-Hi)
24 ScanDirectoryBase long (Lo-Hi)
28 NetWarelnfoStruct structure

XX NetWareFileNameStruct structure

Return Values

Decimal

Hex Description

0

0x00 Successful
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Remarks

NWHandlePathStruct must point to a subdirectory path and is of type NetWareHandlePathStruct
(page 607).

No file names or wildcards are allowed when you are searching for salvageable files or
subdirectories.

Set ScanSequence to -1 on the first request. For each subsequent request, use the returned
NextScanSequence value.
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Scan Salvageable Files (old) 0x2222 22 27

Returns the salvageable file information for a file in the current directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (6) word (Hi-Lo)
9 SubFunctionCode (27) byte
10 DirectoryHandle byte
12 Sequence long (Lo-Hi)

Reply Format

Offset Content Type

Reply header

8 Sequence long (Lo-Hi)
12 Subdirectory word (Lo-Hi)
14 Attributes long (Lo-Hi)
18 UniquelD byte

19 Flags byte

20 NameSpace byte

21 FileNameLen byte

22 FileName byte[12]

34 CreationDateAndTime long (Lo-Hi)
38 OwnerlD long (Hi-Lo)
42 LastArchivedDateAndTime long (Lo-Hi)
46 LastArchivedID long (Hi-Lo)
50 LastUpdatedDateAndTime long (Lo-Hi)
54 LastUpdatedID long (Hi-Lo)
58 Reserved byte[44]

106 InheritedRightsMask word (Lo-Hi)
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Offset Content Type

108 LastAccessedDate word (Lo-Hi)
110 DeletedFileTime long (Lo-Hi)
114 DeletedDateAndTime long (Lo-Hi)
118 DeletedID long (Hi-Lo)
122 Reserved byte[16]

Return Values

Decimal Hex Description

0 0x00 Successful

251 OxFB Server Does Not Support 386 Salvage Functions
255 OxFF No More Salvageable Files In Directory
Remarks

If Sequence is OXFFFFFFFh, Scan Salvageable Files (old) will start with a new search; otherwise,

it will return the next file.

See Also

Purge Salvageable File (old) 0x2222 22 29 (page 425), Recover Salvageable File (old) 0x2222 22

28 (page 437)
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Scan Volume's User Disk Restrictions 0x2222 22 32

Returns a list of the object restrictions for a specified volume.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
7 SubFuncStrucLen (6) word (Hi-Lo)
9 SubFunctionCode (32) byte
11 VolumeNumber byte
12 Sequence long (Lo-Hi)

Reply Format

Offset Content Type
Reply header
8 NumberOfEntries byte

(for each entry)
9 ObjectlD long (Hi-Lo)
14 Restriction long (Lo-Hi)

Return Values

Decimal Hex Description

0 0x00 Successful
152 0x98 Invalid Volume
Remarks

All restrictions are in 4 KB blocks. A restriction can be zero. If a restriction is greater than
0x40000000, that entry has no restriction.

The maximum number of entries is 16. Sequence starts at zero and increments by the value of
NumberOfEntries. [f NumberOfEntries comes back as 16, there might be additional entries
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that can be returned by reissuing the NCP with the sequent input parameter set to whatever it was
issued with in the previous NCP request + 16.

See Also

Get Directory Disk Space Restriction 0x2222 22 35 (page 334), Set Directory Disk Space
Restriction 0x2222 22 36 (page 487), Add User Disk Space Restriction 0x2222 22 33 (page 292),
Remove User Disk Space Restrictions 0x2222 22 34 (page 439), Get Object Disk Usage and
Restrictions 0x2222 22 41 (page 367)
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Search for a File 0x2222 64

Searches the specified server's directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (64) byte

7 LastSearchindex word (Hi-Lo)

9 DirectoryHandle byte

10 SearchAttributes byte

11 FileNameLen byte

12 FileName byte[FileNameLen]

Reply Format

Offset Content Type

Reply header

8 NextSearchindex word (Hi-Lo)
10 Reserved word (Hi-Lo)
12 FileName byte[14]

26 FileAttributes byte

27 FileExecuteType byte

28 FileLen long (Hi-Lo)
32 CreationDate word (Hi-Lo)
34 LastAccessDate word (Hi-Lo)
36 LastUpdateDate word (Hi-Lo)
38 LastUpdateTime word (Hi-Lo)

Return Values

Decimal

Hex

Description

0

0x00

Successful
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Decimal Hex Description

137 0x89 No Search Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF No Files Found
Remarks

You must have directory search privileges to the target directory or Search for a File will fail.

You can iteratively call Search for a File. On the first request, set LastSearchIndex to OxFFFF.
For subsequent requests, set LastSearchIndex to the NextSearchIndex returned by the
previous request. You can then search for all files that match the specified search pattern. (Wildcard

characters are supported.)

See Also

Scan File Information 0x2222 23 15 (page 463)
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Search for File or Subdirectory 0x2222 87 03

Searches for a file or subdirectory, starting with the SearchSequence number returned by the
Initialize Search request.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (03) byte

8 NameSpace byte

9 DataStream byte

10 SearchAttributes word (Lo-Hi)

12 ReturninfoMask long (Lo-Hi)

16 SearchSequence[9] byte

25 SearchPatternLen byte

26 SearchPattern byte[SearchPatternLen]

Reply Format

Offset Content Type
Reply header

8 NextSearchSequence[9] byte

17 Reserved (0) byte

18 NetWarelnfoStruct structure
XX NetWareFileNameStruct structure

Return Values

Decimal Hex Description

0 0x00 Successful
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Remarks

NetWareFileNameStruct is always returned when you call Search for File or Subdirectory.
With all other 87 requests, however, this field is not returned unless the Incude File Name Structure
bitis set in ReturnInfoMask.

You can iteratively call Search for a File. On the first request, set LastSearchIndex to OxFFFF.
For subsequent requests, set LastSearchIndex to the NextSearchIndex returned by the
previous request. You can then search for all files that match the specified search pattern. (Wildcard
characters are supported.)

See Also

Initialize Search 0x2222 87 02 (page 385)
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Search for File or Subdirectory Set 0x2222 87 20

Searches for a file or subdirectory, starting with the SearchSequence number returned by
Initialize Search.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (20) byte

8 NameSpace byte

9 DataStream byte

10 SearchAttributes word (Lo-Hi)

12 ReturninfoMask long (Lo-Hi)

16 ReturninfoCount word (Lo-Hi)

18 SearchSequence[9] byte

25 SearchPatternLen byte

26 SearchPattern byte[SearchPatternLen]

Reply Format

Offset Content Type

Reply header

8 NextSearchSequence[9] byte

17 MoreEntriesFlag byte

18 InfoCount word (Lo-Hi)
20 NetWarelnformationStruct structure

XX NetWareFileNameStruct structure

yy
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Search for File or Subdirectory Set returns as many NetWarelnfoStructs as are requested by
ReturnInfoCount (or that fit in a packet). InfoCount is the count of NetWareInfoStructs that
are returned.

MoreEntriesFlag is set to -1 when more entries are available; it is set to zero when there are no
more entries.

To get the NetWareFileNameStruct, IncludeFileNameStruct must be set in ReturnInfoMask.
For example, Search for File or Subdirectory Set might return the following:

InfoCount = 2
IncludeFileNameStruct = TRUE

NetWareInfoStruct
NetWareFileNameStruct
NetWareInfoStruct
NetWareFileNameStruct

+ + + O
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Search for File or Subdirectory Set (Extended Errors)
0x2222 87 40

Searches for a file or subdirectory, starting with the SearchSequence number returned by
Initialize Search.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (40) byte

8 NameSpace byte

9 DataStream byte

10 SearchAttributes word (Lo-Hi)

12 ReturninfoMask long (Lo-Hi)

16 ReturninfoCount word (Lo-Hi)

18 SearchSequence[9] byte

25 SearchPatternLen byte

26 SearchPattern byte[SearchPatternLen]

Reply Format

Offset Content Type

Reply header

8 NextSearchSequence[9] byte

17 MoreEntriesFlag byte

18 InfoCount word (Lo-Hi)
20 NetWarelnformationStruct structure

XX NetWareFileNameStruct structure

yy
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Search for File or Subdirectory Set (Extended Errors) returns extended error codes. If the path ends
with a subdirectory that doesn't exist, ERR_INVALID PATH (0x899C) is returned, rather than
0x89FF. If a file exists but you have insufficient rights to see it, ERR _ACCESS DENIED (0x89A8)
is returned, rather than 0x89FF. To access these extended error codes, the operating system ORs
0x80000000 to the search attributes so that the extended error codes can be returned. You do not
have to pass this bit.

Search for File or Subdirectory Set (Extended Errors) returns as many NetWarelnfoStructs as are
requested by ReturnInfoCount (or that fit in a packet). InfoCount is the count of
NetWarelnfoStructs that are returned.

MoreEntriesFlag is set to -1 when more entries are available; it is set to zero when there are no
more entries.

To get the NetWareFileNameStruct, the IncludeFileNameStruct must be set in ReturnInfoMask.

For example, Search for File or Subdirectory Set might return the following:

InfoCount = 2
IncludeFileNameStruct = TRUE

NetWareInfoStruct
NetWareFileNameStruct
NetWareInfoStruct
NetWareFileNameStruct

+ + + O
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Set Compressed File Size 0x2222 90 12

Sets the size on a compressed file to the specified size.

NetWare Servers: 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (90) byte

7 SubFuncStrucLen (11) word (Hi-Lo)
9 SubFunction (12) byte

10 NetWareFileHandle byte[6]

16 SuggestedFileSize long

Reply Format

Offset Content Type
Reply header

8 OldFileSize long
12 NewFileSize long

Return Values

Decimal Hex Description

0 0x00 Successful

486 NDK: NetWare Core Protocols



Set Directory Disk Space Restriction 0x2222 22 36

Sets a disk restriction for the specified directory.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (5) word (Hi-Lo)
9 SubFunction (36) byte

10 DirHandle byte

11 DiskSpaceLimit long (Lo-Hi)
Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Invalid Space Limit

140 0x8C No Set Privileges

191 O0xBF Invalid Name Space
Remarks

If the restriction is zero, the restriction for the directory is cleared. If the restriction is a negative
number, the disk space is set to zero. All restrictions are in 4 KB blocks.

See Also

Get Directory Disk Space Restriction 0x2222 22 35 (page 334), Add User Disk Space Restriction
0x2222 22 33 (page 292), Remove User Disk Space Restrictions 0x2222 22 34 (page 439), Get
Object Disk Usage and Restrictions 0x2222 22 41 (page 367), Scan Volume's User Disk Restrictions

0x2222 22 32 (page 476)
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Set Directory Entry Information 0x2222 22 37

Sets or changes the file or directory entry information to the values entered in ChangeBits.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte
8 SubFuncStruclLen (148) word (Hi-Lo)
9 SubFunctionCode (37) byte
10 DirHandle byte
11 SearchAttributes byte
12 Sequence long (Lo-Hi)
16 ChangeBits long
20 Subdirectory long (Lo-Hi)

Request Format (DOS File Entry)

Offset Content Type

24 Attributes long (Lo-Hi)
28 UniquelD byte

29 Flags byte

30 NameSpace byte

31 NameLen byte

32 Name byte[12]

44 CreationDateAndTime long (Lo-Hi)
48 OwnerlD long (Hi-Lo)
52 LastArchivedDateAndTime  long (Lo-Hi)
56 LastArchivedID long (Hi-Lo)
60 LastUpdatedDateAndTime  long (Lo-Hi)
64 LastUpdatedID long (Hi-Lo)
68 FileSize long (Hi-Lo)
72 DataForkFirstFAT long (Hi-Lo)
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Offset Content Type

76 NextTrusteeEntry long (Hi-Lo)
80 Reserved byte[36]

116 InheritedRightsMask word (Lo-Hi)
118 LastAccessedDate word (Lo-Hi)
120 Reserved byte[28]

140 PrimaryEntry long (Lo-Hi)
144 NamelList long (Lo-Hi)

Request Format (DOS Subdirectory Entry)

Offset Content Type

24 Attributes long (Lo-Hi)
28 UniquelD byte

29 Flags byte

30 NameSpace byte

31 DirectoryNameLen byte

32 DirectoryName byte[12]

44 CreationDateAndTime long (Lo-Hi)
48 OwnerlD long (Hi-Lo)
52 LastArchivedDateAndTime long (Lo-Hi)
56 LastArchivedID long (Hi-Lo)
60 LastModifiedDateAndTime long (Lo-Hi)
64 NextTrusteeEntry long (Hi-Lo)
68 Reserved byte[48]
116 MaximumSpace long (Lo-Hi)
120 InheritedRightsMask word (Lo-Hi)
122 Undefined byte[26]

Request Format (Macintosh Name Space Entry)

Offset Content Type
24 MACFileAttributes long
28 MACUniquelD long

NCPs

489



Offset Content Type

29 MACFlags byte

30 MACMyNameSpace byte

31 MACFileNameLen byte

32 MACFileName byte[32]
64 ResourceFork long

68 ResourceForkSize long

72 FinderInfo byte[32]
104 ProDosInfo byte[6]
110 Reserved byte[38]

Return Values

Decimal Hex Description

0 0x00 Successful

1 0x01 Invalid Parameter
140 0x8C No Set Privileges
191 O0xBF Invalid Name Space
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Set Directory Handle 0x2222 22 00

Changes the directory pointed to by TargetDirectoryHandle to the directory pointed to by
SourceDirectoryHandle.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (4 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (0) byte

10 TargetDirectoryHandle byte

11 TargetDirectoryHandle byte

12 DirectoryPathLen byte

13 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
250 OxFA Temporary Remap Error
253 OxFD Bad Station Number
255 OxFF Failure

Remarks

The target directory handle must already exist.
To create a new directory handle, you must call 0x2222 22 18, 0x2222 22 19, or 0x2222 22 22.

You can specify the complete directory path and pass zero to SourceDirectoryHandle.
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The directory handle returned by the server will be the same handle as
TargetDirectoryHandle.

AccessRightsMask contains the client's effective access rights for the specified directory.

See Also
Alloc Permanent Directory Handle 0x2222 22 18 (page 293), Alloc Temporary Directory Handle

0x2222 22 19 (page 297), Deallocate Directory Handle 0x2222 22 20 (page 312), Alloc Special
Temporary Directory Handle 0x2222 22 22 (page 295)
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Set Directory Information 0x2222 22 25

Modifies information about a directory.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (22) byte

7 SubFuncStrucLen (12 + DirectoryPathLen) word (Hi-Lo)

9 SubFunctionCode (25) byte

10 DirectoryHandle byte

11 CreationDate word (Lo-Hi)

13 CreationTime word (Lo-Hi)

15 OwnerlD long (Hi-Lo)

19 MaximumAccessRightsMask byte

20 DirectoryPathLen byte

21 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 O0xA1 Directory 1/O Error
255 OxFF Failure

Remarks

You can call Set Directory Information to restore a directory that has been destroyed and is being
regenerated from some backup medium.
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CreationDate, CreationTime, and MaximumAccessRightsMask can be set by any
client that has access control and modify rights in the directory's parent directory.

OwnerlID can be changed only by a client that is a supervisor of the object.

See Also

Get Directory Information 0x2222 22 45 (page 340)
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Set File Attributes 0x2222 70

Modifies a file's attributes.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset

Content

Type

Request header

6
7
8
9
10
1

FunctionCode (70) byte

NewFileAttributes byte
DirectoryHandle byte
SearchAttributes byte
FileNameLen byte
FileName byte[FileNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges

141 0x8D Some Files In Use
142 Ox8E All Files In Use

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

You must have file modification privileges in the target directory.

The target file must not be in used by other clients.
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Once set, the execute only attribute on a file cannot be reset.
Set File Attributes supports wildcard attributes.

For NetWare 3.0, Set File Attributes can also be called to modify directory attributes.

See Also

Scan File Information 0x2222 23 15 (page 463)
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Set File Extended Attributes 0x2222 79

Modifies a file's attributes and sets the NetWare extended attributes byte.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset

Content

Type

Request header

6
7
8
9
10
1

FunctionCode (79) byte

NewFileAttributes byte

DirectoryHandle byte
SearchAttributes byte
FileNameLen byte
FileName byte[FileNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

140 0x8C No Set Privileges

141 0x8D Some Files In Use
142 Ox8E All Files In Use

150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/O Error
253 OxFD Bad Station Number
255 OxFF Failure, No Files Found
Remarks

The bits of the extended attribute byte are as follows:
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Bit Description

0-3 If set, Search Mode (which is comprised of the first three bits), is valid only with NetWare
2.0a and above.

4 If set, Transaction prompts NetWare's TTS to track all writes to the file during a transaction.
A transactional file cannot be deleted or renamed.

5 If set, Index prompts NetWare to index the file's File Allocation Tables (FATs), which reduces
the time it takes to access the file.

6 Can be set only by a user with security equivalence to supervisor.
7 Can be set only by a user with security equivalence to supervisor.
See Also

Scan File Information 0x2222 23 15 (page 463), Set File Attributes 0x2222 70 (page 495)
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Set File Information 0x2222 23 16

Sets a file's status information.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (23) byte

8 SubFuncStrucLen (82 + FileNameLen) word (Hi-Lo)
9 SubFunctionCode (16) byte

10 FileAttributes byte

1 ExtendedFileAttributes byte

12 FileSize long (Hi-Lo)
16 FileCreationDate word (Hi-Lo)
18 LastAccessedDate word (Hi-Lo)
20 LastUpdateDate word (Hi-Lo)
22 LastUpdateTime word (Hi-Lo)
24 UniqueOwnerID long (Hi-Lo)
28 LastArchiveDate word (Hi-Lo)
30 LastArchiveTime word (Hi-Lo)
32 Reserved byte[56]

88 DirectoryHandle byte

89 SearchAttributes byte

90 FileNamelLen byte

91 FileName byte[FileNameLen]

Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle
140 0x8C No Set Privileges
142 Ox8E All Files In Use
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Decimal Hex Description

148 0x94 No Write Privileges
150 0x96 Server Out Of Memory
152 0x98 Disk Map Error

155 0x9B Bad Directory Handle
156 0x9C Invalid Path

161 0xA1 Directory 1/0O Error
162 0xA2 I/0 Lock Error

252 OxFC No Such Object

253 OxFD Bad Station Number
254 OxFE Directory Locked

255 OxFF No Files Found, Failure
Remarks

Set File Information is primarily used by archive programs that need to restore a file's complete
profile to an earlier state.

Any client with file modification privileges in the target directory can set a file's attributes, execute
type, file creation date, last access date, last update date and time, and last archive date and time.

FileSize is always ignored.

A client that is an object supervisor of the file can set a file's owner ID, the last archive date and
time, and the 56 bytes of undefined information.

See Also

Set File Extended Attributes 0x2222 79 (page 497), Set File Attributes 0x2222 70 (page 495), Scan
File Information 0x2222 23 15 (page 463), Set File Time Date Stamp 0x2222 75 (page 501)
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Set File Time Date Stamp 0x2222 75

Changes the time date stamp on the specified file.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type
Request header

6 FunctionCode (75) byte

7 Reserved byte

8 FileHandle byte[6] (Hi-Lo)
14 ForgedTime word (Hi-Lo)
16 ForgedDate word (Hi-Lo)
Return Values

Decimal Hex Description

0 0x00 Successful

136 0x88 Invalid File Handle

150 0x96 Server Out Of Memory
Remarks

FileHandle requires the left most or most significant 4 bytes in Hi-Lo order.
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Set Huge NS Information 0x2222 87 27

Sets huge name space information.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunction (27) byte

8 NameSpace byte

9 VolumeNumber byte

10 DirectoryBase long (Lo-Hi)
14 HugeMask long (Lo-Hi)
18 HugeStatelnfo byte[16]

34 HugeDatalen long (Lo-Hi)
38 HugeDatal[] byte

Reply Format

Offset Content Type

Reply header

8 NextHugeStatelnfo byte[16]

24 HugeDataUsed long (Lo-Hi)
Parameters

HugeStateInfo

Is used only by the NFS name space.

HugeDatalen
Specifies the length of the data that will be returned in the reply buffer.

HugeDataUsed

Specifies the number of bytes consumd by the name space out of the total data bytes that were
sent to the name space.
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Set Huge NS Information is called only when the name space has indicated that there is huge
information available (by calling Query NS Information Format 0x2222 87 23).

See Also

Get Huge NS Information 0x2222 87 26 (page 355), Query NS Information Format 0x2222 87 23
(page 428)
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Set NS Information 0x2222 87 25

Sets the specified name space information.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (25) byte
8 SrcNameSpace byte
9 DstNameSpace byte
10 VolumeNumber byte
11 DirectoryBase long (Lo-Hi)
15 NSInfoBitMask long (Lo-Hi)
19 NSSpecificlnfo[512] byte

Return Values

Decimal Hex Description

0 0x00 Successful

139 0x8B No Rename Privileges
Remarks

Set NS Information is passed to the name space NLM and is an expensive time user on the server.

The information that is set depends on NSInfoBitMask.

See Also

Get NS Information 0x2222 87 19 (page 359), Query NS Information Format 0x2222 87 23
(page 428)
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Set Short Directory Handle 0x2222 87 09

Sets a short directory handle.

NetWare Servers: 3.x, 4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte
7 SubFunction (09) byte
8 NameSpace byte
9 DataStream byte
10 DstDirHandle byte
11 Flags byte
12 NWHandlePathStruct structure

Reply Format

Offset Content Type

Flags Value

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DOSDirectoryBase long (Lo-Hi)
20 EnhNetWareFileNameStruct long (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

If the Flags field is set to 0x40, the reply contains the four items listed in the Reply Format section.
If the input Flags field is zero, no data is returned.

NWHandlePathStruct is of type NetWareHandlePathStruct (page 607).

NCPs 505



See Also

Allocate Short Directory Handle 0x2222 87 12 (page 299)
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Write to a File 0x2222 87 65

Writes a block of data to a file.

NetWare Servers: 6.x

Request Format

Offset Content Type

Request header

6 FunctionCode (87) byte

7 SubFunctionCode (65) byte

8 FileHandle long (Hi-Lo)

12 StartingByteOffset UINT64 (Hi-Lo)

20 BytesToWrite word (Hi-Lo)

22 Data byte[BytesToWrite]

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
148 0x94 No Write Privileges
149 0x95 File Detached

162 0xA2 I/O Lock Error

253 OxFD Bad Station Number
255 OxFF I/0 Bound Error
Remarks

Note that StartingByteOf fset in the request can be 64 bits. Requests made to NSS volumes
support writing at true 64-bit offsets. Requests made to traditional volumes support writing at 32-bit
offsets. Writing at offsets greater than 32 bits on a traditional volume result in an error.

If you do not have write access to the specified file or if some portion of the targeted byte block is
locked for use by a different client, Write to a File will fail.
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You are constrained by the current negotiated file buffer size (see Negotiate Buffer Size 0x2222 33).
You cannot write more bytes of data than will fit in the buffer size. Also, you cannot write a data
block that straddles a buffer size 4 KB boundary in the file.

For example, if the current buffer size were 4,096 bytes and you want to write 4,200 bytes, starting
at file offset 4000, you must issue three write requests. The first request would write 96 bytes
starting at offset 4000. The second request would write 4,096 bytes starting at offset 4,096. The last
request would write 8 bytes starting at offset §,192.

If you do not write any bytes at postion zero, the files will be truncated.

FileHandle, StartingByteOffset, and BytesToWrite require the input to be in Hi-Lo
order.

See Also

Negotiate Buffer Size 0x2222 33 (page 215), Read File 0x2222 87 64 (page 430)
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Write to a File 0x2222 73

Writes a block of data to a file.

NetWare Servers: 2.x, 3.x,4.x, 5.x

Request Format

Offset Content Type

Request header

6 FunctionCode (73) byte

7 Reserved byte

8 FileHandle byte[6] (Hi-Lo)

14 StartingByteOffset long (Hi-Lo)

18 BytesToWrite word (Hi-Lo)

20 Data byte[BytesToWrite]

Return Values

Decimal Hex Description

0 0x00 Successful

131 0x83 Hard 1/O Error

136 0x88 Invalid File Handle
148 0x94 No Write Privileges
149 0x95 File Detached

162 0xA2 I/O Lock Error

255 OxFF I/O Bound Error
Remarks

If you do not have write access to the specified file or if some portion of the targeted byte block is
locked for use by a different client, Write to a File will fail.

You are constrained by the current negotiated file buffer size (see Negotiate Buffer Size 0x2222 33).
You cannot write more bytes of data than will fit in the buffer size. Also, you cannot write a data
block that straddles a buffer size 4 KB boundary in the file.

For example, if the current buffer size were 4,096 bytes and you want to write 4,200 bytes, starting
at file offset 4000, you must issue three write requests. The first request would write 96 bytes
starting at offset 4000. The second request would write 4,096 bytes starting at offset 4,096. The last
request would write 8 bytes starting at offset 8,192.
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If you don't write any bytes at postion 0, the files will be truncated.

See Also

Negotiate Buffer Size 0x2222 33 (page 215)
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Enhanced NCPs

Enhanced File System NCPs enable you to send and return path string data in either UTF8 or ASCII
format.

This section describes each of the Enahnced File System NCPs, their Request and Reply formats,
and Return Values.
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Add Trustee Set to File or Subdirectory 0x2222 89 10

Adds a trustee to a file or subdirectory.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (10) byte

8 NameSpace byte

9 reserved (0) byte

10 SearchAttributes word (Lo-Hi)
12 TrusteeRightsMask word (Lo-Hi)
14 ObjectIDCount word (Lo-Hi)
16 TrusteeStruct structure

XX EnhNWHandlePathStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

If TrusteeRightsMask is set to -1, the individual TrusteeRights should be set to the appropriate rights
for each entry in the TrusteeStruct.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590) and begins directly
after the last entry in the TrusteeStruct. You can figure out the amount of space the TrusteeStruct
occupies by multiplying the number in the ObjectIDCount field by the sizeof TrusteeStruct (6
bytes).

Ensure that the number of input TrusteeStruct entires balances with the length of the path
components in the EnhNWHandlePathStruct. If the path components don't occupy much space,
more TrusteeStruct entries can be passed back. If the length of the path components take up a large
amount of buffer space, reduce the number of TrusteeStruct entries.
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Allocate Short Directory Handle 0x2222 89 12

Allocates a short directory handle.
NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (12) byte

8 NameSpace byte

9 DstNameSpace byte

10 AllocateMode word (Lo-Hi)
12 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type
Reply header

8 DirectoryHandle byte
9 VolumeNumber byte
10 reserved[4] (0) byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

DstNameSpace is ignored unless the high bit (0x8000) is set. If the high bit is not set, the
NameSpace field specifies what name space the allocation takes place in. DstNameSpace allows you
to call the NCP in one name space and allocate a directory handle in another name space.

AllocateMode can have the following values:
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Bit Number Value Type of Handle

0 0x00 Permanent Handle

1 0x01 Temporary Handle

2 0x02 Special Temporary Handle

3-13 reserved

14 0x4000 Activates Reply Level 2

15 0x8000 Activates DstNameSpace input parameter

If 0x4000 is set, the following reply format is used:

Offset Content Type
Reply header

8 Volume long
12 DirectoryBase long
16 DOSDirectoryBase long
20 NameSpace long
24 DirectoryHandle byte
See Also

Set Short Directory Handle 0x2222 89 09 (page 565)
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Delete a File or Subdirectory 0x2222 89 08

Deletes a file or subdirectory.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (80) byte

7 SubFunction (08) byte

8 NameSpace byte

9 reserved (0) byte

10 SearchAttributes word (Lo-Hi)
12 EnhNWHandlePathStruct  structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
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Delete Trustee Set from File or SubDirectory 0x2222 89
11

Deletes a trustee set from a file or from a subdirectory.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (11) byte

8 NameSpace byte

9 reserved (0) byte

10 ObjectIDCount word (Lo-Hi)
12 TrusteeStruct structure

XX EnhNWHandlePathStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590) and begins directly
after the last entry in the TrusteeStruct. You can figure out the amount of space the TrusteeStruct
occupies by multiplying the number in the ObjectIDCount field by the sizeof TrusteeStruct (6
bytes).

Ensure that the number of input TrusteeStruct entires balances with the length of the path
components in the EnhNWHandlePathStruct. If the path components don't occupy much space,
more TrusteeStruct entries can be passed back. If the length of the path components take up a large
amount of buffer space, reduce the number of TrusteeStruct entries.
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Enhanced Enumerate Extended Attribute 0x2222 89 54

Enumerates extended attributes.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (54) byte

8 Flags word (Lo-Hi)
10 EAHandleStruct structure

18 InspectSize long (Lo-Hi)
22 EnumerateSequence word (Lo-Hi)
24 DataTypeFlag byte

25 KeyLength word (Lo-Hi)
27 Keyl[ ] byte
Reply Format

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)

12 THEAS long (Lo-Hi)

16 TtIEAsDataSize long (Lo-Hi)

20 TtisEAsKeySize long (Lo-Hi)

24 NewEAHandle long (Lo-Hi)

28 reserved (0) word (Lo-Hi)

30 reserved (0) word (Lo-Hi)
Information Level=1

Offset Content Type

Reply header
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Offset Content Type

8 ErrorCode long (Lo-Hi)

12 TtIEAs long (Lo-Hi)

16 TtIEAsDataSize long (Lo-Hi)

20 TtiIsEAsKeySize long (Lo-Hi)

24 NewEAHandle long (Lo-Hi)

28 NextEnumerateSequence  word (Lo-Hi)
30 EnumEAStructCount word (Lo-Hi)
32 EnumEAStruct_LvI1[ ] structure
Information Level=6

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)

12 THEAS long (Lo-Hi)

16 TtIEAsDataSize long (Lo-Hi)

20 TtisEAsKeySize long (Lo-Hi)

24 NewEAHandle long (Lo-Hi)

28 reserved (0) word (Lo-Hi)

30 reserved (0) word (Lo-Hi)

32 EnumEAStruct_Lvi6[] structure
Information Level=7

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)
12 TtIEAs long (Lo-Hi)
16 TtIEAsDataSize long (Lo-Hi)
20 TtisEAsKeySize long (Lo-Hi)
24 NewEAHandle long (Lo-Hi)
28 NextEnumerateSequence word (Lo-Hi)
30 EnumEAStructCount word (Lo-Hi)
32 EnumEAStruct_LvI7[ ] structure
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Return Values

Decimal Hex Description

0 0x00 Successful

201 0xC9 ERR_EA_NOT_FOUND

207 OxCF ERR_INVALID_EA HANDLE
209 0xD1 ERR_EA_ACCESS_DENIED

ERR_INTERNAL_FAILURE
ERR_NO_ALLOC_SPACE
ERR_UNKNOWN_REQUEST

Remarks

When using a level 6 enumerate request, the fields TtIEAsDataSize and TtIEAsKeySize contain the
size of the value and key specified only and TtIEAs contains a 1. The KeyPages and ValuePages
contain the number of pages of extended directory space that was used.

DataTypeFlag indicates what format the key name is in:

0 ASCII
1 UTF8

KeyLength is always a WORD (two bytes), regardless of whether DataTypeFlag is 0 or 1.

If KeyLength equals 0, a list of all EAs (including information about each EA) is passed back. If a
key is used, only information level 6 can be used.

On the first call, EnumerateSequence must be set to 0. On subsequent calls, pass the
NextEnumerateSequence from the reply to EnumerateSequence.
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Enhanced Get Object Effective Rights 0x2222 89 50

Returns an object's effective access rights to a specified directory or file.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (50) byte

8 NameSpace byte

9 ObjectiD long (Hi-Lo)
13 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type
Reply header
9 MyEffectiveRights ~ word (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The client must be either a supervisor, a manager of the object for which rights are requested, or the
object itself.

Enhanced Get Object Effective Rights is based on Get Object Effective Rights for Directory Entry
0x2222 22 50.
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Enhanced Read Extended Attribute 0x2222 89 53

Reads extended attributes.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (53) byte

8 Flags word (Lo-Hi)
10 EAHandleStruct structure

18 ReadPosition long (Lo-Hi)
22 InspectSize long (Lo-Hi)
26 DataTypeFlag byte

27 MaxReadDataReplySize word (Lo-Hi)
29 KeyLength word (Lo-Hi)
35 Keyl ] byte
Reply Format

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)

12 TtlValuesLength long (Lo-Hi)

16 NewEAHandle long (Lo-Hi)

20 AccessFlag long (Lo-Hi)

24 ValueLength word (Lo-Hi)

26 Vaue[ ] byte

Return Values

Decimal

Hex Description

0

0x00 Successful
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Decimal Hex

Description

ERR_EA_NOT_FOUND
ERR_EA_BAD_DIR_NUM
ERR_INVALID_EA_HANDLE
ERR_EA_ACCESS_DENIED
ERR_EA_VOLUME_NOT_MOUNTED
ERR_EA_INTERNAL_FAILURE
ERR_EA_INSPECT_FAILURE
ERR_NO_ALLOC_SPACE
ERR_INVALID_FILE_HANDLE
ERR_NO_SET_PRIVILEGES
ERR_INVALID_PATH

201 0xC9
206 0xCE
207 OxCF
209 0xD1
211 0xD3
Remarks

ReadData is always returned in 128-byte chunks.

DataTypeFlag indicates what format the key name is in:

0 ASCII
1 UTF8

KeyLength is always a WORD (two bytes), regardless of whether DataTypeFlag is 0 or 1.

MaxReadDataReplySize allows you to specify how big the reply buffer is. If the connection is an IP
connection, the maximum is 1408 bytes. If the connection is IPX, the maximum of 512 bytes (or
four 128-byte chunks). You need to explictly indicate how big your reply buffer is. If your reply
buffer is bigger than what the NCP supports, the reply size is set to the largest size that the NCP
supports. Currently, the largest size is 1408 bytes + 18 bytes (the rest of the reply packet) = 1426

bytes.

The key is sent only on the first read. Subsequent reads should not contain the key. Set KeyLength to

zero after the first read.
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Enhanced Scan Volume Trustee Object Paths 0x2222

89 71

Returns a path on the specified volume where the specified object is a trustee.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (71) byte

8 Volume long (Lo-Hi)
12 ObjectID long (Hi-Lo)
16 SequenceNumber word (Lo-Hi)
18 DataTypeFlag byte

Reply Format

Offset Content Type

Reply header

8 NextSequenceNumber word (Lo-Hi)

10 ObjectID long (Hi-Lo)

14 TrusteeAccessMask byte

15 DirectoryPathLen byte (ASCIl) or WORD (Lo-Hi for UTF8)
16/17 DirectoryPath byte[DirectoryPathLen]

Return Values

Decimal  Value Description

0 0x00 Successful

147 0x93 No Read Privileges
150 0x96 Server Out Of Memory
161 0xA1 Directory 1/O Error
240 0xFO lllegal Wildcard
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Decimal Value Description

241 OxF1 Bindery Security
242 O0xF2 No Object Read
252 OxFC No Such Object
254 OxFE Directory Locked
255 OxFF Hard Failure
Remarks

The returned path is also known as the trustee path. You can call Enhanced Scan Volume Trustee
Object Paths to determine all paths on a specified volume where the object ID number appears in a
directory's trustee list.

DataTypeFlag indicates what format the key name is in:

0 ASCII
1 UTF8

By default, the length-preceding field is a byte. If data type is UTF8 format, the length-preceding
field is a WORD (two bytes) in Lo-Hi order

Set the client's SequenceNumber to -1L (word -1) initially. In subsequent requests, set
SequenceNumber to the value returned in NextSequenceNumber of the previous reply.

ObjectID must contain the number of the object (user) whose trustee directory paths should be
returned.

The file server returns the directory path in the following format:
volume:directory/subdirectory/subdirectory/.

Directory paths are not returned in any special order. If all directory paths where the object is listed
as a trustee have been returned, the server returns a directory path length of 0.

A client who is a supervisor (or equivalent) can make this request to investigate the trustee directory
rights of any object in the bindery. Any client can make this request to determine its own trustee
paths, or the trustee paths of any object to which the client is security equivalent.
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Enhanced Set NS Information 0x2222 89 25

Sets the specified name space information.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte
7 SubFunction (25) byte
8 SrcNameSpace byte
9 DstNameSpace byte
10 VolumeNumber byte
11 DirectoryBase long (Lo-Hi)
15 NSInfoBitMask long (Lo-Hi)
19 DataTypeFlag byte
20 NSSpecificlnfo[512] byte

Return Values

Decimal Hex Description

0 0x00 Successful

139 0x898B  No Rename Privileges
Remarks

Enhanced Set NS Information is passed to the name space NLM. It is an expensive time user on the

SCrver.

DataTypeFlag indicates what format the file name in the NewFileName field is in:

0 ASCII
1 UTF8

If the data format is UTF8 and the mask indicates that the name is returned, the length-preceding

field is a WORD (two bytes) in Lo-Hi order. Otherwise, the length-preceding field is a byte.

NSSpecificlnfo is defined as:
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BYTE FileName&LengthByte[13]:
LONG FileAttributes; (Lo-Hi)
WORD CreateDate; (Lo-Hi)

WORD CreateTime; (Lo-Hi)

LONG OwnerID; (Hi-Lo)

WORD ArchiveDate; (Lo-Hi)
WORD ArchiveTime; (Lo-Hi)
LONG ArchiveID; (Hi-Lo)

WORD ModifyDate; (Lo-Hi)

WORD ModifyTime; (Lo-Hi)

LONG ModifyID; (Hi-Lo)

WORD LastAccessDate; (Lo-Hi)
LONG InheritedRightsMask; (Lo-Hi)
LONG MaximumSpace; (Lo-Hi)

Parameters

srcNameSpace

(Request) Specifies the source name space used to parse path information.

dstNameSpace

(Request) Specifies the name space for the returned directory base and volume number
information if dstNSIndicator is set to Jn; otherwise, this parameter is ignored.

If dstNSIndicator is set to Jn, Generate Directory Base and Volume Number returns a directory
base for the name space specified by dstNameSpace.
dstNSIndicator

(Request) Specifies to return the directory base and volume number in the name space specified
by dstNameSpace if this parameter is set to Jn; otherwise, the directory base and volume
number information are returned in the name space specified by srcNameSpace.
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Enhanced Write Extended Attribute 0x2222 89 52

Writes extended attributes.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (52) byte

8 Flags word (Lo-Hi)
10 EAHandleStruct structure

18 TltWriteDataSize long (Lo-Hi)
22 WritePosition long (Lo-Hi)
26 AccessFlag long (Lo-Hi)
30 DataTypeFlag byte

31 ValueLength word (Lo-Hi)
33 KeyLength word (Lo-Hi)
35 Keyl ] byte

XX Value[ ] byte
Reply Format

Offset Content Type

Reply header

8 ErrorCode long (Lo-Hi)

12 BytesWritten long (Lo-Hi)

16 NewEAHandle long (Lo-Hi)
Return Values

Decimal Hex Description

0 0x00 Successful

200 0xC8 ERR_MISSING_EA_KEY
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Decimal Hex Description

201 0xC9 ERR_EA_NOT_FOUND

203 0xCB  ERR_EA_NO_KEY_NO_DATA

206 0xCE  ERR_EA BAD_DIR_NUM

207 0xCF  ERR_INVALID_EA_HANDLE

209 0xD1 ERR_EA_ACCESS_DENIED

210 0xD2 ERR_DATA_PAGE_ODD_SIZE

211 0xD3 ERR_EA_VOLUME_NOT MOUNTED
212 0xD4 ERR_BAD_PAGE_BOUNDARY

ERR_EA_INTERNAL_FAILURE
ERR_EA_WRITE_OUT_OF_RANGE
ERR_NO_SET_PRIVILEGES
ERR_INSUFFICIENT_SPACE
ERR_HARD_FAILURE
ERR_INVALID_PATH

Remarks

The key is sent only on the first write. Subsequent writes should not contain the key. Set KeyLength
to zero after the first write.

DataTypeFlag indicates what format the key name is in:

0 ASCII
1 UTF8

KeyLength is always a WORD (two bytes), regardless of whether DataTypeFlag is 0 or 1.
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Generate Directory Base and Volume Number 0x2222
89 22

Generates a directory base and volume number.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte
7 SubFunction (22) byte
8 srcNameSpace byte
9 dstNameSpace byte
10 dstNSindicator word
12 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NSDirectoryBase long (Lo-Hi)
12 DOSDirectoryBase long (Lo-Hi)
16 VolumeNumber byte
Parameters

srcNameSpace

(Request) Specifies the source name space used to parse path information.

dstNameSpace

(Request) Specifies the name space for the returned directory base and volume number
information if dstNSIndicator is set to Jn; otherwise, this parameter is ignored.

If dstNSIndicator is set to Jn, Generate Directory Base and Volume Number returns a directory
base for the name space specified by dstNameSpace.

dstNSIndicator
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(Request) Specifies to return the directory base and volume number in the name space specified
by dstNameSpace if this parameter is set to Jn; otherwise, the directory base and volume
number information are returned in the name space specified by srcNameSpace.

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
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Get Directory Disk Space Restriction 0x2222 89 39

Scans for the amount of disk space assigned to all directories between the current directory and the
root directory and returns information about the restrictions along the directory path.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (39) byte

8 NameSpace byte

9 reserved byte[2]
11 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NumberOfEntries byte (for each entry)
9 DirDiskSpaceResList structure
Parameters

NumberOfEntries

(Reply) Specifies the number of DirDiskSpaceRestList structures that follow.
Max

(Reply) Specifies the maximum amount of space assigned to a directory.

Current

(Reply) Specifies the amount of space assigned to the directory minus the amount of space used
by the directory and its subdirectories.

Return Values

Decimal Hex Description

0 0x00 Successful
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Remarks

To find the actual amount of space available for a directory, scan all the current entries and use the
smallest entry. Directories that have no restrictions do not return any information. If no entries are
returned, no space restrictions exist for the specified directory. All restrictions are in 4 KB blocks.

When Max is 0x7FFFFFFF, there is no restriction on an entry; however, you can still calculate the
space in use by subtracting Current from Max.

When Max is negative, the limit is zero. When Current is negative, the amount of space assigned to
the directory is really zero. These two fields are allowed to be negative so you can still generate a
valid IN USE value.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
The target must be a subdirectory or an error is returned.

There is one DirDiskSpaceRestList for each entry back to the root from the current entry.
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Get Effective Directory Rights 0x2222 89 29

Returns the access rights the client has for the specified directory.

NetWare Servers: 6.5 SP2

Request Format

Offset

Content Type

Request header

6
7
8
9
10
12
16

FunctionCode (89) byte
SubFunction (29) byte
NameSpace byte
DestNameSpace byte
SearchAttributes word (Lo-Hi)
ReturninfoMask long (Lo-Hi)

EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 MyEffectiveRights word (Lo-Hi)
10 NetWarelnfoStruct structure

XX EnhNetWareFileNameStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
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Get Full Path String 0x2222 89 28

Returns the full path.
NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte
7 SubFunction (28) byte
8 SrcNameSpace byte
9 DstNameSpace byte
10 PathCookie structure
20 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 PathCookie structure

18 PathComponentSize word (Lo-Hi)
20 PathComponentCount word (Lo-Hi)
22 PathComponent structure
Parameters

PathCookie

(Reply) Specifies the sequence path components that are too long to fit in a reply packet.

PathComponentSize
(Reply) Specifies the total byte size of PathComponent.

PathComponentCount
(Reply) Specifies the number of components in the reply packet.
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

The path returned by Get Full Path String is returned in reverse order, with the root being the last
component and the current directory being the first component.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

The length field of the PathComponent structure is determined by the DataTypeFlag that is passed in
to the NCP request. If the data type is ASCII format, the length field is 1 byte. If the data type is
UTFS, the length field is two bytes (WORD).
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Get NS Information 0x2222 89 19

Returns information for the specified name space.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte
7 SubFunction (19) byte
8 SrcNameSpace byte
9 DstNameSpace byte
10 DataTypeFlag byte
11 VolumeNumber byte
12 DirectoryBase long (Lo-Hi)
16 NSInfoBitMask long (Lo-Hi)

Reply Format

Offset Content Type
Reply header
8 NSSpecificInfo[512] byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Get NS Information is passed to the name space NLM. It is an expensive time user on the server.
DataTypeFlag indicates what format the file name in the NewFileName field is in:

0 ASCII
1 UTF8
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If the data format is UTF8 and the mask indicates that the name is returned, the length-preceding

field is a WORD (two bytes) in Lo-Hi order. Otherwise, the length-preceding field is a byte.

NSSpecificlnfo is defined as:

BYTE
LONG
WORD
WORD
LONG
WORD
WORD
LONG
WORD
WORD
LONG
WORD
LONG
LONG

FileName&LengthByte[13]:

FileAttributes;

CreateDate; (Lo-Hi)
CreateTime; (Lo-Hi)
OwnerID; (Hi-Lo)

ArchiveDate;
ArchiveTime;

(Lo-H1)
(Lo-H1)

ArchiveID; (Hi-Lo)
ModifyDate; (Lo-Hi)
ModifyTime; (Lo-Hi)
ModifyID; (Hi-Lo)

LastAccessDate;

InheritedRightsMask;

MaximumSpace;

(Lo-Hi)

(Lo-H1)

(Lo—-H1i)

(Lo-Hi)
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Initialize Search 0x2222 89 02

Initializes the search for a file or subdirectory.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte
7 SubFunction (02) byte
8 NameSpace byte
9 reserved (0) byte
10 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 VolumeNumber byte

9 DirectoryNumber long (Lo-Hi)
13 EntryNumber long (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

This search request is a stateless search.

SearchSequenceDefinition is a 9-byte field, which contains a 1-byte volume number, a 4-byte
directory number, and a 4-byte current directory number. SearchSequence is generated by the server
only on each completed search request.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
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Modify DOS Attributes on a File or Subdirectory 0x2222

89 35

Sets the DOS attributes field on an entry by using an apply mask.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunctionCode (35) byte

8 NameSpace byte

9 Flags byte

10 SearchAttributes word (Lo-Hi)
12 AttributeMask long (Lo-Hi)
16 Attributes long (Lo-Hi)
20 EnhNWHandlePathStruct  structure

Reply Format

Offset Content Type

Reply header

8 IltemsChecked long (Lo-Hi)
12 IltemsChanged long (Lo-Hi)
16 AttributeValidFlag long (Lo-Hi)
20 NewAttributes long (Lo-Hi)
Parameters

ItemsChecked

(Reply) Specifies the number of items that were scanned according to the input criteria.

ItemsChanged

(Reply) Specifies the number of items whose attributes were changed.

AttributeValidFlag

(Reply) Specifies whether NewAttributes is valid.
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NewAttributes
(Reply) Specifies the new value of the entry's attributes.

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

A client doesn't need to get the old attributes before calling Modify DOS Attributes on a File or
Subdirectory.

Modify DOS Attributes on a File or Subdirectory is similar to Modify File or Subdirectory DOS
Information 0x2222 89 07 but has the additional capability to modify files with a wildcard.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

If AllowWildCardsBit (0x00000001) is set in Flags, wildcards can be used in
EnhNWHandlePathStruct. If wildcards are permitted, only the first matching entry is returned in the
reply packet.

Even if AttributeValidFlag is not valid, the entry's attributes are still changed.
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Modify File or Subdirectory DOS Information 0x2222 89

07

Modifies DOS information while the client is in another name space.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (07) byte

8 NameSpace byte

9 reserved (0) byte

10 SearchAttributes word (Lo-Hi)
12 ModifyDOSInfoMask long (Lo-Hi)
16 ModifyDOSInfoStruct structure

54 EnhNWHandlePathStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Modify File or Subdirectory does not change the name of a file or subdirectory. Passing 0x1 to

ModifyDOSInfoMask has no effect.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
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Obtain File or Subdirectory Information 0x2222 89 06

Returns information for a file or subdirectory.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (06) byte

8 NameSpace byte

9 DestNameSpace byte

10 SearchAttributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 EnhNWHandlePathStruct  structure

Reply Format

Offset Content Type
Reply header

8 NetWarelnfoStruct structure
XX EnhNetWareFileNameStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

The data values in NetWareInfoStruct, from the least significant byte to the most significant byte,
are:

* First 5 bits indicate the day, from 1-31.
* Next 4 bits indicate the month, from 1-12.
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+ Last 7 bits indicate the year, with 0=1980 and 20=2000.

The time values in NetWarelnfoStruct, from the least significant byte to the most significant byte,
are:

 First 5 bits indicate the number of 2-second intervals, from 0-29, so that 59 and 60 seconds are
both indicated by 29.

» Next 6 bits indicate the minute, from 0-59.

» Last 5 bits indicate the hour, from 0-23.

SearchAttributes is currently not used. Regardless of what value is passed in to this field,
information on the file or subdirectory is returned if the file or subdirectory exists.
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Open/Create File or Subdirectory 0x2222 89 01

Creates or opens the specified file, depening on the OpenCreateMode field. Subdirectories can be

created (but not opened) by the client.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (01) byte

8 NameSpace byte

9 OpenCreateMode byte

10 SearchAttributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 CreateAttributes long (Lo-Hi)
20 DesiredAccessRights word (Lo-Hi)
22 EnhNWHandlePathStruct structure

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

Reply Format

Offset Content Type

Reply header

8 FileHandle long (Hi-Lo)
12 OpenCreateAction byte

13 Reserved byte

14 NetWarelnfoStruct structure

XX EnhNetWareFileNameStruct structure

Return Values

Decimal Hex Description

0 0x00 Successful
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Open/Create File or Subdirectory 0x2222 89 30

Creates or opens the file (depending on OpenCreateMode).

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (30) byte

8 NameSpace byte

9 DataStream byte

10 OpenCreateMode byte

11 Reserved byte

12 SearchAttributes word (Lo-Hi)
14 Reserved word (Lo-Hi)
16 ReturninfoMask long (Lo-Hi)
20 CreateAttributes long (Lo-Hi)
24 DesiredAccessRights word (Lo-Hi)
26 EnhNWHandlePathStruct  structure
Reply Format

Offset Content Type
Reply header

8 FileHandle byte[4] (Hi-Lo)
12 OpenCreateAction byte

13 Reserved byte

14 NetWarelnfoStruct structure
XX EnhNetWareFileNameStruct structure

Parameters

NameSpace

(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).
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DataStream

(Request) Specifies the data stream number if the name space is Macintosh (see Section 24.2,
“DataStream Values,” on page 631).

OpenCreateMode

(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).

SearchAttributes

bl

(Request) Specifies the create and open options (see Section 24.14, “SearchAttributes Values,’
on page 637).

ReturnlnfoMask

(Request) Specifies the information you want returned about a file or subdirectory.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights

(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction

(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

NetWarelnfoStruct
(Reply) Points to the NetWarelnformationStructure.

EnhNetWareFileNameStruct

(Reply) Points to the EnhNetWareFileNameStruct (page 589), which contains the name and
length for the file or subdirectory.

Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
Remarks

Open/Create File or Subdirectory replaces Open/Create File or Subdirectory 0x2222 89 01.
Subdirectories can be created, but not opened, by the client.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
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Open/Create File or Subdirectory with Callback 0x2222
89 32

Creates or opens the file and sets a callback flag.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (32) byte

8 NameSpace byte

9 OpenCreateMode byte

10 Search Attributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 CreateAttributes long (Lo-Hi)
20 DesiredAccessRights word (Lo-Hi)
22 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[4] (Hi-Lo)
12 OpenCreateAction byte

13 OCRetFlags byte

14 NetWarelnfoStruct structure

XX EnhNetWareFileNameStruct  structure
Parameters

NameSpace

(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).

OpenCreateMode
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(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).

SearchAttributes

(Request) Specifies the create and open options (see Section 24.14, “SearchAttributes Values,”
on page 637).

ReturnInfoMask

(Request) Specifies the information you want returned about a file or subdirectory.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights

(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

EnhNWHandlePathStruct

(Request) Specifies the EnhNetWareHandlePathStruct (page 590), which is used to pass the
file/subdirectory handle or path.

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction

(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

OCRetFlags

(Reply) Specifies a callback field that can contain two values:

1 Indicates that this request has been registered for callback if someone else tries to open
the file.
0 Indicates that no callback has been registered.
NetWarelnfoStruct

(Reply) Points to the NetWareInformationStructure, which contains information such as the
creation date/time, attributes, inherited rights, and name space.

EnhNetWareFileNameStruct

(Reply) Points to the EnhNetWareFileNameStruct (page 589), which contains the name and
length for the file or subdirectory.

Return Values

Decimal Hex Description

0 0x00 Successful
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Decimal Hex Description

255 OxFF Failure

Remarks

Open/Create File or Subdirectory with Callback is an enhancement of Open/Create File or
Subdirectory 0x2222 89 01. On its return, the OCRetFlags (OpenCallBackReturnFlags) field in the
reply structure notifies you of completion. Subdirectories can be created, but not opened, by the
client.
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Open/Create File or Subdirectory Il with Callback
0x2222 89 33

Creates or opens the file and sets a callback flag.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (33) byte

8 NameSpace byte

9 DataStream byte

10 OpenCreateMode byte

11 Reserved byte

12 Search Attributes word (Lo-Hi)
14 Reserved word (Lo-Hi)
16 ReturninfoMask long (Lo-Hi)
20 CreateAttributes long (Lo-Hi)
24 DesiredAccessRights word (Lo-Hi)
26 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 FileHandle byte[4] (Hi-Lo)
12 OpenCreateAction byte

13 OCRetFlags byte

14 NetWarelnfoStruct structure

XX EnhNetWareFileNameStruct structure
Parameters

NameSpace
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(Request) Specifies the name space (see Section 24.7, “NameSpace Values,” on page 634).

DataStream

(Request) Specifies the data stream number if the name space is Macintosh (see Section 24.2,
“DataStream Values,” on page 631).

OpenCreateMode

(Request) Specifies whether you are creating a new file, replacing a current file, or opening a
current file (see Section 24.9, “OpenCreateMode Values,” on page 634).

SearchAttributes

(Request) Specifies the create and open options (see Section 24.14, “SearchAttributes Values,”
on page 637).

ReturnInfoMask

(Request) Specifies the information you want returned about a file or subdirectory.

CreateAttributes
(Request) Specifies the DOS name space attributes.

DesiredAccessRights

(Request) Specifies the access rights of the file that is being created (see Section 24.3,
“DesiredAccessRights Values,” on page 631).

FileHandle
(Reply) Specifies the file handle of the file being opened or created.

OpenCreateAction

(Reply) Specifies the type of action that was taken regarding the file or subdirectory (see
Section 24.8, “OpenCreateAction Values,” on page 634).

OCRetFlags

(Reply) Specifies a callback field that can contain two values:

1 Indicates that this request has been registered for callback irf someone else tries to open
the file.
0 Indicates that no callback has been registered.
NetWarelnfoStruct

(Reply) Points to the NetWarelnformationStructure.

EnhNetWareFileNameStruct

(Reply) Points to the EnhNetWareFileNameStruct (page 589), which contains the name and
length for the file or subdirectory.
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Return Values

Decimal Hex Description
0 0x00 Successful
255 OxFF Failure
Remarks

Open/Create File or Subdirectory II with Callback is an enhancement of Open/Create File or
Subdirectory 0x2222 89 30. On its return, the OCRetFlags (OpenCallBackReturnFlags) field in the
reply structure notifies you of completion. Subdirectories can be created, but not opened, by the
client.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).
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Recover Salvageable File 0x2222 89 17

Recovers a file or subdirectory entry that was found by calling Scan Salvageable Files 0x2222 89 16
(page 557).

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (17) byte

8 NameSpace byte

9 reserved (0) byte

10 ScanSequence long (Lo-Hi)
14 ScanVolume long (Lo-Hi)
18 ScanDirectoryBase long (Lo-Hi)
22 DataTypeFlag byte

23 NewFileNameLen byte

24/25 NewFileName byte[NewFileNameLen]

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

DataTypeFlag indicates what format the file name in the NewFileName field is in:

0 ASCII
1 UTF8

By default, the length-preceding field is a byte. If the data is in UTF8 format, the length-preceding
field is a WORD (two bytes) in Lo-Hi order.

You cannot use file names or wildcard characters to search for salvageable files or subdirectories.

ScanSequence is the value that was used in the Scan Salvageable Files request.
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Rename Or Move a File or Subdirectory 0x2222 89 04

Renames or moves a file or subdirectory.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (04) byte

8 NameSpace byte

9 RenameFlag byte

10 SearchAttributes word (Lo-Hi)
12 SrcEnhNWHandlePathS1 structure

19 DstEnhNWHandlePathS2 structure

26 SrcDstPathStrings|] byte

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

SrcEnhNWHandlePathS1 and DstEnhNWHandlePath2 are of type EnhNetWareHandlePathStruct
(page 590) except that the PathInfo array is not contained in these structures (which are 13 bytes in
length).

ComponentCount in these two structures is used to specify how many components exist for each
structure.

SrcDstPathStrings contains the source component path (if present) and the destination component
path (if present).
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Scan File or Subdirectory for Trustees 0x2222 89 05

Scans a file or subdirectory for trustees.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (05) byte

8 NameSpace byte

9 MaxReplyObjectiIDCount  byte

10 SearchAttribute word (Lo-Hi)
12 SearchSequence long (Lo-Hi)
16 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NextSearchSequence long (Lo-Hi)
12 ObjectIDCount word (Lo-Hi)
14 TrusteeStruct structure

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Set SearchSequence to zero on the first request. For each subsequent request, set SearchSequence to
the returned NextSearchSequence value. When NextSearchSequence is -1, you have received all the
trustees.

The server sends as many trustee structures as specified by MaxReplyObjectIDCount, or as many as
fit in the reply buffer.
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EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590) .
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Scan Salvageable Files 0x2222 89 16

Scans a subdirectory for any files that have been deleted but not yet purged.

NetWare Servers: 6.5 SP2

Request Format

Offset

Content Type

Request header

6
7
8
9
10
14
18

FunctionCode (89) byte
SubFunction (16) byte
NameSpace byte
DataStream byte
ReturninfoMask long (Lo-Hi)
ScanSequence long (Lo-Hi)

EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Reply header

8 NextScanSequence long (Lo-Hi)
12 DeleteTime word (Lo-Hi)
14 DeleteDate word (Lo-Hi)
16 DeletorID long (Hi-Lo)
20 ScanVolume long (Lo-Hi)
24 ScanDirectoryBase long (Lo-Hi)
28 NetWarelnfoStruct structure

XX EnhNetWareFileNameStruct structure

Return Values

Decimal

Hex Description

0

0x00 Successful
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Remarks

EnhNWHandlePathStruct must point to a subdirectory path. No file names or wildcards are allowed
in the search string. EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

Set ScanSequence to -1 on the first request. For each subsequent request, use the returned
NextScanSequence value.
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Search for File or Subdirectory 0x2222 89 03

Searches for a file or subdirectory, starting with the SearchSequence number returned by the

Initialize Search request.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type
Request header

6 FunctionCode (89) byte

7 SubFunction (03) byte

8 NameSpace byte

9 DataStream byte

10 SearchAttributes word (Lo-Hi)
12 ReturninfoMask long (Lo-Hi)
16 SearchSequence[9] byte

25 DataTypeFlag byte

26 SearchPatternLen byte (ASCII) or WORD (Lo-Hi for UTF8)

27/28 SearchPattern

byte[SearchPatternLen]

Reply Format

Offset Content Type
Reply header

8 NextSearchSequence[9] byte

17 Reserved (0) byte

18 NetWarelnfoStruct structure
XX EnhNetWareFileNameStruct structure

Return Values

Decimal Hex Description

0 0x00 Successful
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Remarks

The length field in the EnhNetWareFileNameStruct is determined by the data type flag that is passed
in the request. If the data flag specifies an ASCII format, the length is 1 byte. If the data type
specifies a UTF8 format, the length is 2 bytes (WORD).

EnhNetWareFileNameStruct is always returned when you call Search for File or Subdirectory. With
all other 89 requests, however, this field is not returned unless the Incude File Name Structure bit is
set in ReturnIlnfoMask.

You can iteratively call Search for a File. On the first request, set LastSearchIndex to OXFFFF. For
subsequent requests, set LastSearchIndex to the NextSearchindex returned by the previous request.
You can then search for all files that match the specified search pattern. (Wildcard characters are
supported.)

See Also

Initialize Search 0x2222 89 02 (page 538)
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Search for File or Subdirectory Set 0x2222 89 20

Searches for a file or subdirectory, starting with the SearchSequence number returned by Initialize
Search 0x2222 89 02 (page 538).

NetWare Servers: 6.5 SP2

Request Format

Offset

Content Type

Request header

6
7
8
9
10
12
16
18
25
26
27128

FunctionCode (89) byte

SubFunction (20) byte

NameSpace byte

DataStream byte

SearchAttributes word (Lo-Hi)

ReturninfoMask long (Lo-Hi)

ReturninfoCount word (Lo-Hi)

SearchSequence[9] byte

DataTypeFlag byte

SearchPatternLen byte (ASCII) or WORD (Lo-Hi for UTF8)

SearchPattern

byte[SearchPatternLen]

Reply Format

Offset Content Type

Reply header

8 NextSearchSequence[9] byte

17 MoreEntriesFlag byte

18 InfoCount word (Lo-Hi)
20 NetWarelnformationStruct structure

XX EnhNetWareFileNameStruct structure

yy
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Search for File or Subdirectory Set returns as many NetWarelnfoStructs as are requested by
ReturnInfoCount (or that fit in a packet). InfoCount is the count of NetWareInfoStructs that are
returned.

DataTypeFlag indicates what format the file name in the NewFileName field is in:

0 ASCII
1 UTF8

By default, the length-preceding field is a byte. If the data format is UTFS, the length-preceding
field is a WORD (two bytes) in Lo-Hi order.

MoreEntriesFlag is set to -1 (0xFF) when more entries are available. It is set to zero when there are
no more entries.

To get the NetWareFileNameStruct, IncludeFileNameStruct must be set in ReturninfoMask.
For example, Search for File or Subdirectory Set might return the following:

InfoCount = 2
IncludeFileNameStruct = TRUE

NetWareInfoStruct
NetWareFileNameStruct
NetWareInfoStruct
NetWareFileNameStruct

+ + + O
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Search for File or Subdirectory Set (Extended Errors)

0x2222 89 40

Searches for a file or subdirectory, starting with the SearchSequence number returned by Initialize

Search.

NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte

7 SubFunction (40) byte

8 NameSpace byte

9 DataStream byte

10 SearchAttributes word (Lo-Hi)

12 ReturninfoMask long (Lo-Hi)

16 ReturninfoCount word (Lo-Hi)

18 SearchSequence[9] byte

25 DataTypeFlag byte

26 SearchPatternLen byte (ASCII) or WORD (Lo-Hi for UTF8)
27/28 SearchPattern byte[SearchPatternLen]

Reply Format

Offset Content Type

Reply header

8 NextSearchSequence[9] byte

17 MoreEntriesFlag byte

18 InfoCount word (Lo-Hi)
20 NetWarelnformationStruct structure

XX EnhNetWareFileNameStruct  structure

yy
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Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

Search for File or Subdirectory Set (Extended Errors) returns extended error codes. If the path ends
with a subdirectory that doesn't exist, ERR_INVALID PATH (0x899C) is returned, rather than
0x89FF. If a file exists but you have insufficient rights to see it, ERR _ACCESS_DENIED (0x89A8)
is returned, rather than 0x89FF. To access these extended error codes, the operating system ORs
0x80000000 to the search attributes so that the extended error codes can be returned. You do not
have to pass this bit.

Search for File or Subdirectory Set (Extended Errors) returns as many NetWarelnfoStructs as are
requested by ReturnInfoCount (or that fit in a packet). InfoCount is the count of NetWarelnfoStructs
that are returned.

DataTypeFlag indicates what format the file name in the SearchPattern field is in:

0 ASCII
1 UTF8

If the data type indicates ASCII format, the length field is 1 byte. If the data type indicates UTF8
format, the length field is two bytes (WORD).

MoreEntriesFlag is set to -1 when more entries are available. It is set to zero when there are no more
entries.

To get the EnhNetWareFileNameStruct, the IncludeFileNameStruct must be set in ReturnlnfoMask.
For example, Search for File or Subdirectory Set might return the following:

InfoCount = 2
IncludeFileNameStruct = TRUE

NetWareInfoStruct
NetWareFileNameStruct
NetWareInfoStruct
NetWareFileNameStruct

+ + + O
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Set Short Directory Handle 0x2222 89 09

Sets a short directory handle.
NetWare Servers: 6.5 SP2

Request Format

Offset Content Type

Request header

6 FunctionCode (89) byte
7 SubFunction (09) byte
8 NameSpace byte
9 DataStream byte
10 DstDirHandle byte
11 Flags byte
12 EnhNWHandlePathStruct structure

Reply Format

Offset Content Type

Flags Value

8 Volume long (Lo-Hi)
12 DirectoryBase long (Lo-Hi)
16 DOSDirectoryBase long (Lo-Hi)
20 EnhNetWareFileNameStruct long (Lo-Hi)

Return Values

Decimal Hex Description
0 0x00 Successful
Remarks

If the Flags field is set to 0x40, the reply contains the four items listed in the Reply Format section.
If the input Flags field is zero, no data is returned.

EnhNWHandlePathStruct is of type EnhNetWareHandlePathStruct (page 590).

Enhanced NCPs 565



566 NDK: NetWare Core Protocols



Structures

This section describes the File System structures and their fields.
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64BitFileSizeStruct

Contains the 64-bit file size of a file on an NSS volume.

Syntax

typedef struct

{
UINT64 FileSize;

} 64BitFileSizeStruct;

Fields

FileSize

Specifies the 64-bit file size of a file on an NSS volume. If the request is made on a traditional
volume, a 32-bit file size is returned with the upper four bytes zeroed.
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AllAttrStruc

Contains information about the number of attributes for a scanned item, along with
AllDirBaseNumStruc.

Syntax
typedef struct
{

LONG NumberOfAttributes;

LONG Attributes [NumberOfAttributes];
} AllAttrStruct;

Remarks

NumberOfAttributes depends on the number of Name Spaces loaded on the requested volume.
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AllIDirBaseNumStruc

Contains attribute information for a scanned item, along with AllAttrStruc.

Syntax

typedef struct

{

LONG NumberOfDirBaseNumbers;

LONG DirectoryBaseNumbers [NumberOfDirBaseNumbers];
} AllDirBaseNumStruc;

Remarks

NumberOfDirBaseNumbers depends on the number of Name Spaces loaded on the requested
volume.

570 NDK: NetWare Core Protocols



ArchivelnfoStruct

Contains the archived date, time, and archiver ID information.

Syntax

typedef struct

{
WORD ArchivedTime; (Lo-Hi)
WORD ArchivedDate; (Lo-Hi)
LONG ArchiverID; (Hi-Lo)

} CreationInfoStruct;
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AttributesStruct

Contains information about the attributes and flags.

Syntax

typedef struct

{
LONG Attributes; (Lo-Hi)
WORD Flags; (Lo-Hi)

} AttributesStruct;
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CreationinfoStruct

Contains the creation date, time, and owner information.

Syntax

typedef struct

{
WORD CreationTime; (Lo-Hi)
WORD CreationDate; (Lo-Hi)
LONG CreatorID; (Hi-Lo)

} CreationInfoStruct;
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CreatorStruc

Contains information about the creator name space for the scanned item.

Syntax

typedef struct
{

LONG CreatorNameSpace;

BYTE CreatorNamelen;

BYTE CreatorName [CreatorNameLen] ;
} CreatorStruc;
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DataStreamFATInfo

Contains the number of FAT blocks associated with a file.

Syntax

typedef struct
{

LONG DataStreamNumber;

LONG DataStreamFATBlocksSize;
} DataStreamFATInfo;
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DataStreamSizelnfo

Contains the data stream size information.

Syntax

typedef struct

{
LONG DataStreamNumber;
LONG DataStreamSize;

} DataStreamSizeInfo;
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DataStreamSizeStruct

Contains the data stream size information.

Syntax
typedef struct

{
LONG DataStreamSize; (Lo-Hi)

} DataStreamSizeStruct;

Remarks

DataStreamSize is synonymous to the file size in the DOS name space.
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DataStreamSizesStruc

Contains data stream information for a scanned file.

Syntax
typedef struct
{
LONG NumberOfSizes;

LONG Sizes [NumberOfSizes];
} DataStreamSizesStruc;

Remarks

Sizes is dependent on the name space.
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DirDiskSpaceResList

Contains information about the directory path restrictions.

Syntax

typedef struct DirDiskSpaceResList

{
BYTE LevelNumber;

LONG MaximumAmount;
LONG CurrentAmount;

}i

Fields

LevelNumber

Specifies the distance from the directory to the root.

MaximumAmount

Specifies the maximum amount of space assigned to a directory.

CurrentAmount

Specifies the amount of space assigned to a directory (minus the amount of space used by a
directory and its subdirectories).

Structures 579



DirEntryStruct

Contains the directory entry information.

Syntax

typedef struct

{
LONG DirectoryEntryNumber; (Lo-Hi)
LONG DOSDirectoryEntryNumber; (Lo-Hi)
LONG VolumeNumber; (Lo-Hi)

} DirEntryStruct;
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DOSNameStruct

Contains information about the DOS name for a scanned item.

Syntax

typedef struct
{

BYTE DOSNameLength;

BYTE DOSName [DOSNameLength] ;
} DOSNameStruct;
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DOSTimelnformationBlock

Contains the DOS timestamp information.

Syntax

typedef struct
{
LONG CreateDateAndTime; (Lo-Hi)
LONG LastArchiveDateAndTime; (Lo-Hi)
LONG LastUpdatedDateAndTime; (Lo-Hi)
LONG LastAccessedDate; (Lo-Hi)
LONG LastModifiedInSeconds; (Lo-Hi)
} DOSTimeInformationBlock;

Remarks

LastModifiedInSeconds contains the second relative to the year 2000.

582 NDK: NetWare Core Protocols



DSSpaceAllocateStruct

Contains information about the space allocated for the data stream.

Syntax

typedef struct

{
LONG DataStreamSpaceAlloc; (Lo-Hi)
} DSSpaceAllocateStruct;
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DStreamActual

Contains the list of data streams and the number of FAT blocks associated with a file.

Syntax

typedef struct
{
LONG NumberOfDataStreams;
DataStreamFATInfo ds [NumberOfDataStreams];
} DStreamActual;
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DStreamLogical

Contains the list of data streams and their sizes on a file.

Syntax

typedef struct

{
LONG NumberOfDataStreams;
DataStreamSizeInfo ds [NumberOfDataStreams];

} DStreamLogical;
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DataStreamSizelnfo

Contains the data stream size information.

Syntax

typedef struct

{
LONG DataStreamNumber;
LONG DataStreamSize;

} DataStreamSizeInfo;
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EAInfoStruct

Contains the extended attributes information.

Syntax

typedef struct

{
LONG ExtAttrDataSize; (Lo-Hi)
LONG ExtAttrCount; (Lo-Hi)
LONG ExtAttrKeySize; (Lo-Hi)

} EAInfoStruct;
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EffectiveRightsStruct

Returns the effective rights of the specified path.

Syntax

typedef struct

(
LONG EffectiveRights;

} EffectiveRightsStruct;

588 NDK: NetWare Core Protocols



EnhNetWareFileNameStruct

Passes a file name and its length back to the client.

Syntax

struct

{
BYTE FileNameLength;

BYTE FileName[];
}i

Fields

FileNameLength

Specifies the length of the file name. If the request indicates an ASCII data type, this field is 1
byte long. If the request indicates a UTFS data type, this field is 2 bytes (WORD) long (Lo-Hi).

FileName

Specifies the name of the file. To allow a UTF8 formatted string to be represented, the name of
the file can be a maximum of 255 bytes in ASCII format and 768 bytes in UTF8 format.

Remarks

EnhNetWareFileNameStruct is always returned to Search For File or Subdirectory 0x2222 89 03.
For other requests, the IncludeFileNameStructure bit needs to be set in ReturnInfoMask before this

structure will be returned.
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EnhNetWareHandlePathStruct

Contains information about a handle or path.

Syntax
struct
{
LONG DirectoryBaseOrShortHandle; (Lo-Hi)
BYTE VolumeNumber;
BYTE HandleFlag;
BYTE DataTypeFlag;
BYTE Reserved[5];
BYTE PathComponentCount;

STRUCT Pcomponent [PathComponentCount];
}i

Fields

HandleFlag
Specifies whether the handle is a short directory handle:
0x00 ShortDirectoryHandle
0x01 DirectoryBase
0xFF NoHandlePresent
DataTypeFlag
Specifies the format of the path string:
0x00 ASCII DATA TYPE
0x01 UTF8_DATA TYPE
PathComponentCount

Specifies the count for each directory and subdirectory. For example, sys:test\nlm_test would
be a path component count of three.

Remarks

The only difference between EnhNetWareHandlePathStruct and NetWareHandlePathStruct
(page 607) is that the enhanced version has a DataTypeFlag field that specifies whether the path is in
ASCII or UTFS8 format.

The client can pass a handle or path by using the volume number, directory base, or directory handle
field.

The first part of EnhNetWareHandlePathStruct is used to pass either a 1-byte directory handle
(NetWare 2.15 short style) or a 4-byte directory base (NetWare 3.1 style).

The second portion of NetWareHandlePathStruct is used to pass a qualified NetWare Path (Len,
String) in component form. The length field is determined by the data type flag that is passed in the
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NCP request. If the data type indicates an ASCII path, the length is 1 byte. If the data type indicates
a UTFS path, the length is 2 bytes (WORD).

The client can pass a short directory handle (with or without a path), a directory base (with or
without a path), or a fully qualified path. The server always checks HandleFlag to see if the handle is
a short directory handle (0), a directory base (1), or No Handle Present (FF). If the server finds that
you have passed a short directory handle or a directory base, it can use PathComponentCount. If the
server find that the client hasn't passed a handle, the server expects the first path component to
contain the volume name. If there are additional components, the server handles them after
generating a volume number.

Example

The following is an example of how HandleFlag is used:

if (HandleFlag == DirectoryBase)

{
/* Client passed in Volume Number and Directory Base */
/* Set path base from directory base */

}

else
{
if (HandleFlag == NoHandlePresent)
{
/* Generate Volume Number from the first path component */
/* Set path base to 0, and subtract 1 from path count */
}
if (HandleFlag == ShortDirectoryHandle)

/* Get path base from allocated short directory handle */
/* Get volume number from directory handle table entry */
}
/* check to see if more components are present */
if (PathCount > 1)
{
/* find last component */
/* map path to last component */
/* set the path base */

}

/* return updated volume number and path base */
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FlushTimeStruct

Contains information about the flush time for the scanned item.

Syntax

typedef struct

{
LONG FlushTime;
} FlushTimeStruct;
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IDStruc

Contains information about the IDs for the scanned item.

Syntax

typedef struct
{

LONG OwnerID;

LONG LastArchivedID;

LONG LastUpdatedID; /* valid only for files */
} IDStruc;
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InfoBlock

Contains the requested information for each scanned item.

Syntax
typedef struct

{

InfoCCode ccode;
} InfoBlock;

Remarks

If completionCode of InfoCCode is zero, the requested information follows.
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InfoCCode

Contains information about the scanned item.

Syntax

typedef struct

{
LONG completionCode;

LONG FolderFlag;
LONG DirectoryBaseNumber;
} InfoBlock;

Fields

completionCode

Specifies the completion code for the scanned item.

FolderFlag

Specifies whether the item is a folder.

DirectoryBaseNumber

Specifies the name space.
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LastAccessedTimeStruct

Contains the last time a file was accessed.

Syntax

typedef struct

{
WORD LastAccessedTime;

} LastAccessedTimeStruct;

Fields

LastAccessedTime

Specifies the last time a file was accessed, which includes being opened, written to, or having
its time/date stamp changed.
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LastUpdatedinSecondsStruct

Contains the last time a file or directory was updated, relative to the year 2000.

Syntax

typedef struct

{
LONG SecondsRelativeToTheYear2000;
} LastUpdatedInSecondsStruct;
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limb

Syntax

typedef struct

{
long limbFlags; (Lo-Hi)

long limbVolumeNumber; (Lo-Hi)
long limbDirectoryBase; (Lo-Hi)
long limbScanNumber; (Lo-Hi)
long limbNameSpace; (Lo-Hi)

} limb;

Fields

limbScanNumber

Is used only if ScanEntireFolder is set.

Remarks

limbFlags can have the following values:

0x00000002 Scan Entire Folder (wild search)

0x00000004 Scan Files Only (valid only if Scan Entire Folder is set)
0x00000008 Scan Folders Only (valid only if Scan Entire Folder is set)
0x00000010 Allow System Files/Folders

0x00000020 Allow Hidden Files/Folders
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MacFinderinfoStruct

Contains the MAC finder information for a scanned item.

Syntax

typedef struct
{

BYTE MacFinderInfo[32];
} MacFinderInfoStruct;
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MacTimeStruct

Contains information about the MAC time for the scanned item.

Syntax

typedef struct

{
LONG MACCreateTime;

LONG MACBackupTime;
} MacTimeStruct;

Fields

MACCreateTime

Specifies the time the Macintosh entry was created.

MACBackupTime
Specifies the time that the Macintosh entry was last backed up.
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MaxSpaceStruc

Contains information about data stream sizes for a scanned folder.

Syntax

typedef struct

{

LONG NumberOfSizes = 1;

LONG MaximumSpaceRestriction;
} MaxSpaceStruc;
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ModifyDOSInfoStructure

Contains DOS-specific information in file or subdirectories when the default name space is not
DOS.

Syntax

struct
{
WORD FileAttributes; (Lo-Hi)
BYTE FileMode;
BYTE FileXAttributes;
WORD CreationDate; (Lo-Hi)
WORD CreationTime; (Lo-Hi)
LONG CreatorsID; (Hi-Lo)
WORD ModifiedDate; (Lo-Hi)
WORD ModifiedTime; (Lo-Hi)
LONG ModifiersID; (Hi-Lo)
WORD ArchivedDate; (Lo-Hi)
WORD ArchivedTime; (Lo-Hi)
LONG ArchiversID; (Hi-Lo)
WORD LastAccessDate; (Lo-Hi)
WORD InheritanceGrantMask; (Lo-Hi)
WORD InheritanceRevokeMask; (Lo-Hi)
LONG MaximumSpace; (Lo-Hi)
}i

Fields

MaximumSpace

Specifies the user disk space restriction that may have been enabled by an aministrator and
might be in place for a given user.

Remarks

ModifyDOSInfoMask tells the server what information in the ModifyDosInfoStructure is valid and
is defined as follows:

0 Unused Bit

1 Attributes Bit

2 Creation Date Bit
3 Creation Time Bit
4 Creator ID Bit

5 Archive Date Bit
6 Archive Time Bit
7 Archiver ID Bit

8 Modify Date Bit
9 Modify Time Bit
10 Modifier ID Bit
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11 Last Access Bit
12 Inheritance Bit
13 Max Space Bit
14 reserved

16-31 reserved
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ModifylnfoStruct

Contains the modified date, time, and modifier ID information.

Syntax

typedef struct

{
WORD
WORD
LONG
WORD

ModifiedTime; (Lo-Hi)
ModifiedDate; (Lo-Hi)
ModifierID; (Hi-Lo)
LastAccessDate; (Lo-Hi)

} ModifyInfoStruct;
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NameStruc

Contains information about the name for a scanned item.

Syntax

typedef struct
{

BYTE NameLlen;

BYTE Name [Namelen] ;
} NameStruc;
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NetWareFileNameStruct

Contains information about a file name.

Syntax

struct

{
BYTE FileNameLength;

BYTE FileName[];
}i

Remarks

The file name is limited to a maximum of 255 characters.

NetWareFileNameStruct is always returned to Search For File or Subdirectory 0x2222 87 03. For
other requests, the IncludeFileNameStructure bit needs to be set in ReturnInfoMask before this
structure will be returned.
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NetWareHandlePathStruct

Contains information about a handle or path.

Syntax
struct
{
BYTE VolumeNumber;
LONG DirectoryBaseOrShortHandle; (Lo-Hi)
BYTE HandleFlag;
BYTE PathComponentCount;

STRUCT Pcomponent [PathComponentCount] ;
}i

Fields

HandleFlag
Specifies whether the handle is a short directory handle:

0x00 ShortDirectoryHandle
0x01 DirectoryBase
0xFF NoHandlePresent

PathComponentCount
Specifies the count for each directory and subdirectory. For example, sys:test\nlm_test would
be a path component count of three.

Pcomponent

Specifies Pcomponent, which contains the count of the number of components.

Remarks

NetWareHandlePathStruct totals 307 bytes. If you have other structures or data that follow this
structure, that data will start after the 307 bytes that are reserved for NetWareHandlePathStruct.

The first part of NetWareHandlePathStruct is used to pass a 1-byte short directory handle (NetWare
2.15 style) or a 4-byte directory base (NetWare 3.1 style).

The second portion of NetWareHandlePathStruct is used to pass a qualified NetWare Path (Len,
String) in component form.

You can pass a short directory handle (with or without a path), a directory base (with or without a
path), or a fully qualified path. The server always checks HandleFlag to see if the handle is a short
directory handle (0), a directory base (1), or No Handle Present (FF). If the server finds that you
have passed a short directory handle or a directory base, it can use Pcomponent. If the server find
that you haven't passed a handle, the server expects the first path component to contain the volume
name. If there are additional components, the server handles them after generating a volume number.

Rename File/Subdirectory uses a slightly modified NetWareHandlePathStruct.
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Example

The following is an example of how HandleFlag is used:

#define ShortDirectoryHandle 0x00
#define DirectoryBase 0x01
#define NoHandlePresent OxFF

if (HandleFlag == DirectoryBase)

{
/* Client passed in Volume Number and Directory Base */
/* Set path base from directory base */

}

else
{
if (HandleFlag == NoHandlePresent)
{
/* Generate Volume Number from the first path component */
/* Set path base to 0, and subtract 1 from path count */
}
if (HandleFlag == ShortDirectoryHandle)

/* Get path base from allocated short directory handle */
/* Get volume number from directory handle table entry */
}
/* check to see if more components are present */
if (PathCount > 1)
{
/* find last component */
/* map path to last component */
/* set the path base */

}

/* return updated volume number and path base */
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NetWarelnformationStruct

Contains information corresponding to the bits set in ReturnlnfoMask.

Syntax

DSSpaceAllocateStruct (Data Stream Alloc Bit)
AttributesStruct (Attributes Bit)
DataStreamSizeStruct (Data Stream Size Bit)
TotalStreamSizeStruct (Total Stream Size Bit)
CreationInfoStruct (Creation Bit)
ModifyInfoStruct (Modify Bit)
ArchiveInfoStruct (Archive Bit)
RightsInfoStruct (Rights Bit)

DirEntryStruct (Directory Entry Bit)
EAInfoStruct (Extended Attribute Bit)
NSInfoStruct (Name Space Bit)

Remarks

NetWarelnformationStruct defines the way you request information from a server and the way the
server responds back to you. When you set a bit in ReturnlnfoMask, the server uses the
corresponding structure, within NetWareInformationStruct, to return the requested information in a
reply packet. For example, if the Rights Bit of the ReturnInfoMask field is set, the server uses the
RightsInfoStruct field of NetWarelnformationStruct to return information about a specified file's
rights.

The server always returns a full NetWarelnformationStruct no matter which bits you set; however,
NetWarelnformationStruct will contain valid information only for those fields that you set and only
upon successful completion of the request.

You should request only the information you need since the more information you request, the
longer NetWarelnformationStruct takes to return.

DataStreamSpaceAllocatedInformation takes unusually long time to return.
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NetWareTrusteeStructure

Contains information about an object and its trustee rights.

Syntax

struct

{
LONG ObjectID; (Hi-Lo)
WORD TrusteeRights; (Lo-Hi)

}i

Remarks

The following NetWare 3.1 requests use this structure:

Add Trustee Set to File or Subdirectory 0x2222 87 10 (page 291)
Delete Trustee Set from File or SubDirectory 0x2222 87 11 (page 318)
Scan File or Subdirectory for Trustees 0x2222 87 05 (page 468)
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NSAttributeStruct

Contains the file attribute value of the requested entry.

Syntax

typedef struct

{
LONG FileAttributes;
} NSAttributeStruct;

Structures 611



NSInfoStruct

Contains the name space number of the creator.

Syntax

typedef struct
{

LONG CreatorNameSpaceNumber; (Lo-Hi)
} NSInfoStruct;
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ParentBaselDStruct

Contains the parent directory base number for a file or subdirectory.

Syntax

typedef struct

{
LONG ParentBaselD;
} ParentBaseIDStruct;
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PathComponent

Syntax

struct PathComponent
{
byte pathLength;
byte stringl[];
}i
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PathCookie

Syntax

struct PathCookie

{
word Flags; (Lo-Hi)
long Cookiel; (Lo-Hi)
long Cookie?2; (Lo-Hi)
}i

Remarks

Cookiel and Cookie2 are initially set to -1. When Cookie2 comes back in the reply as -1, the path
components have been completely transferred over.

If bit 0 of Flags is set to 1, the last component is a file name.
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Pcomponent

Contains information about a qualified NetWare path.

Syntax
struct

{
BYTE PathNamelLen;

BYTE PathName[];
} Pcomponent|[];

Remarks

Pcomponent is used to pass a qualified NetWare path in component form.
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ReferenceCount

Contains the reference count for the scanned item.

Syntax

typedef struct
{

LONG ReferenceCount;
} ReferenceCountStruc;
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ReferencelDStruct

Contains the change count information on a file, directory, or volume.

Syntax
typedef struct

{
WORD CurrentReferencelD;

} ReferencelIDStruct;

Remarks

ReferencelDStruct can be used to tell if something changed.
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RightsinfoStruct

Contains the inherited rights mask information.

Syntax

typedef struct

{
WORD InheritedRightsMask; (Lo-Hi)
} RightsInfoStruct;
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ScaninfoFileName

Contains the file entry number for a salvageable file.

Syntax

typedef struct ScanInfoFileName
{
LONG SalvageableFileEntryNumber;
BYTE FileNameLength;
BYTE FileName [FileNamelLength];
}i
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ScaninfoFileNoFileName

Contains the file information for a salvageable file.

Syntax

typedef struct ScanInfoNoFileName
{

LONG SalvageableFileEntryNumber;
}i
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SiblingCountStruct

Contains the number of siblings in a subdirectory.

Syntax

typedef struct
{

LONG SiblingCount;
} SiblingCountStruct;
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TotalStreamSizeStruct

Contains the data stream size information.

Syntax

typedef struct

{
LONG Tt1DSDskSpaceAlloc; (Lo-Hi)
WORD NumberOfDataStreams; (Lo-Hi)
} TotalStreamSizeStruct;

Fields

TtIDSDskSpaceAlloc

Specifies the number of 4K blocks that the specified file is using.
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TrusteeStruct

Contains the trustee information.

Syntax

typedef struct

{

LONG ObjectID; (Hi-Lo)

WORD TrusteeRights; (Lo-Hi)
} TrusteeStruct;

Fields

ObjectID

Specifies the number of TrusteeStructu entries.

TrusteeRights
Specifies the rights for the specified trustee.

Remarks

TrusteeStruct is a 6-byte structure.
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VolinfoStructure

Syntax

struct VolInfoStructure
