
Content Manager
Software Version 10.1

Microsoft Teams Integration

Document Release Date: May 2022
Software Release Date: May 2022



Legal notices

Copyright notice

© Copyright 2022 Micro Focus or one of its affiliates.

The only warranties for products and services of Micro Focus and its affiliates and licensors (“Micro Focus”)
are set forth in the express warranty statements accompanying such products and services. Nothing herein
should be construed as constituting an additional warranty. Micro Focus shall not be liable for technical or
editorial errors or omissions contained herein. The information contained herein is subject to change without
notice.

Contains Confidential Information. Except as specifically indicated otherwise, a valid license is required for
possession, use or copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software,
Computer Software Documentation, and Technical Data for Commercial Items are licensed to the U.S.
Government under vendor's standard commercial license.

Documentation updates
The title page of this document contains the following identifying information:
l Software Version number, which indicates the software version.
l Document Release Date, which changes each time the document is updated.
l Software Release Date, which indicates the release date of this version of the software.

You can check for more recent versions of a document through the MySupport portal. Many areas of the
portal, including the one for documentation, require you to sign in with a Software Passport. If you need a
Passport, you can create one when prompted to sign in.

Additionally, if you subscribe to the appropriate product support service, you will receive new or updated
editions of documentation. Contact your Micro Focus sales representative for details.

To check for recent updates or to verify that you are using the most recent edition of a document, contact
your Client Director.

Support
Visit the MySupport portal to access contact information and details about the products, services, and
support that Micro Focus offers.

This portal also provides customer self-solve capabilities. It gives you a fast and efficient way to access
interactive technical support tools needed to manage your business. As a valued support customer, you can
benefit by using the MySupport portal to:

l Search for knowledge documents of interest
l Access product documentation
l View software vulnerability alerts
l Enter into discussions with other software customers
l Download software patches
l Manage software licenses, downloads, and support contracts
l Submit and track service requests
l Contact customer support
l View information about all services that Support offers

Many areas of the portal require you to sign in with a Software Passport. If you need a Passport, you can
create one when prompted to sign in. To learn about the different access levels the portal uses, see the
Access Levels descriptions.

For information and details about the products, services, and support that Micro Focus offers, contact your
Client Director.
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Introduction

About Content Manager Microsoft Teams
integration

The Content Manager Microsoft Teams (MS Teams) integration enables you to integrate Content
Manager with Microsoft Teams.

The integration enables you to:

l Capture conversation of a channel or chat in Content Manager

l Check In posts and files to Content Manager

l Create new Check In Styles

l Access documents in OneDrive

About this document

This document provides high level information for you to configureMS Teams integration with Content
Manager.

MS Teams integration prerequisites

Before you begin, make sure that the following configurations are complete:

l Content Manager EmailLink is configured with Content Manager (for server side filing of data).

l Service API is configured with HTTPS

l MS Teams integration feature in Content ManagerSystem Options > Features tab is enabled

l Content Manager users accessing the integrationmust have their OpenID Connect details included
in their Location - Network Login profile

Licensing and payment requirements

There are different licensingmodels available for Microsoft Teams APIs in Microsoft Graph. Choose
themodel suitable for your organization. Evaluationmodel is the default licensingmodel. If you are
using the default licensingmodel, then there is a limitation on seeded capacity. You can capture 500
chat conversations per month in Content Manager.
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For detailed information on licensing and payment requirements, see https://docs.microsoft.com/en-
us/graph/teams-licenses.
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Configuration overview

This section briefly describes the steps you need to perform to integrateMS Teams with Content
Manager.

l Enable OpenID Connect authentication - OAuth authentication is managed via OpenID Connect
authentication. The authentication is configured in your Identity Provider (e.g. Azure AD) and then
the appropriate details are stored in Content Manager in the hptrim.config file.

o Create or register an app with your Identity Provider - the integration requires you to create
or register an app with secret IDs generated and set permissions for Microsoft Graph API.

o Edit configuration file - update the configuration file with details that would help your integration
work.

l Configure Content Manager EmailLink - For server side filing fromMS Teams to Content
Manager, configure Content Manager EmailLink with the domain details, add app and tenant ID
details, choose a licensingmodel, and set the polling interval.

l Create manifest file - based on the template file provided, create amanifest file with specifications
as per your requirement and upload it to the Office portal.

For enabling OpenID Connect authentication and configurations specific to MS Teams integration, see
Content Manager SDK Help.
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Configuring Content Manager EmailLink

To capture server side data fromMS Teams to Content Manager, you need additional configurations in
Content Manager EmailLink.

To configure Content Manager EmailLink, perform the following steps:

1. In EmailLink, navigate toPreference > Configuration > Authentication.

a. Select the provider as Microsoft.

b. Enter the domain name for Domain.

c. Select Authentication Type as OAuth.

d. Enter the details for Application / Client ID, Directory / Tenant ID, and Client Secret.

e. Select Teams as supported services.

f. Click Add and save the details.

2. In the System settings, choose appropriate Microsoft Teams licensingmodel. For details, see
Licensing and payment requirements , on page 4.

3. To set the polling frequency to check for new messages inMS Teams, set the Time to check for
new Social Media / Teams posts parameter.
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Adding Content Manager app

You can add the Content Manager app to top level to capture server side data or you can add the app at
channel or individual chat level to capture client side data.

Adding Content Manager app to capture client side
data

To capture client side data, there are two ways of adding the Content Manager app. Perform one of the
following:

Adding from Apps or More option

1. In Teams, click Apps on left pane or (three dots) More option.

2. Search for Content Manager.

3. Click Content Manager app.

4. In the dialog displayed, click the drop down and select eitherAdd to a team orAdd to a chat.

5. In the next dialog, search for the channel or chat and select the required channel or chat from the
list displayed.

6. Click Set up.

The Content Manager app is displayed as a new tab in the channel or chat.

Adding directly from channel or chat

1. Navigate to channel or chat where you want to add the Content Manager app.

2. Click +.

3. In theAdd a tab dialog, search for the Content Manager app.

4. Click Content Manager app.

5. In the dialog displayed, click Save.

The Content Manager app is displayed as a new tab in the channel or chat.

Adding Content Manager app to capture server side
data

To capture server side data in Content Manager, perform the following steps:
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1. In Teams, click Apps on left pane or (three dots) More option.

2. Search for Content Manager.

3. Click Content Manager app.

4. In the dialog displayed, click Add.

The Content Manager app is displayed on the left pane of MS Teams.
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Troubleshooting

This section describes the following troubleshooting scenarios.

Login pop-up error

Issue

Login pop-up is displayed while accessing the Content Manager app fromMS Teams.

Solution

To resolve this issue, make sure that authentication for service API is enabled as anonymous in IIS.

To enable anonymous authentication, perform the following steps:

1. Open IIS manager.

2. Navigate toDefault Web Site > CMServiceAPI. CMServiceAPI home is displayed.

3. Double-click Authentication available user IIS.

4. Click Anonymous Authentication and select Enable from theAction panel or right-click and
select Enable.

Protected API access error

Issue

The following log text in the EmailLink logs:

Invoked API requires Protected API access in application-only context when not
using Resource Specific Consent.

Solution

If you come across the above logmessage in the EmailLink logs, make sure that your request to
access the protectedMS Teams API is granted. Otherwise, it is recommended to get in touch with the
MS Teams support.
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